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1.0 Objectives

. Understand the use of network Simulation.
o Understand the use of sniffing software.

J You can install NS3 on Linux platform.

. You can install NetAnim.

. You can install Wireshark.

. You can run basic commands of Linux.

1.1 Introduction

Network Simulation is the software which tells the behaviour of computer
networks. It is common useful method to calculate different network
topologies exclusive of real-world implementation. Mean Network
Simulation is method in computer network who analyse the performance
of network entities, relation between network entities like nodes,
Nswitched, Routers, Nodes, Access Points. In Simulator computer
network can be molded with the help of links, devices, and applications.
These are available using network with technologies Internet of things
(IOT),5G, WLANs, Adhoc network of mobile, WSNs, LTE, Adhoc
network of Vehicles etc.
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Network Snipping Software is integral part of network analysis of
capabilities in Network Performance Monitor (NPM). It is designed to
provide inside into top metrics, allow admin to set dynamic alert and
troubleshoot.

1.2 Network Simulation and sniffing software:

Network Simulation is method in computer network who analyse the
performance of network entities, relation between network entities like
nodes, N Switched, Routers, Nodes, Access Points.

By using Sniffing software, you can check the network traffic that is
applicable for coming and going to that network. Kali Linux having
different tools for sniffing.

1.2.1 NS3(Network Simulator):

Network Simulator uses mathematical formulas to create a theoretical and
entirely virtual model of a network.

Printer

PC PC _ Internet

>< Server < ‘

Router

Switch

PC

Network Simulation

There are different network simulator tools are available some are open
source, and some are commercial.

. Network simulator Version (NS-2) (Open Source)

. NS-3(Open Source)

. Netkit (Open Source)

o Marionet (Open Source)

. JSIM (Java Based Simulation) (Open Source)

. OPNET (Commercial)

. QUALNET (Commercial)



1.2.2 Difference between NS2 and NS3

NS3 is a discrete event simulator which is like ns2.Difference between
NS2 and Ns3 are language used by NS2(OTCL with C++) and NS3( C++
with optional Python).One more difference is that NS2 have default
animator that is Nam where NS3 does not default animator but support
NetAnim.

1.2.3 NS3 Installation

For NS3 installation on Ubuntu 1804 version.
We have to executve following commands
Step1: sudo apt update

Step2: sudo apt-get install gcc g++ python python3 python3-dev qt5-
default python3-setuptools git mercurial girl.2-goocanvas-2.0 python-gi
python-gi-cairo python-pygraphviz python3-gi python3-gi-cairo python3-
pygraphviz  girl.2-gtk-3.0 ipython openmpi-bin openmpi-common
openmpi-doc libopenmpi-dev autoconf cvs bzr unrar gdb valgrind
uncrustify doxygen graphviz imagemagick python3-sphinx dia gsl-bin
libgsl-dev libgsl23 libgslcblasO tcpdump libxml2 libxml2-dev cmake
libc6-dev  libc6-dev-i1386 libclang-6.0-dev  1lvm-6.0-dev  automake
python3-pip vtun Ixc uml-utilities libboost-signals-dev libboost-
filesystem-dev -y

Step3: pip3 install --user cxxfilt

Activities [ Terminal Mon 11:58
‘) kavita@kavita-VirtualBox: ~

~

File Edit View Search Terminal®yHelp

kavita@kavita-virtualBox:~$

kavita@kavita-virtualBox:~$ sudo apt update

[ sThunderbird Mail fordkavitas

Hit:1 http://in.agchive.ubuntu.com/ubuntu bionic InRelease

Get:2 http://in.archive.ubuntu.com/ubuntu bionic-updates InRelease [88.7 kB]
Get:3 http://in.archive.ubuntu.com/ubuntu bionic-backports InRelease [74.6 kB]
Get:4 http://security.ubuntu.com/ubuntu bionic-security InRelease [88.7 kB]
Get:5 http://in.archive.ubuntu.com/ubuntu bionic-updates/main amd64 DEP-11 Meta

Metadata [300 kB]
Get:7 http://in.archive.ubuntu.com/ubuntu bionic-updates/multiverse amd64 DEP-1
1 Metadata [2,464 B]
Get:8 http://in.archive.ubuntu.com/ubuntu bionic-backports/universe amd64 DEP-1
1 Metadata [9,292 B]
Get:9 http://security.ubuntu.com/ubuntu bionic-security/main amd64 DEP-11 Metad
ata [55.0 kB]
Get:10 http://security.ubuntu.com/ubuntu bionic-security/universe amd64 DEP-11
Metadata [59.4 kB]
Get:11 http://security.ubuntu.com/ubuntu bionic-security/multiverse amd64 DEP-1
1 Metadata [2,464 B]
Fetched 978 kB in 12s (78.5 kB/s)
Reading package lists... Done

Building dependency tree

e Reading state information... Done
669 packages can be upgraded. Run 'apt list --upgradable' to see them.

::: kavita@kavita-virtualBox:~$

LN

|III’
Q
o
data [297 kB]
Get:6 http://in.archive.ubuntu.com/ubuntu bionic-updates/universe amd64 DEP-11
o
"
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Networking with Linux Step4: Enable ssh service in Ubuntu, you need to install openssh-server

Activities [] Terminal ~ Mon 14:16
) kavita@kavita-VirtualBox: ~

>
)

File Edit View Search Terminal Help

0 upgraded, 3 newly installed, 0 to remove and 525 not upgraded.

Need to get 1,803 kB of archives.

After this operation, 2,613 kB of additional disk space will be used.

Do you want to continue? [Y/n] y

Get:1 http://in.archive.ubuntu.com/ubuntu bionic-updates/universe amd64 python-
pip-whl all 9.0.1-2.3~ubuntu1.18.04.5 [1,653 kB]

Get:2 http://in.archive.ubuntu.com/ubuntu bionic-updates/universe amd64 python3
-pip all 9.06.1-2.3~ubuntul.18.04.5 [114 kB]

Get:3 http://in.archive.ubuntu.com/ubuntu bionic/universe amd64 python3-wheel a
11 0.30.0-0.2 [36.5 kB]

Fetched 1,803 kB in 1s (1,497 kB/s)

Selecting previously unselected package python-pip-whl.

(Reading database ... 163831 files and directories currently installed.)
Preparing to unpack .../python-pip-whl_9.0.1-2.3~ubuntu1.18.04.5 all.deb ...
Unpacking python-pip-whl (9.0.1-2.3~ubuntul.18.04.5) ...

Selecting previously unselected package python3-pip.

Preparing to unpack .../python3-pip_9.0.1-2.3~ubuntu1.18.04.5 all.deb ...
Unpacking python3-pip (9.0.1-2.3~ubuntu1.18.04.5) ...

Selecting previously unselected package python3-wheel.

Preparing to unpack .../python3-wheel 0.30.0-0.2_all.deb ...

Unpacking python3-wheel (0.30.0-0.2) ...

Setting up python-pip-whl (9.0.1-2.3~ubuntul.18.0445) ..%

Setting up python3-wheel (0.30.0-0.2) ...

Setting up python3-pip (9.0.1-2.3~ubuntul.18.04.5),..%

Processing triggers for man-db (2.8.3-2) ...

kavita@kavita-virtualBox:~$ sudo apt install openssh-server Iy

StepS: Install NS3

Activities [F] Terminal ~ Mon 11:59 L0 B~
‘) kavita@kavita-VirtualBox: ~ ) O

~

File Edit View Seafch“Tesminal™Help

Metadata [59.4 kB]

Get:11 http:¢Jsecurity.ubuntu.com/ubuntu bionic-security/multiverse amd64 DEP-1

1 Metadata [2,464 B]

Fetched 978,kB in 12s (78.5 kB/s)

Readingypackage lists... Done

Building dependency tree

Réading state information... Done

669 packages can be upgraded. Run 'apt list --upgradable' to see them.

kavita@kavita-virtualBox:~$ sudo apt install ns3

Reading package lists... Done

Building dependency tree

Reading state information... Done

The following additional packages will be installed:
ibverbs-providers libfabricl 1libgs123 libgslcblas® libhwloc-plugins
libhwloc5 libibverbs1 libnl-route-3-200 1libns3-3v5 libopenmpi2
libpsm-infinipath1l librdmacm1l ocl-icd-1libopencll openmpi-bin openmpi-common

Suggested packages:
gsl-ref-psdoc | gsl-doc-pdf | gsl-doc-info | gsl-ref-html
libhwloc-contrib-plugins opencl-icd gfortran

The following NEW packages will be installed:
ibverbs-providers libfabric1l 1libgs123 libgslcblas® libhwloc-plugins
libhwloc5 libibverbs1 libnl-route-3-200 1ibns3-3v5 libopenmpi2
libpsm-infinipath1l librdmacmi ns3 ocl-icd-libopencll openmpi-bin
openmpi-common

0 upgraded, 16 newly installed, © to remove and 669 not upgraded.

Need to get 12.1 MB of archives.

After this operation, 48.2 MB of additional disk space will be used.

Do you want to continue? [Y/n]
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Terminal Help
Unpacking openmpi-bin (2.1.1-8)
Setting up libnl-route-3-200:amd64 (3.2.29-0ubuntu3)
Setting up libhwloc5:amd64 (1.11.9-1)
Setting up libpsm-infinipath1l (3.3+20.604758e7-5)
update-alternatives: using /usr/lib/libpsm1/libpsm_infinipath.so.1.16 to provid
e /usr/lib/x86_64-1inux-gnu/libpsm_infinipath.so.1 (libpsm_infinipath.so.1) in
auto mode
Setting up openmpi-common (2.1.1-8) ...
Processing triggers for libc-bin (2.27-3ubuntul) ...
Processing triggers for man-db (2.8.3-2) ...
Setting ocl-icd-1libopencli:amd64 (2.2.11-1ubuntul)
Setting libgslcblas@:amd64 (2.4+dfsg-6) ...
Setting libibverbsi:amd64 (17.1-1ubuntu@.2)
Setting libgsl123:amd64 (2.4+dfsg-6) ...
Setting librdmacmi:amd64 (17.1-1ubuntu@.2) ...
Setting libhwloc-plugins (1.11.9-1) ...
Setting ibverbs-providers:amd64 (17.1-1ubuntu0.2)
Setting libfabric1 (1.5.3-1)
Setting libopenmpi2:amd64 (2.1.1-8) ...
Setting openmpi-bin (2.1.1-8) ...
update-alternatives: using /usr/bin/mpirun.openmpi to provide /usr/bin/mpirun (
mpirun) in auto mode
Setting up libns3-3v5 (3.27+dfsg-1) ...
Setting up ns3 (3.27+dfsg-1)
Processing triggers for libc-bin (2.27-3ubuntul) ...
kavita@kavita-virtualBox:~$

Step6: Download NS3 from https:/www.nsnam.org and extract the
folder.

$ cd ns-allinone-3.30.1/
ns-allinone-3.30.1$ sudo ./build.py

Activities [=] Terminal ¥ Mon 12:08

-

‘) kavita@kavita-VirtualBox: ~

File Edit View Search Terminal Help

1.22-2ubuntul [25.9 kB]

Get:94 http://in.archive.ubuntu.comfubuntu bionic/main amd64 fakeroot amd64 1.2
2-2ubuntul [62.3 kB]

Get:95 http://in.archive.ubuntu.com/ubuntu bionic/universe amd64 fonts-mathjax
all 2.7.3+dfsg-1 [2,208.kB]

Get:96 http://in.archiveiubuntu.com/ubuntu bionic/universe amd64 freepats all 2
0060219-1 [29.0 MB]

Get:97 http://in@rchiveasubuntu.com/ubuntu bionic/universe amd64 gconf2-common

md64 3.2.6-4ubuntul [84.8 kB]
Get:99 http://in.archive.ubuntu.com/ubuntu bionic/universe amd64 gconf-service-
backend amd64 3.2.6-4ubuntul [58.1 kB]
Get:100 http://in.archive.ubuntu.com/ubuntu bionic/universe amd64 gconf-service
amd64 3.2.6-4ubuntul [2,036 B]
Get:101 http://in.archive.ubuntu.com/ubuntu bionic/universe amd64 giri1.2-allypr
ofilemanager-0.1 amd64 0.1.11-0ubuntu4 [4,076 B]
Get:102 http://in.archive.ubuntu.com/ubuntu bionic/universe amd64 gir1.2-gsf-1
amd64 1.14.41-2 [13.5 kB]
Get:103 http://in.archive.ubuntu.com/ubuntu bionic/universe amd64 libchamplain-
0.12-0 amd64 0.12.16-2 [100 kB]
Get:104 http://in.archive.ubuntu.com/ubuntu bionic/universe amd64 libchamplain-
gtk-0.12-0 amd64 0.12.16-2 [6,316 B]
El Get:105 http://in.archive.ubuntu.com/ubuntu bionic/universe amd64 libwv-1.2-4 a
e nd64 1.2.9-4.2build1l [116 kB]
Get:106 http://in.archive.ubuntu.com/ubuntu bionic/universe amd64 libabiword-3.
® amd64 3.0.2-6 [1,995 kB]
44% [106 libabiword-3.0 1,204 kB/1,995 kB 60%] 824 kB/s 4min 14s

r—
(=]
all 3.2.6-4ubuntul [700 kB]
Get:98 http://in.archive.ubuntu.com/ubuntu bionic/universe amd64 libgconf-2-4 a
PN
"
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Activities ] Terminal ~ Mon 12:47

)

<

= Automatic suspend
File Edit View Computer will suspend very soon because of inactivity.
Setting up dh-autorecont (17) ...
Setting up libicu-le-hb-dev:amd64 (1.0.3+git161113-4)
Setting up ruby-test-unit (3.2.5-1) ...
Setting up rake (12.3.1-1ubuntue.1) ...
Setting up libicu-dev (60.2-3ubuntu3.2)
Setting up gconf-service (3.2.6-4ubuntul)
Setting up libharfbuzz-dev:amd64 (1.7.2-1ubuntul)
Setting up gconf-service-backend (3.2.6-4ubuntul) ...
Setting up debhelper (11.1.6ubuntu2) ...
Setting up libruby2.5:amd64 (2.5.1-1ubuntul.11)
Setting up libqt4-declarative:amd64 (4:4.8.7+dfsg-7ubuntul)
Setting up nemo-keyboard (0.99.0+git20130524+73edacd-0ubuntu2)
Setting up girl.2-gconf-2.0 (3.2.6-4ubuntul)
Setting up dh-strip-nondeterminism (0.040-1.1~build1)
Setting up libpango1l.0-dev (1.40.14-1ubuntu6.1)
Setting up ruby2.5 (2.5.1-1ubuntul.11) ...
Setting up libgtk-3-dev:amd64 (3.22.30-1ubuntu4)
Setting up libgoocanvas-2.0-dev:amd64 (2.0.4-1)
Setting up ruby (1:2.5.1) ...
Setting up ruby-json (2.1.0+dfsg-2) ...
Setting up gist (4.6.1-1) ...
Processing triggers for ureadahead (0.100.0-20)
Processing triggers for initramfs-tools (0.130ubuntu3.1)
update-initramfs: Generating /boot/initrd.img-4.15.0-29-generic
Processing triggers for libc-bin (2.27-3ubuntul)
Processing triggers for systemd (237-3ubuntul®.3)a...
Processing triggers for dbus (1.12.2-1ubuntul.2)
kavita@kavita-vVirtualBox:~$

Step 7: Compiling messages and Compiling Process for this its take apex
30min

Activities [ Terminal Mon 23:19

)

F Do@ &

kavita@kavita-VirtualBox: ~/ns-allinone-3.33

File Edit View Search Terminal_ Help

1inux-gnu/qt5/mkspecs/linux-g++ -o animatormode.o animatormode.cpp
g++ -c -pipe -02 -Wall “Wy-D REENTRANT -fPIC -DNS3_LOG_ENABLE -DQT_NO_DEBUG -DQ
T_PRINTSUPPORT_LIB -DQT.WIDGETS_LIB -DQT_GUI_LIB -DQT_CORE_LIB -I. -Iqtproperty
browser/src -isystem /usp/include/x86_64-1linux-gnu/qt5 -isystem /usr/include/x8
6_64-1linux-gnu/qt5/QtPrintSupport -isystem /usr/include/x86_64-1inux-gnu/qt5/Qt
Widgets -isystem, /usr/include/x86_64-1inux-gnu/qt5/QtGui -isystem /usr/include/
x86_64-1i{nux-gnu/qt5/QtCore -I. -isystem /usr/include/libdrm -I/usr/lib/x86_64-
1inux,gnu/qt5/mkspecs/linux-g++ -0 mode.o mode.cpp
g++ fc -pipe -02 -Wall -W -D_REENTRANT -fPIC -DNS3_LOG_ENABLE -DQT_NO_DEBUG -DQ
TPRINTSUPPORT_LIB -DQT_WIDGETS_LIB -DQT_GUI_LIB -DQT_CORE_LIB -I. -Iqtproperty
browserjsrc -isystem /usr/include/x86_64-1linux-gnu/qt5 -isystem /usr/include/x8
6_64-1inux-gnu/qt5/QtPrintSupport -isystem /usr/include/x86_64-1inux-gnu/qt5/Qt
Widgets -isystem /usr/include/x86_64-1inux-gnu/qt5/QtGui -isystem /usr/include/
x86_64-1inux-gnu/qt5/QtCore -I. -isystem /usr/include/libdrm -I/usr/1ib/x86_64-
1inux-gnu/qt5/mkspecs/linux-g++ -o animxmlparser.o animxmlparser.cpp
animxmlparser.cpp: In constructor ‘netanim::Animxmlparser::Animxmlparser(QStrin
g)’:
animxmlparser.cpp:53:3: warning: this ‘if’ clause does not guard... [-Wmisleadi
on]

(m_traceFileName == "")

animxmlparser.cpp:56:5: note: ...this statement, but the latter is misleadingly
indented as if it were guarded by the ‘if’
try

Amm

animxmlparser.cpp: In member function ‘void netanim::Animxmlparser::doParse()’:
animxmlparser.cpp:225:37: warning:
Fallt



Activities ] Terminal ~ Mon 23:22 S0 3~

-

s Simulation and
- File Edit View Search Terminal Help Sniffing Software
[1124/2047] Compiling
[1125/2047] Compiling
[1126/2047] Compiling
[1127/2047] Compiling
[1128/2047] Compiling
[1129/2047] Compiling
[1130/2047] Compiling
[1131/2047] Compiling
[1132/2047] Compiling
[1133/2047] Compiling

Introduction to Network
) kavita@kavita-VirtualBox: ~/ns-allinone-3.33

[1134/2047] Compiling
[1135/2047] Linking buil
[1136/2047] Compiling
[1137/2047] Compiling
[1138/2047] Compiling
[1139/2047] Compiling
[1140/2047] Compiling
[1141/2047] Compiling
[1142/2047] Linking bu
[1143/2047] Compiling
[1144/2047] Compiling
[1145/2047] Compiling
[1146/2047] Compiling
[1147/2047] Compiling
[1148/2047] Compiling
51149/2047] Compiling

o8 Wi Joll |

Step 8: Configure the NS3

ns-allinone-3.30.1% cd ns-3.30.1/

ns-allinone-3.30.1/ns-3.30.1$  ./waf  --build-profile=debug --enable-
examples --enable-tests configure

ns-allinone-3.30.1/ns-3.30.1% ./waf
ns-allinone-3.30.1/ns-3.30.1$ ./test.py -c core

Activities [E] Terminal v Mon 23:51

~

‘) kavita@kavita-VirtualBox: ~/ns-allinone-3.33/ns-3.33

File Edit View Search Terminal Help:
kavita@kavita-VirtualBox:~/ns-alltnone-
kavita@kavita-virtualBox allinOne-
kavita@kavita-virtualBox:=J altnone-
kavita@kavita-vVirtualBox ns=allinone- cd ns-3.33/
kavita@kavita-virtualBox:= -allinone- ns-

or,
E [1919/2047] Linking builkd ing yt . on-36m-x86_64-1

Jusr/bin/1d: cannot open output file /home/kavita/ns-allinone-3.33/ns-3.33/buil
d/bindings/python/ns/antenna.cpython-36m-x86_64-1linux-gnu.so: Permission denied
collect2: error: 1ld returned 1 exit status

Traceback (most recent call last):
File "/home/kavita/ns-allinone-3.33/ns-3.33/.waf3-2.0.21-c6c9a875365426e59284
62b9b74d40b5/waflib/Scripting.py”, line 119, in waf_entry_point
run_commands()
File "/home/kavita/ns-allinone-3.33/ns-3.33/.waf3-2.0.21-c6c9a875365426e59284
62b9b74d40b5/waflib/Scripting.py”, line 182, in run_commands
ctx=run_command(cmd_name)
File "/home/kavita/ns-allinone-3.33/ns-3.33/.waf3-2.0.21-c6c9a875365426e59284
62b9b74d40b5/waflib/Scripting.py”, line 173, in run_command
ctx.execute()
File "/home/kavita/ns-allinone-3.33/ns-3.33/.waf3-2.0.21-c6c9a875365426e59284
62b9b74d40b5/waflib/Scripting.py”, line 375, in execute
return execute_method(self)
File "/home/kavita/ns-allinone-3.33/ns-3.33/.waf3-2.0.21-c6c9a875365426e59284
62b9b74d40b5/waflib/Build.py"”, line 93, in execute
- e e e D g

Step9: ns-allinone-3.30.1/ns-3.30.1$ ./WAF

If we get Hello simulator then we installed NS3 successfully.
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1.2.4 NetAnim

NetAnim is the network Animator that comes with NS3.During
compilation of process of NS3 NetAnim may not be compiled .so we need
to compile NetAnim.

It is an offline network animator tool that now comes with NS3 that ns-
allinone3. All versions. By using NetAnim we can animate NS3 simulator,
using the xml file trace the output in the simulation.

NetAnim is the software which execute xml file to generate graphical
output on NS3 simulator.

1.2.5 Installation of NetAnim
You can directly install NetAnim

Otherwise, you have to execute some commands but for this we need NS3
installed or compiled.

Step1: sudo apt-get install NetAnim

Step2: NetAnim file.xml

NetAnim
%
Animator  Stats  Packets

< [ >~ ot e o 5 - - r
@ -

aufben

A B

2 B

Z]

Parsing complete:Click Play

Step3: Select Xml File

) Recent 4« Girandyns3  workspace  ns-allinone-3.31  ns-3.31
(3} Home
@ bindings Tue
() Desktop @ build wed
® Documents @ contrib Tue
@ doc Tue
0 Downloads @ examples Tue
@ _pycache__ Tue
7 Music @ scratch wed
[& Pictures & sec Tue
@ testpy-output wed
H Videos @ utils Tue
@ waftools Tue
Einetanim-3.108 AUTHORS 11.0k8  Text  27Jun
CHANGES.html 1744k8  Text  27Jun
+ OtherLocations .| cONTRIBUTING.md 183k8  Text  27Jun
LICENSE 18.0k8  Text  27Jun
Makefile 256bytes Text  27Jun
* README.md 4.1k8 Text 27 Jun
RELEASE_NOTES 168.0kB  Text 27 Jun
* testpy 826k8  Text  27Jun
testpy.supp 131bytes Text  27Jun
@ tstxml 1.3kB  Markup 23:40
“! utils.py 42kB  Text 27.Jun
VERSION Sbytes  Text 273un
. wat 103.6kB  Text 27.Jun
AllFiles ~



Step4: Run the simulation by clicking Introduction to Network
Simulation and

e Sniffing Software

Animator = Stats  Packets

R $liom's [E s <] B MAC T

?

.
0.0,0.0 49.5,0.0 95.0,0.0

0.0,20.0 49.5,20.0 99.0,20.0

R 0.0,40.0 49.5,40.0 '9(9.0‘40.0

Parsing complete:Click Play

1.2 6 Wireshark:

It is the network protocol for analayzing freely available
packages.Wireshark is network packet analyzer.It is used to check
incoming and outgoing packets in the network and save it offline
analysis.It works on Windows,linux,macOS,FreeBSD etc.

It is open source packet analyzer.
1.2.7 Features of Wreshark:

1)  Live capture or offline analyze the packets.

2) It runs on multiplatform like Windows,Linux,MacOS,FreeBSD etc.
3) It’sused in industry and education.

4) Many different Read/Write capture file format.

5)  Colouring the packets for fast analysis.

6) Insection of hundreads of different protocols.

7)  Analyze VOIP protocol.

8) Result can be saved in XML,CSV,Postscript and Plain Text
document.

9)  Three way handshake
10) It Performance troubleshooting dropped packets and problems.

1.2.8. Installation of Wireshark:

Step 1: Update the system by using sudo apt update



Networking with Linux Activities =] Terminal ~ Tue 01:38
- kavita@kavita-VirtualBox: ~

File Edit View Search Terminal Help

. To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

kavita@kavita-virtualBox:~$ sudo apt update
E [sudo] password for kavita:
Hit:1 http://in.archive.ubuntu.com/ubuntu bionic InRelease
Hit:2 http://in.archive.ubuntu.com/ubuntu bionic-updates InRelease
Hit:3 http://in.archive.ubuntu.com/ubuntu bionic-backports InRelease
Hit:4 http://security.ubuntu.com/ubuntu bionic-security InRelease
Reading package lists... Done
Building dependency tree
% Reading state information... Done
664 packages can be upgraded. Run 'apt list --upgradable' to see them.
_ kavita@kavita-virtualBox:~$
PN
-

Step2: Install wireshark using sudo apt install wireshark

Activities [=] Terminal ~ Tue 01:40
- kavita@kavita-VirtualBox: ~

File Edit View Search Terminal ‘Help

Reading package lists... Done

Building dependency tree

Reading state information... Done

664 packages can be upgraded. Run 'apt list --upgradable' to see them.
kavita@kavita-VirtuakBox:=S$sSudo apt install wireshark

Reading package lists... Done

Building dependéncy tree

libc-arés2 libdouble-conversionl liblua5.2-0 libmaxminddbe
libnl-route-3-200 libggsttools-pl libqtS5core5a libqt5dbus5 libqt5guis
libgtSmultimedias libqtSmultimedia5-plugins libgqt5Smultimediawidgetss
libgtSnetwork5 libqtSopengl5 libqt5printsupport5 libqt5svg5 libqt5widgetss
Libsmi21dbl libsnappyilv5 libspandsp2 libssh-gcrypt-4 libwireshark-data
libwireshark11l libwiretap8 libwscodecs2 libwsutil9 libxcb-xinerama®
qt5-gtk-platformtheme qttranslations5-110n wireshark-common wireshark-qt

Suggested packages:
mmdb-bin qt5-image-formats-plugins qtwayland5 snmp-mibs-downloader
wireshark-doc

The following NEW packages will be installed:
libc-ares2 libdouble-conversionl liblua5.2-0 libmaxminddbe

ﬂ libnl-route-3-200 libqgsttools-p1l libgqt5core5a libqt5dbus5 libqt5guis

ED Reading statedinformation... Done
The following additiomal packages will be installed:
e

libgt5Smultimedia5 libqtSmultimedia5-plugins libgqtSmultimediawidgetss
libqtSnetwork5 libqt5opengl5 libqtSprintsupport5 libqt5svg5 libqt5widgetss
libsmi2ldbl libsnappyilv5 libspandsp2 libssh-gcrypt-4 libwireshark-data
libwiresharki11l libwiretap8 libwscodecs2 libwsutil9 libxcb-xinerama®
qt5-gtk-platformtheme qttranslations5-110n wireshark wireshark-common
wireshark-qt

upgraded, 32 newly installed, © to remove and 664 not upgraded.

Step3: Add user in wireshark by using usermod -aG wireshark $(whoami)

Reboot the system-sudo reboot

10



ctivities [E] Terminal ~ Tue 01:44

kavita@kavita-VirtualBox: ~

v

File Edit View Search Terminal Help

Processing triggers for shared-mime-info (1.9-2) .

Setting up liblua5.2-0:amd64 (5.2.4-1.1build1)

Processing triggers for gnome-menus (3.13.3-11ubuntul)
Processing triggers for hicolor-icon-theme (©.17-2) ...
Setting up libc-ares2:amd64 (1.14.0-1ubuntue.1) ...

Setting up libmaxminddb®:amd64 (1.3.1-1) ...

Setting up libgt5cores md64 (5.9.5+dfsg-0ubuntu2.6) ...
Setting 1ibqtsdbus5:amd64 (5.9.5+dfsg-0Oubuntu2.6) ...
Setting libgtSnetwork5:amd64 (5.9.5+dfsg-0Oubuntu2.6)
Setting libwiretap8:amd64 (2.6.10-1~ubuntu18.04.0) ...
Setting 1libgqts5guis:amd64 (5.9.5+dfsg-Oubuntu2.6) ...
Setting qt5-gtk-platformtheme:amd64 (5.9.5+dfsg-0ubuntu2.6) .
Setting libgtswidgets5:amd64 (5.9.5+dfsg-0Oubuntu2.6)
Setting libwiresharkl1:amd64 (2.6.10-1~ubuntu18.04.0) .
Setting libgtsprintsupports5:amd64 (5.9.5+dfsg-0Oubuntu2.6
Setting libgqtSopengl5:amd64 (5.9.5+dfsg-0Oubuntu2.6) ...
Setting libgtsmultimedias:amd64 (5.9.5-0ubuntul)

Setting 1libgt5svg5:amd64 (5.9.5-Qubuntu1.1)

Setting libgtsmultimediawidgets5:amd64 (5.9.5-0Oubuntul)
Setting 1libqgsttools-pl:amd64 (5.9.5-0Oubuntul) ...
Setting wireshark-common (2.6.10-1~ubuntul8.04.0) ...
Setting 1libgtSmultimediaS5-plugins:amd64 (5.9.5-0Oubuntul)
Setting wireshark-qt (2.6.10-1~ubuntu18.04.0) ...
Setting wireshark (2.6.10-1~ubuntul1l8.04.0) ...
Processing triggers for libc-bin (2.27-3ubuntul) ...
kavita@kavita-virtualBox S sudo usermod -aG wireshark $(whoami)
kavita@kavita-vVirtualBox:~$ sudo reboot

=

=
=)
-
-

£

Activities £ Wireshark Tue 01:46
The Wireshark Network Analyzer
) File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
‘ | () =] X & q =3 EES

. (W]Apply a display Filter =3 ~-| Expression... +
E Welcome to Wireshark

Capture

...using this filter: [[1 [Enter a capture Filter .. ~ | |/Allinterfaces shown ~

any
Loopback: lo

nflog .
nfqueue
usbmon1
® Cisco remote capture: ciscodump 4
® Random packet generator: randpkt -
® SSH remote capture: sshdump h
- 1IND | ickanar ramnka Frantura: iidndomn -
Learn

User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 2.6.10 (Git v2.6.10 packaged as 2.6.10-1~ubuntu18.04.0).

# Ready to load or capture No Packets Profile: Default

Activities £ Wireshark ~ Tue 01:46
The Wireshark Network Analyzer
') File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
(M= x| €] Q = : 4
splay Filter ... <Ctrl-/> =3 -] Expression... +

Welcome to Wireshark

Capture
...using this Filter: [l [Enter a capture Filter ... -] | Allinterfaces shown ~
. ___ewpos3 [
any
Loopback: lo N
nflog R
nfqueue
usbmon1 E—
@ Cisco remote capture: ciscodump -
® Random packet generator: randpkt R
@ SSH remote capture: sshdump -
- 1IND | ickanar ramnka Frankbura: ndndoamn -

Learn

User's Guide - wiki - Qu i and A iling Lists
You are running Wireshark 2.6.10 (Git v2.6.10 packaged as 2.6.10-1~ubuntu18.04.0).

“

)

# Ready to load or capture No Packets Profile: Default

Introduction to Network
Simulation and
Sniffing Software
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Networking with Linux Step5: To run Wireshark using GUI go to application and then
Wireshark

® M & @

Settings Sharing Shotwell Software & ... Software Up...

EvaEe

Startup Disk... Sudoku TeamViewer Text Editor

. . =

Transmission Ubuntu Soft.. Utilities Videos

—

Wireshark

Activities /£ Wireshark v Tue 01:56

Capturing from enp0s3

Help

i

QQQE

#
. -] Expression... +
Time Source Destination Protocol Lengtt Info
q »
=3
) )
.
© 7 enp0s3: <live capture in progress> No Packets Profile: Default

Step7: Select any interface

12



fle ot View Go Capture Analyze Statistics Telephony Wireless Tools Nelp

IQ@-*'\ - LI}
)

Welcome to Wireshark
Capture

using this fiter *) | AN interfaces shown *

Step 8: Captured Packet List

fle 0t View Go Coplure Analyze Statistcs Telephony Wreless Tool Help

BiomNRUQesETiSEQaQT

n wire (076 bits), 122 bytes captured (076 bits)
+ Ethern C: a0:84:20:00:97:25 (00:84:21:06:97:25), Dst: 59:2:90:¢2:90:1c (50:2f:
v In ol Version 6, Src: 2600:1046:000:1::2, Dst; 2400:4053:208¢:de2:87cH: 331
» Transmission Contro) Protocol, Src Port: 443, Dst Port: 53198, Seq: 4, Ack: 1, Len: 48
+ Transport Layer Security

W), 1d 0

b:c2:09:1¢)
01 107c

1.3 Summary:

In this chapter, we learned the NS3 Simulator. There were versions of
NS2 and NS3 having differentiated between them regarding the languages
used. NS3 is an open-source simulator which is used check performance
of the network. We must follow some steps while installing NS3
Ubuntul8.0. 4version .NetAnim is the network Animator that comes with
NS3. It is an offline network animator tool that now comes with NS3 that
ns-allinone3. NetAnim is the software which execute xml file to generate
graphical output on NS3 simulator. We must follow some steps while
installing NetAnim in Ubuntul8.0. 4version. Wireshark is open-source
packet. It is the network protocol for analyzing freely available packages.
Wireshark is a network packet analyzer. While installing Wireshark we
have to install Wireshark. You can run by using command Interface (CI)
or graphical interface (GUI).

Introduction to Network
Simulation and
Sniffing Software
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1.4 Reference for further reading

1)  manual.pdf (nsnam.org)

2) https://linuxhint.com/install configure wireshark ubuntu/

3) Download | ns-3 (nsnam.org)

4)  Wireshark - Download

5)  https://www.nsnam.com/2014/08/installing-netanim-software-for-
ns3-in.html

6)  https://linuxhint.com/install wireshark ubuntu/

7) Java Network Programming, Third Edition, by Elliotte Rusty
Harold.Oreily Pub

Self-Learning Topics:

Linux Operating System Commands for installation

Question:

1)  What is the use of NS3?

2)  Installation of NS-3 in Linux

3)  What is the use NetAnim?

4)  Installation of NetAnim in Linux.

5)  What is mean by Wireshark. Explain the features Wireshark.

Installation of Wireshark in Linux.

e o ok ke o e ke


https://www.nsnam.org/docs/release/3.9/manual.pdf
https://linuxhint.com/install_configure_wireshark_ubuntu/
https://www.nsnam.org/releases/ns-3-30/download/
https://www.wireshark.org/download.html
https://linuxhint.com/install_wireshark_ubuntu/

2

CLIENT SERVER NETWORK TOPOLOGY
USING NS-3

Unit Structure

2.0 Objectives
2.1 Introduction
2.2 An Overview
2.2.1 What is a system?
2.2.2 Features of the application
2.2.3 TCP Socket attributes
2.2.4 IP layer attributes
2.2.5 Attributes of the NetDevice and the Channel
2.3 Program to Create simple topology
2.3.1 Program to simulate traffic between two nodes
2.4  Programs to different types of topologies
2.4.1 Program to simulate star topology
2.4.2 Program to simulate bus topology
2.5 Program for complex topology
2.5.1 Program to simulate hybrid topology
2.6 Program for client server networks
2.6.1 Program to simulate UDP server client
2.6.2 Program to simulate FTP using TCP protocol
2.7 Determination of System requirements
2.8 Summary
2.9 List of References
2.10 Unit End Exercises

2.0 Objective

After going through this unit, you will be able to:

. Design and Construct various (simple, different and complex)
network topologies using Network Simulation tool (NS 3)

. Simulate socket programming in JAVA for client-server networks
with different protocols such as TCP,UDP,FTP.

2.1 Introduction

A network simulator is a tool that allows you to simulate a real-world
network on a single computer using C++ or Python scripts.
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Normally, if we want to see how our network functions with various
parameters, we would conduct tests.

We lack the necessary number of computers and routers to create various
topologies. Even if we had these resources, constructing a network for
experiment purposes is prohibitively expensive.

To get around these limitations, we employed NS3, a discrete event
network emulator for the Internet.

NS3 allows us to establish various virtual nodes (i.e., computers in real
life) and install devices, internet stacks, applications, and other items to
our nodes using various Helper classes.

We can use NS3 to construct Point-to-Point, Wireless, CSMA, and other
types of connections between nodes.

A point-to-point link is the same as a local area network (LAN)
connection between two computers. Wireless connections between PCs
and routers are the same as WiFi connections. The topology of a CSMA
connection is the same as that of a computer bus. After establishing
connections, we attempt to install a network interface card (NIC) on each
node to enable network communication.

When network cards are activated in devices, we add data rate, packet
size, and other parameters to the channels (i.e., the real-world way used to
transport data).

We are now employing programmes to generate traffic and transfer
packets.

2.2 An Overview of NS-3

. Available for Linux, OS X, and Windows "with Cygwin tools" as a
free and open-source discrete event network emulator.

J Written in C++, with a Python interface for visualisation and
scripting available as an option.

o Helpers built-in to make "scripting" in C++ simple.

Ns3 provides us with unique characteristics that can be applied to real-
world integrations.

The following are some of these characteristics:

J Node tracing: NS3 allows us to follow the paths of the nodes,
which allows us to see how much data is sent and received. To keep
track of these operations, trace files are created.

. NetAnim: It stands for Network Animator. It's an animated
representation of how the network would look in real life, as well as
how data will be transported from one node to the next.

. Pcap file: NS3 assists in the creation of a pcap file that may be used
to obtain all packet information (e.g., Sequence number, Source IP,



destination IP, etc). Wireshark, a software programme, can be used Client Server Network
to view these pcaps. Topology Using NS-3

. Gnuplot: GnuPlot is a programme that plots graphs from data
obtained from the NS3 trace file. In comparison to other graphing

tools, Gnuplot produces better accurate graphs and is also less
difficult.

This is a quick overview of NS3.
2.2.1 What is a system?
The ns-3 simulation has the same conceptual structure as a real network.

Simulation Structure :

Application Application
/ Sockets-like 4
v e

API

[
i

Profocol |

sthek Packet(s)

Channel

Figure 1 : Structure of NS-3 simulation process

° Comprehensive documentation, including a handbook, tutorial, and
numerous examples.

. Supports different network layers:

o Applications: On/Off, Bulk transfer, HTTP, etc.

J Transport: TCP, UDP.

° Network: IPv4, IPv6, routing.

° Physical: Ethernet, PPP, 802.11, LTE, mobility models.

Steps in Simulation:

a)  Define what you want to simulate;

b) Define your simulation topology (nodes, channels, network
interfaces, network stack, and applications);

c)  Use a text editor to create the simulation script;
d)  Run your script with WAF ($./waf —run ScriptName);

e) Examine the output traces.

17
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2.2.2 Features of the application:

Program Helper Name: the sort of app to use (BulkSendHelper,
OnOffHelper, DashClientHelper, DashServerHelper, and so on).

Transport protocol : ns3::TcpSocket / Udp...Helper.

Remote: the receiver app's address.

App. Start: the time at which the app should begin.

App. Stop: the time when the app should be closed.

SendSize: specifies the size of the programme segment to send.
MaxBytes: the total number of bytes that the App will generate.

TCP Socket attributes:

TcpL4Protocol:: SocketType: type of TCP congestion control
(TcpWave, TcpReno, TcpNewReno, TcpWestwood,
TcpTahoe).

TcpSocket::SndBufSize / TcpSocket::RevBufSize sender/receiver
buffer size (bytes).

Initial Cwnd: the number of segments to send in the first window.

Parameters for ACKs: specify the options for ACKs (i.e. delayed
ACK count, SACK, etc.).

MSS: maximum TCP segment size allowed.

Some TCP variants (such as TCPWave) have extra features (i.e. Beta,
TxTimer)

2.2.4 IP layer attributes:

SetBase: network base address to start a range for IP addressing.
NewNetwork: start addressing a new network.
Assign: assign an [P address to a network interface.

Populate Routing Tables: enable a global routing between different
networks.

2.2.5 Attributes of the NetDevice and the Channel:

DataRate: the network device's transmission rate (bandwidth).
Delay: the communication route between two nodes experiences a
physical speed-of-light delay.

DropTailQueue: A FIFO packet queue that drops tail-end packets
when the queue reaches capacity.

ErrorModel: used to signal that the receiver network device should
consider a packet/bit to be errored based on a certain error model.

2.3 Program to create simple topology

The arrangement in which computer systems or network devices are
connected is referred to as a network topology. Both the physical and



conceptual aspects of a network can be defined by topologies. In the same
network, the logical and physical topologies could be the same or distinct.

2.3.1 Write a program to simulate traffic between two nodes

Point-to-point networks have exactly two hosts, such as computers,
switches, routers, and servers, which are connected back to back via a
single cable. Frequently, one host's receiving end is connected to the
other's sending end, and vice versa.

Decide the requirement for simple network - number of nodes. Type of
channel, few protocols(set of rules)

Default Network Topology
192.168.1.0

point-to-point

Program : Made changes in ns-3.31/examples/tutorials/first.cc file
/I Set of libraries

#include "ns3/core-module.h"

#include "ns3/network-module.h"

#include "ns3/internet-module.h"

#include "ns3/point-to-point-module.h"

#include "ns3/applications-module.h"

//Define a namespace (due to chances of same name so after declaring the
function call not //required eveytime)

using namespace ns3;
NS LOG _COMPONENT _DEFINE ("FirstScriptExample");
int
main (int arge, char *argv[])
{
CommandLine cmd (__FILE );
cmd.Parse (argc, argv);

//Take logs (getting information about previous communication of same
network)

Time::SetResolution (Time::NS); //Total time application is going to
consumed

LogComponentEnable ("UdpEchoClientApplication",
LOG_LEVEL INFO);

LogComponentEnable ("UdpEchoServerApplication",
LOG_LEVEL INFO);

/I Take n number of computers

NodeContainer nodes;//Object from NodeContainer class with object
name nodes

Client Server Network
Topology Using NS-3
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nodes.Create (2); //simple point to point communication, requried only 2
nodes

//Choose the way of communication
PointToPointHelper pointToPoint;// class with type of channel
//Setting up device parameters
pointToPoint.SetDeviceAttribute ("DataRate", StringValue ("5SMbps"));
//Setting up channel parameters (There are multiple parameters)
pointToPoint.SetChannelAttribute ("Delay", StringValue ("2ms"));

//Install the way of communication on nodes
NetDeviceContainer devices;
devices = pointToPoint.Install (nodes);

//Asking to follow rules (Install internet rules on nodes)
InternetStackHelper stack;
stack.Install (nodes);

//Assign IP address to communicate
Ipv4AddressHelper address; // can be used IPv6 too

address.SetBase ("192.168.1.0", "255.255.255.0"); //(IP address, subnet
mask)

/I Assign addresses whatever nodes present in network
Ipv4InterfaceContainer interfaces = address.Assign (devices);

// create a x type of server on port X
UdpEchoServerHelper echoServer (15); //object=echoserver with port 9

// Install a node as server
ApplicationContainer serverApps = echoServer.Install (nodes.Get (1));
serverApps.Start (Seconds (1.0)); //start server
serverApps.Stop (Seconds (10.0)); //stop server

// create a x type of client and set its attributes

// client communicate with port number 9
UdpEchoClientHelper echoClient (interfaces.GetAddress (1), 9);
echoClient.SetAttribute ("MaxPackets", UintegerValue (1));
echoClient.SetAttribute ("Interval”, TimeValue (Seconds (1.0)));
echoClient.SetAttribute ("PacketSize", UintegerValue (1024));

// Install another node as client
ApplicationContainer clientApps = echoClient.Install (nodes.Get (0));
clientApps.Start (Seconds (2.0)); //start client
clientApps.Stop (Seconds (10.0)); //stop client



//Run the simulation
Simulator::Run ();
Simulator::Destroy ();
return 0;

}

Command to run a program :

user@user-Lenovo-G50-80:~/Desktop/ns-allinone-3.31/ns-3.31$ ./waf --
run scratch/first

Output :

Activities ) Terminal v Fri11:40 PM @
4 user@user-Lenovo-G50-80: ~/Desktop/ns-allinone-3.31/ns-3.31

. File Edit View Search Terminal Help

user@user-Lenovo-G50-80:~/ /ns Lnone / 31$ . /waf --run scratch/first

At time 2s client sent 1024 bytes to 192.168.1.2 port 9

At time 2.00369s server received 1024 bytes from 192.168.1.1 port 49153
At time 2.00369s server sent 1024 bytes to 192.168.1.1 port 49153

At time 2.00737s client received 1024 bytes from 192.168.1.2 port 9
user@user-Lenovo-G50-80 11 3 / 3

Figure 2 : Output 1 with port 9

Activities [ Terminal ~ Fri11:43PMe
usen@user-Lenovo-G50-80: ~/Desktop/ns-allinone-3.31/ns-3.31
. File Edit View Search Terminal Help
user@user-Lenovo-G50-80: kfop/ns-allinbne-3.31/ns $ ./waf --run scratch/first

:
At time 2s client sent 1024 bytes to 192.168.1.2 port 9
At time 2.00369s server received 1024 bytes from 192.168.1.1 port 49153
At time 2.00369s server sent 1024 bytes to 192.168.1.1 port 49153
#& At time 2.00737s client received 1024 bytes from 192.168.1.2 port 9
user@user-Lenovo-G50-80:~
user@user-Lenovo-G50-80:
user@user-Lenovo-G50-8
bash: ./waf: No such file or
user@user-Lenovo-G50-80:
user@user-Lenovo-G50-80:

[2680/2728] Compiling
[2689/2728] Linking

At time 2s client sent 1024 bytes to 192.168.1.2 port 15

At time 2.00369s server received 1024 bytes from 192.168.1.1 port
At time 2.00369s server sent 1024 bytes to 192.168.1.1 port 49153
At time 2.00737s client received 1024 bytes from 192.168.1.2 port
user@user-Lenovo-G50-80: al

3.

Figure 3-Output2 with port 15

Client Server Network
Topology Using NS-3
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Result : It shows communication has been established between two nodes.
Client sending 1024 bytes to server on port 9, as shown figure 2. We
changed port number to 15 and again shown as figure 3.

2.4 Programs to different types of topologies

2.4.1 Write a program to simulate star topology.

In a star topology, all the devices are connected to a central device. This
device will then control all the data traffic flow within the entire network.
A good example of such a topology is a home wireless network, where all
the desktops, laptops, tablets, printers, and smartphones are connected to a
single wireless router.

Star Network topology :

n2 n3 n4
\|/
\|/
nl--- n0---n5
/\
/ 1\
n8 n7 nb6
Program : It is from star.cc[2]
#include "ns3/core-module.h"
#include "ns3/network-module.h"
#include "ns3/netanim-module.h"
#include "ns3/internet-module.h"
#include "ns3/point-to-point-module.h"
#include "ns3/applications-module.h"
#include "ns3/point-to-point-layout-module.h"

using namespace ns3;

NS _LOG_COMPONENT_DEFINE ("Star");
int

main (int arge, char *argv[])

{

/I Set up some default values for the simulation.
Config::SetDefault ("ns3::0OnOffApplication::PacketSize", UintegerValue
(137));

// try and stick 15kb/s into the data rate

Config::SetDefault ("ns3::OnOffApplication::DataRate", StringValue
("14kb/s"));

// Default number of nodes in the star. Overridable by command line
argument.

uint32 t nSpokes = §;



CommandLine cmd (__FILE ); Client Server Network
cmd.AddValue ("nSpokes", "Number of nodes to place in the star", Topology Using NS-3
nSpokes);

cmd.Parse (argc, argv);

NS _LOG_INFO ("Build star topology.");

PointToPointHelper pointToPoint;

pointToPoint.SetDeviceAttribute ("DataRate", StringValue ("5SMbps"));
pointToPoint.SetChannelAttribute ("Delay", StringValue ("2ms"));
PointToPointStarHelper star (nSpokes, pointToPoint);

NS LOG INFO ("Install internet stack on all nodes.");
InternetStackHelper internet;
star.InstallStack (internet);

NS LOG INFO ("Assign IP Addresses.");

star.Assignlpv4Addresses (Ipv4AddressHelper ("10.1.1.0",
"255.255.255.0"));

NS _LOG_INFO ("Create applications.");
// Create a packet sink on the star "hub" to receive packets.
uint16_t port = 50000;

Address hubLocalAddress (InetSocketAddress (Ipv4Address::GetAny (),

port));

PacketSinkHelper packetSinkHelper ("ns3::TcpSocketFactory",
hubLocalAddress);

ApplicationContainer hubApp = packetSinkHelper.Install (star.GetHub
0);

hubApp.Start (Seconds (1.0));
hubApp.Stop (Seconds (10.0));

// Create OnOff applications to send TCP to the hub, one on each spoke
node.

OnOffHelper onOffHelper ("ns3::TcpSocketFactory”, Address ());
onOffHelper.SetAttribute ("OnTime", StringValue
("ns3::ConstantRandomVariable[ Constant=1]"));

onOffHelper.SetAttribute ("OffTime", StringValue
("ns3::ConstantRandomVariable[ Constant=0]"));

ApplicationContainer spokeApps;
for (uint32_ti=0; i < star.SpokeCount (); ++1)
{
AddressValue remoteAddress (InetSocketAddress
(star.GetHublpv4 Address (1), port));
onOffHelper.SetAttribute ("Remote", remoteAddress);
spokeApps.Add (onOffHelper.Install (star.GetSpokeNode (1)));
23
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spokeApps.Start (Seconds (1.0));
spokeApps.Stop (Seconds (10.0));

NS _LOG_INFO ("Enable static global routing.");

// Turn on global static routing so we can actually be routed across the
star.

Ipv4GlobalRoutingHelper::PopulateRoutingTables ();

NS _LOG INFO ("Enable pcap tracing.");
// Do pcap tracing on all point-to-point devices on all nodes.
pointToPoint.EnablePcapAll ("star");

NS LOG INFO ("Run Simulation.");
Simulator::Run ();
Simulator::Destroy ();

NS _LOG_INFO ("Done.");

return 0;

}

Output by following commands :

i)  ~/Desktop/ns-allinone-3.31/ns-3.31$ ./waf --run scratch/star
Build finished successfully
ii)  ~/Desktop/ns-allinone-3.31/ns-3.31$ Is

iii) ~/Desktop/ns-allinone-3.31/ns-3.31$tcpdump -nn -tt -r tcp-star-
server-8-1.pcap

tcpdump 1s a most powerful and widely used command-line packets
sniffer or package analyzer tool which is used to capture or filter TCP/IP
packets that are received or transferred over a network on a specific
interface.

Activities E1 Terminal v Fri 344 AM®

~ File Edit

user@user-Lenovo-G50-80: ~/Desktop/ns-allinone-3.31/ns-3.31

15 ./waf --run scratch/star

3.31 3.315 1s
-0.pcap star-8-0.pcap tep-star-server-7-1.pcap
< pcap tcp-star-server-0-1.pcap tcp-star-server-8-1.pcap
Animation1-1-0.pcap 2.pcap tcp-star-server-0-2.pcap r-server.tr
Animation1-2-0.pcap d -3. tcp-star-server
Animation1-4-0.pcap exampl -4 tcp-star-server
Animation1.xml LICENSE star-0-5. tcp-star-server
88 Animation2-0-0.pcap Makef -0-6. tcp-star-server t
Bl Animation2-0-1.pcap _ | e s tcp-star-server A utils.py
Animation2-1-0.pcap R - tcp-star-server . VERSION
Animation2-1-1.pcap S -0. tcp-star-server w
Animation2.xml 1t star-3-0.pcap tcp-star-server
Anim.xml second-0-0.pcap star-4-0.pcap tcp-star-server W tool
E AUTHORS second-1-0.pcap star-5-0.pcap tcp-star-server 3 ipt
di second-2-0.pcap star-6-0.pcap tcp-star-server wutils.py
pcap tcp-star-server-6-1.pcap
user-Lenovo-G50-80: o/ A 1/ns-3.31$ tcpdump -nn -tt -r tcp-star-server-6-1.pcap
ng from file tcp-star -6-1. ype PPP (PPP)
1.000000 IP 16.1.6.2.49153 > 10.1.6.1. : Flags [S], seq @, win 65535, options [TS val 1000 ecr 0,wscale 2,sackOK,eol], lengt
h o
1.004185 IP 10.1.6.1.50000 > 10.1.6.2.49153: Flags [S.], seq 0, ack 1, win 65535, options [TS val 1002 ecr 1000,wscale 2,sackOK,
eol], length ©
1.004185 IP 10.1.6.2.49153 > 10.1.6.1.56000: Flags [.
+ 1.400000 IP 10.1.6.2.49153 > 10.1.6.1.50000: Flags [.
r

], ack 1, win 32768, options [TS val 1604 ecr 1002,eol], length 0
1, , ack 1, win 32768, options [TS val 1460 ecr 1002,eol], length

4 Figure 4 : Output of Star topology as packet sniffer



Result : The output shown as in figure 4, in the form of packet transfer Client Server Network
from node 6 to node 1. Topology Using NS-3

2.4.2 Write a program to simulate bus topology

All devices in a Bus topology share a single communication line or cable.
When numerous hosts are sending data at the same time, the bus topology
may cause problems.

As a result, Bus topology either employs CSMA/CD technology or assigns
one host the role of Bus Master.

Bus Network Topology -
194.15.1.0
N0 ----ememeeeee- nl n2 n3 n4

point-to-point | |

LAN(BUS) 194.15.2.0
Program : Made changes in second.cc

#include "ns3/core-module.h"

#include "ns3/network-module.h"

#include "ns3/csma-module.h"

#include "ns3/internet-module.h"

#include "ns3/point-to-point-module.h"
#include "ns3/applications-module.h"
#include "ns3/ipv4-global-routing-helper.h"
using namespace ns3;

NS LOG _COMPONENT_ DEFINE ("SecondScriptExample");

int
main (int arge, char *argv[])
{
bool verbose = true;
uint32_t nCsma = 3;

CommandLine cmd (__FILE );

cmd.AddValue ("nCsma", "Number of \"extra\" CSMA nodes/devices",
nCsma);

cmd.AddValue ("verbose", "Tell echo applications to log if true",
verbose);

cmd.Parse (argc,argv);

if (verbose)
25



Networking with Linux {

LogComponentEnable ("UdpEchoClientApplication",
LOG_LEVEL INFO);

LogComponentEnable ("UdpEchoServerApplication",
LOG_LEVEL _INFO);

}

nCsma=nCsma==0 7?1 : nCsma;

NodeContainer p2pNodes;
p2pNodes.Create (2);

NodeContainer csmaNodes;
csmaNodes.Add (p2pNodes.Get (1));
csmaNodes.Create (nCsma);

PointToPointHelper pointToPoint;
pointToPoint.SetDeviceAttribute ("DataRate", StringValue ("5SMbps"));
pointToPoint.SetChannelAttribute ("Delay”, StringValue ("2ms"));

NetDeviceContainer p2pDevices;
p2pDevices = pointToPoint.Install (p2pNodes);

CsmaHelper csma,;
csma.SetChannel Attribute ("DataRate", StringValue ("100Mbps"));
csma.SetChannel Attribute ("Delay", TimeValue (NanoSeconds (6560)));

NetDeviceContainer csmaDevices;
csmaDevices = csma.Install (csmaNodes);

InternetStackHelper stack;
stack.Install (p2pNodes.Get (0));
stack.Install (csmaNodes);

Ipv4AddressHelper address;

address.SetBase ("194.15.1.0", "255.255.255.0");
Ipv4InterfaceContainer p2plnterfaces;
p2pInterfaces = address.Assign (p2pDevices);

address.SetBase ("194.15.2.0", "255.255.255.0");
Ipv4InterfaceContainer csmalnterfaces;
csmalnterfaces = address.Assign (csmaDevices);

Y UdpEchoServerHelper echoServer (15);



ApplicationContainer serverApps = echoServer.Install (csmaNodes.Get
(nCsma));

serverApps.Start (Seconds (1.0));
serverApps.Stop (Seconds (10.0));

UdpEchoClientHelper echoClient (csmalnterfaces.GetAddress (nCsma),
15);

echoClient.SetAttribute ("MaxPackets", UintegerValue (1));

echoClient.SetAttribute ("Interval", TimeValue (Seconds (1.0)));

echoClient.SetAttribute ("PacketSize", UintegerValue (1024));

ApplicationContainer clientApps = echoClient.Install (p2pNodes.Get
0));

clientApps.Start (Seconds (2.0));

clientApps.Stop (Seconds (10.0));

Ipv4GlobalRoutingHelper::PopulateRoutingTables ();

pointToPoint.EnablePcapAll ("second");
csma.EnablePcap ("second", csmaDevices.Get (1), true);

Simulator::Run ();
Simulator::Destroy ();
return 0;

Activities ] Terminal ~ Eri 11:59PM @
. user@user-Lenovo-G50-80: ~/Desktop/ns-allinone-3.31/ns-3.31

. File Edit View Search Terminal Help

user@user-Lenovo-G50-80 p/ns-allipone-3.3 $ gedit bus.cc
user@user-Lenovo-G50-80 s S - i g /s h$ cd ..
user@user-Lenovo-G50-80 t - -3. 3 --run scratch/bus

[2682/2730] Compiling
[2691/2730] Linking bu

‘s At time 2s client sent 1024 bytes to 194.15.2.4 port 15
__ At time 2.0078s server received 1024 bytes from 194.15.1.1 port 49153
At time 2.0078s server sent 1024 bytes to 194.15.1.1 port 49153

At time 2.01761s client recei 194.15.2.4 port 15
Q user@user-Lenovo-G50-80:~/De allino 3

.

Figure 5 : Output of Bus topology

Result : The output of Bus topology shown in figure 5.

Client Server Network
Topology Using NS-3
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2.5 Program for complex topologies

Hybrid topology refers to a network structure with many topologies in its
design. The advantages and disadvantages of each incorporating topology
are passed down to the hybrid topology. Aspects of Star, Ring, Bus, and
Daisy-chain topologies may be present in the merging topologies.

2.5.1 Write the program to simulate hybrid topology

The majority of WANSs are connected using a Dual-Ring topology, and the
networks that connect to them are typically Star topologies. The Internet is
the most well-known example of a hybrid topology.

Hybrid Network Topology:
Wifi 10.1.3.0

Access Points
% % % %

| | | ] 10.1.1.0
n5 n6 n7 n0 --———---mmmemv nl n2 n3 n4
point-to-point | | | |

LAN 10.1.2.0

Program : (same as third.cc)

#include "ns3/core-module.h"

#include "ns3/point-to-point-module.h"
#include "ns3/network-module.h"
#include "ns3/applications-module.h"
#include "ns3/mobility-module.h"
#include "ns3/csma-module.h"
#include "ns3/internet-module.h"
#include "ns3/yans-wifi-helper.h"
#include "ns3/ssid.h"

using namespace ns3;
NS LOG _COMPONENT_DEFINE ("ThirdScriptExample");
int
main (int arge, char *argv[])
{
bool verbose = true;
uint32 tnCsma = 3;
uint32_t nWifi = 3;
bool tracing = false;

CommandLine cmd (__FILE );

cmd.AddValue ("nCsma", "Number of \"extra\" CSMA nodes/devices",
nCsma);



cmd.AddValue ("nWifi", "Number of wifi STA devices", nWifi);

cmd.AddValue ("verbose", "Tell echo applications to log if true",
verbose);

cmd.AddValue ("tracing", "Enable pcap tracing", tracing);
cmd.Parse (argc,argv);

// The underlying restriction of 18 is due to the grid position
// allocator's configuration; the grid layout will exceed the
// bounding box if more than 18 nodes are provided.
if (nWifi > 18)

{

std::cout << "nWifi should be 18 or less; otherwise grid layout exceeds

the bounding box" << std::end];
return 1;

}

if (verbose)

{
LogComponentEnable ("UdpEchoClientApplication",

LOG_LEVEL INFO);

LogComponentEnable ("UdpEchoServerApplication",
LOG_LEVEL_INFO);

}

NodeContainer p2pNodes;
p2pNodes.Create (2);

PointToPointHelper pointToPoint;
pointToPoint.SetDeviceAttribute ("DataRate", StringValue ("5SMbps"));
pointToPoint.SetChannelAttribute ("Delay", StringValue ("2ms"));

NetDeviceContainer p2pDevices;
p2pDevices = pointToPoint.Install (p2pNodes);

NodeContainer csmaNodes;
csmaNodes.Add (p2pNodes.Get (1));
csmaNodes.Create (nCsma);

CsmaHelper csma,;
csma.SetChannelAttribute ("DataRate", StringValue ("100Mbps"));

csma.SetChannelAttribute ("Delay", TimeValue (NanoSeconds (6560)));

NetDeviceContainer csmaDevices;
csmaDevices = csma.Install (csmaNodes);

Client Server Network
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NodeContainer wifiStaNodes;
wifiStaNodes.Create (nWifi);

NodeContainer wifiApNode = p2pNodes.Get (0);

YansWifiChannelHelper channel = YansWifiChannelHelper::Default ();
YansWifiPhyHelper phy = YansWifiPhyHelper::Default ();
phy.SetChannel (channel.Create ());

WifiHelper wifi;
wifi.SetRemoteStationManager ("ns3::AarfWifiManager");

WifiMacHelper mac;

Ssid ssid = Ssid ("ns-3-ssid");

mac.SetType ("ns3::StaWifiMac",
"Ssid", SsidValue (ssid),
"ActiveProbing", BooleanValue (false));

NetDeviceContainer staDevices;
staDevices = wifi.Install (phy, mac, wifiStaNodes);

mac.SetType ("ns3::ApWifiMac",
"Ssid", SsidValue (ssid));

NetDeviceContainer apDevices;
apDevices = wifi.Install (phy, mac, wifiApNode);

MobilityHelper mobility;

mobility.SetPositionAllocator ("ns3::GridPositionAllocator",
"MinX", DoubleValue (0.0),
"MinY", DoubleValue (0.0),
"DeltaX", DoubleValue (5.0),
"DeltaY", DoubleValue (10.0),
"GridWidth", UintegerValue (3),
"LayoutType", StringValue ("RowFirst"));

mobility.SetMobilityModel ("ns3::RandomWalk2dMobilityModel",
"Bounds", RectangleValue (Rectangle (-50, 50, -50,

50)));
mobility.Install (wifiStaNodes);

mobility.SetMobilityModel ("ns3::ConstantPositionMobilityModel");

30 mobility.Install (wifiApNode);



InternetStackHelper stack;
stack.Install (csmaNodes);
stack.Install (wifiApNode);
stack.Install (wifiStaNodes);

Ipv4AddressHelper address;

address.SetBase ("10.1.1.0", "255.255.255.0");
Ipv4InterfaceContainer p2plInterfaces;
p2plnterfaces = address.Assign (p2pDevices);

address.SetBase ("10.1.2.0", "255.255.255.0");
Ipv4InterfaceContainer csmalnterfaces;
csmalnterfaces = address.Assign (csmaDevices);

address.SetBase ("10.1.3.0", "255.255.255.0");
address.Assign (staDevices);
address.Assign (apDevices);

UdpEchoServerHelper echoServer (9);

ApplicationContainer serverApps = echoServer.Install (csmaNodes.Get
(nCsma));

serverApps.Start (Seconds (1.0));

serverApps.Stop (Seconds (10.0));

UdpEchoClientHelper echoClient (csmalnterfaces.GetAddress (nCsma),

9);
echoClient.SetAttribute ("MaxPackets", UintegerValue (1));
echoClient.SetAttribute ("Interval”, TimeValue (Seconds (1.0)));
echoClient.SetAttribute ("PacketSize", UintegerValue (1024));

ApplicationContainer clientApps =

echoClient.Install (wifiStaNodes.Get (nWifi - 1));
clientApps.Start (Seconds (2.0));
clientApps.Stop (Seconds (10.0));
Ipv4GlobalRoutingHelper::PopulateRoutingTables ();

Simulator::Stop (Seconds (10.0));

if (tracing == true)

{

Client Server Network
Topology Using NS-3
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Networking with Linux pointToPoint.EnablePcapAll ("third");
phy.EnablePcap ("third", apDevices.Get (0));
csma.EnablePcap ("third", csmaDevices.Get (0), true);

}

Simulator::Run ();
Simulator::Destroy ();
return 0;

}
Output :

Activities ) Terminal ~ Sat 1240 AM @

. file Edit View Search Terminal Help

user@user-Lenovo-G50-80:~/Desktop/ns-allinone-3.31/ns-3.31$ ./waf --run scratch/hybrid

user@user-Lenovo-G50-80: ~/Desktop/ns-allinone-3.31/ns-3.31

At time 2s client sent 1024 bytes to 10.1.2.4 port 9
At time 2.01799s server received 1024 bytes from 10.1.3.3 port 49153
At time 2.01799s server sent 1024 bytes to 10.1.3.3 port 49153

, At time 2.03371s client re bytes fr 2.
user@user-Lenovo-G50-80: allinone

‘7\
[,

Figure 6 : Output of Hybrid topology

Result : The output of Hybrid topology shown in figure 6. Hybrid
topologies, often known as hybrid networks, are networks that mix two or
more topologies in such a way that the resulting network does not conform
to any of the traditional topologies (e.g., bus, star, ring, etc.)

2.6 Program for client server networks

Software : Eclipse IDE for Java Developers

You can check the output in console window of Eclipse IDE or can be
compile and run a java program in command prompt.

Steps to compile and run a java program in command prompt:

. Save your program in a file with a .java extension

. open the command prompt and go to the directory where your file is
saved.

. Run the command — javac filename.java

J After the compilation run the command — java filename
J Make sure the Java path is set correctly.
32



2.6.1 Program to simulate UDP server client

Theory :

1)

2)

DatagramPacket :

Data is contained in a unit called a datagram when using UDP. A
datagram is a self-contained, autonomous message delivered across
the network whose delivery, arrival time, and content cannot be
guaranteed. A datagram is represented by DatagramPacket in Java.
One of the following constructors can be used to build a
DatagramPacket object:

PacketDatagram (byte[] buf, int length)

PacketDatagram (byte[] buf, int length, InetAddress address, int
port)

The first function Object() { [native code] } creates a
DatagramPacket that will be received.

The second function Object() { [native code] } builds a
DatagramPacket to be delivered, therefore you must supply the
target host's address and port number.

The length option defines the amount of data in the byte array to be
used, which is normally the array's length (buf.length).

DatagramSocket :

It is the second type of datagram socket. DatagramPackets are sent
and received using DatagramSocket. A UDP connection between
two machines on a network 1s represented by a
DatagramSocket.Both the client and the server in Java use
DatagramSocket.

Like TCP sockets, there are no separate classes for client and server.
So, using one of the constructors below, you create a
DatagramSocket object to establish a UDP connection for sending
and receiving datagrams:

DatagramSocket()

DatagramSocket is a datagram socket (int port)

DatagramSocket is a datagram socket (int port, InetAddress laddr)

To create a client that binds to an arbitrary port number, use the no-
arg function Object() { [native code] }.

The second function Object() { [native code] } creates a server that
connects to a given port number, allowing clients to connect to it.

The third function Object() { [native code] } establishes a
connection between the server and the provided IP address (in case
the computer has multiple IP addresses).

If the socket could not be opened or bind to the supplied port or
address, these constructors can throw SocketException. As a result,
you must either catch or rethrow this checked exception.

Client Server Network
Topology Using NS-3
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Procedure :

1. Create a new project = “UDPserverclient”
ii.  Create Package = “UDP”

iii. Create two files under package as “UDPserverjava” and
“UDPclient.java”

iv.  Write the programs in respective file to send data from server to
client.

v.  For transfer of a file, create Datagram socket in both with same
number. (Socket numbers can be given from 1024 to 65532.

vi.  Also define read from beginning to end of file in both programs.
ii.  Firstrun “UDPserver.java” then run “UDPclient.java”.
iii.  Output will be displayed in console window.

Algorithm:

1.  Create a server socket.

2. Then create a client socket.

3. DatagramInputStream and DataOutputStream is to abstract different
ways to input and output the stream is a file.

4.  Specify port number for socket.

5. Close all streams.

6.  Close server and client socket.

7.  stop

Program for UDP Server :

package UDP;

import java.io.*;

import java.net.*;

public class UDPserver {

public static void main(String[] args) throws IOException {

DatagramSocket server = new DatagramSocket(3500);

byte[] buf = new byte[256];

DatagramPacket packet = new
DatagramPacket(buf,buf.length);

server.receive(packet);

String response = new String(packet.getData());

System.out.println("Response Data : "+response);

server.close();



Program for UDP Client : Client Server Network
Topology Using NS-3

package UDP;

import java.io.*;

import java.net.*;

public class UDPclient {

public static void main(String[] args) throws IOException {

DatagramSocket client = new DatagramSocket();
InetAddress add = InetAddress.getByName("localhost");
String str = "Hello everyone";

byte[] buf = str.getBytes();

DatagramPacket p = new
DatagramPacket(buf,buf.length,add,3500);

client.send(p);

}
3

Simulated output :

Activities < Eclipse v Thu 4:18PM®

eclipse-workspacé - UDPServerClient/src/UDP/UDPserver.java - Eclipse IDE

File Edit Source Refactor Navigate Search Project Run Windew Help

Bl ein@#e -0 -Q-Q-i®s v PRRETY - Hiv oDV~ 2 Q B </
E [# Package Explorer X BE% § =0 [ ubpserverjava X ) UDPclient java =i
» gSexpti 1 package UDP;
- ; 2
e > FTPusingTCP . = import java.io.*;
» =\ JRE System Library [JavaSE-17] 4 import java.net.*;
st Blic class UDP
ublic class UDPserver
v @FTP o £
» [ Fileclient.java . 8¢ public static void main(String[] args) throws IOException {
» [ FileServer.java %
. 10 DatagramSocket server = new DatagramSocket (3500);
3‘ ¥ B packageinfo java n byte[] buf = new byte[256];
» &Shello world 12 DatagramPacket packet = new DatagramPacket(buf,buf.length);
P i3NS3 13 server.receive(packet);
- u String response = new String(packet.getData());
!;A; BNs3student 15 System.out.println("Response Data : "+response);
bl » - TCPClient 16 server.close();
PR ) i Tring i ;
? v ;23 UDPServerClient =
» &\ JRE System Library [JavaSE-17]
vBsrc
~su0r
» [3) package-info.java
ad » 1) UDPclient.java
3 » I UDPserver,java = e
@ Javadoc [ Declaration @ Console X KEIREEMEvYRv=n

UDPserver [Java Application] /home/user/Desktop/eclipse/plugins/org.eclipse.justj.openjdk.hotspot.jre.full.inux.x86_64_17.0.1.v20211116-1657

Writable Smart Insert 18:2:445

Figure 7 : Run file of UDP server.java
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Activities % Eclipse v Thu 4:118PM e

eclipse-workspace - UDPServerClient/src/UDP/UDPclient java - Eclipse IDE

File Edit Source Refactor Navigate Search Project Run Window Help

G B Oy B O R vy @y PAHE 1 D v il v oD v v s Q B <C/crB
'+ Package Explorer X =0 [4) uDPserverjava 1) UDPclient java X =n
package UDP;

import java.io.*;
import java.net.®;

public class UDPclient [
public static void main(String(] args) throws TOException {
DatagramSocket client = new DatagramSocket();
InetAddress add = InetAddress.getByName(*localhost");
ell

String str
byte[] buf

ello everyone*;
r.getBytes();

9
DatagramPacket p = new DatagramPacket(buf,buf.length,add,3500);
lient.send(p);

Rig BpEvBE~O
ser/Desktop/eclipse/plugins/org.eclipse justj.openjdk.hotspot.jre.Full.linux.x8

writable Smart Insert

Figure 8: Run file of UDP client.java and Output shown in console
window

Result : UDP client — server connected and send message successfully as
shown in figure 7 and 8.

2.6.2 Program to simulate FTP using TCP protocol

The File Transfer Protocol (FTP) is a standard network protocol for
transferring computer files between hosts on a TCP-based network, such
as the Internet.

FTP is based on a client-server design, with the client and server using
separate control and data connections. FTP users can connect
anonymously if the server is set to allow it, or they can authenticate
themselves using a clear-text sign-in protocol, usually in the form of a
username and password. FTP is frequently secured using SSL/TLS for
secure transmission that protects the username and password as well as
encrypts the content (FTPS). In other cases, SSH File Transfer Protocol
(SFTP) is utilised instead, however it is technologically different.

Procedure :

1. Create a new project = “FTPusingTCP”
ii.  Create Package = “FTP”

iii. Create two files under package as “FileServer.java” and
“FileClient.java”

iv.  Write the programs in respective file to transfer a file from server to
client.

v.  Give the path which file content need to transfer with new file name
as destination.

Example = “Test.txt” to “cubic.txt”

vi. For transfer of a file, create TCP socket in both with same number.
(Socket numbers can be given from 1024 to 65532.



vii. Also define path, size of the file, read from beginning to end of file
in both programs.

Vii. Firstrun “FileServer.java” then run “FileClient.java”.

Viii. Hereafter you can verify the file is transfered with new name
succesfully by FTP using ~ TCP protocol.

Algorithm:

1. Create a server socket.
Then create a client socket.

FileInputStream and FIleOutputStream is to abstract different ways to
input and output the stream is a file.

Specify the IP address and port number for socket.
Close all streams.

bl

Close server and client socket.

Nk

stop
Program for TCP Server :

package FTP;
import java.io.*;
import java.net.*;
import java.util. Arrays;
public class FileServer {
public static void main(String[] args) throws Exception {

ServerSocket s = new ServerSocket (4002);
Socket sr = s.accept(); //for accepting socket

FileInputStream fr = new
FileInputStream("/home/user/Desktop/Test.txt");  //finds file location

byte b[]= new byte[2500]; //shows file size with any random size
number

fr.read(b,0,b.length); //start reading a file from Oth line to length of
file

OutputStream os = sr.getOutputStream (); //Converting file to stream to
send to client

os.write(b, 0, b.length);
¥

}

Program for Client :

package FTP;

import java.io.*;
import java.net.*;
import java.util. Arrays;
public class FileClient {

Client Server Network
Topology Using NS-3
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public static void main(String[] args) throws Exception {

byte []b=new byte[25004];
Socket sr = new Socket("localhost", 4002);
InputStream is=sr.getInputStream();
FileOutputStream fr=new
fileOutputStream("/media/user/4668C01C49C8F823/cubic.txt");
is.read(b,0,b.length);
fr.write(b,0,b.length);

}

Simulated output :

Activities % Eclipse ~ Thu 1:38PMe

Source Ref
FHCEE - (cRdh S R Ra el L

12 Package Explorer X =% § =0 [ FileClientjava 1) FileServerjava X =n
» gFexpti package FTP;
ot =import java.io.*;
i3 FTPusingTCP import java.net.*;
» i JRE System Library [JavaSE-17 % 4 import java.util.Arrays;
- 5 public class Fileserver
B o public static veid main(String[] args) throws Exception {
» [ FileClient java % serversocket s = new ServerSocket (4802);
T sochat ar - o scage(0: | NURPACcaglgl socks
2 FileInputStream fr = new FileInputStream(*/home/user/Desktop/Test.txt"); finds file
¥ 3} package-info.java '\ byte b[]= new byte[2500]; any dom size number
» @hello world fr.read(b,8,b.length) ; art. re g a fr
OutputStream os etOutputStrean (); onvert e
» SNS3
b 14 os.write(b, 8, b.length);
3 NS3student }
» B TCPClient
» 3 Tring )
& Javadoc [ Declaration © Console x

& &
terminated> FileClient [Java Application] /home/user/Desktop/eclipse/plugins/org.eclipse justj.openjdk.hotspot.jre.full linux.x86_64_17.0.1.v2C

FTP.FileServerjava - FTPusingTCP/src

Figure 9 : Run file of TCP server.java

Activities & Eclipse'™ Thu 1:39PM e

D e HGY O R vUy @y~

- Q B <c/crB
12 Package Explorer X =% E =0 ) Fileclientjava X ] FileServerjava =n
» exptt 1 package FIP;

e 2 port java. i i

@ FTPusingTCP 3 import java.net.*;

» =i JRE System Library [JavasE L 4 import java.util.Arrays;

vimsrc 5 public class Fileclient [

v B FP public static void main(string[] args) throws Exception {
» &) Fileclient java
» 2 FileServerjava byte [Jb= new byte[25084];
socket sr = new Socket(*localhost*, 4062);

» [@ package-info.java InputStream is=<r.getInputStream();

» Shello world FileOutputStrean fr=new FileOutputStreas(*/media/user/4668CO1C49CBF823/cubic. txt");

»@ns3 1s.read(b,0,b.length);
14 fr.write(b,8,b.length) ;
3 NS3student
cPClient }

» g2 Tring }

@ Javadoc (& Declaration @ console X " XK EEVEE O YNy=D

<terminated> FileClient [Java Application] /home/user/Desktop/eclipse/plugins/org.eclipse.justj.openjdk.hotspot.jre.Full linux.x86_64_17.0.1.v2C

writable Smart insert 18:2:432

Figure 10 : Run file of TCP client.java
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ivities & Files v Thu 2:42PMe W3~ .
Client Server Network
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> [ 220 GB volume  all Q== [>)

Recent

Home J
a

Desktop

Documents

Downloads

Music

Pictures

Videos

Trash

+ B @ P & ¢-«-DNFNBO

Other Locations

Figure 11 : Transferd file on required location with specified name

Result : The file contents are successfully transferred on new location
with another name as shown in Figures 9,10,11 by using FTP over TCP
connection.

2.7 Determination of System requirements

. Operating System :-Linux (Ubantu)

J Application Software : NS — 3, Eclipse IDE for JAVA developers

2.8 Summary

We can summarize that the different types of topologies simulated C++
code on NS3 platfom successfully. Also written socket programming for
client-server communication for UDP as well as TCP.

2.9 References

1]  https://www.nsnam.org/doxygen/index.html

2]  ns-3: src/netanim/examples/star-animation.cc Source File

(unicamp.br)
3] Learning Network Programming with Java by Richard M.

4] TCP/IP Sockets in Java, Second Edition: Practical Guide for
Programmers (The Practical Guides) 2nd Edition by Kenneth L.
Calvert , Michael J.
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2.10 Unit End Exercises
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What is network topology?

What is the difference between Star and Bus topology?

What is role of socket address in networking?

Why server is started before the client in a NS3 program?

What is the difference between Star and Bus topology?

What is hub and how it is different from router?

Define Socket.

What is socket programming?

What is the syntax for connecting Client and Server?

What is the command to assign port number to client and server?

How to build File Input Stream object with byte array as a
parameter.

How to read file in byte array with File Input Stream.
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ANIMATING THE NETWORK

Unit Structure

3.1 Objectives
3.2 Introduction to NetAnim
3.3 Animation a network using NetAnim

3.3.1 Animate a simple network using NetAnim in Network
Simulator

3.3.2 Animate Three way handshake for TCP connection using
NetAnim

3.4 Summary
3.5 References
3.6 Unit End Exercises

3.1 OBJECTIVES

After going through this unit, you will be able to:

. Understood the installation and configuration of Network simulator
and animation software
° Able to

. construct network topologies using NetAnim software

. Analyze and visualize network packet transfer using network
animation software

3.2 Introduction to NetAnim

NetAnim [2] is Graphical user interface (GUI) based network simulator
used for NS (Network Simulator)-3. IP address and MAC address of nodes
can also be checked in it. We need to follow following steps before and
after installation of NetAnim by following steps.

Open the terminal
Step 1 : Update
$sudo apt update
$sudo apt upgrade
Step 2 :Installation and opening of NetAnim in NS3 commands-
The website: http://www.nsnam.org/wiki/index.php/NetAnim
1) Install Mercurial:
$sudo apt—get/dnf install mercurial
2)  Install QT4 development package:
$sudo apt install qt4-default qt4-qmake
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Networking with Linux 3) $ gmake NetAnim.pro

4)  $make
netAnim is installed
5) ./NetAnim

opens NetAnim window

3.3 Animation a network using NetAnim

3.3.1 Animate a simple network using NetAnim in Network Simulator

° Simulated Wired Network

Let's discuss the wired network with example Animationl.cc (made

changes in tutorial/examples/second.cc) by copying this to scratch
folder.

$ cd ns-3-allinone-3.31

$ cd ns-3.31

$ cp scratch/Animationl.cc

Add the header file to the script Animationl.cc
#include “ns3/netanim-module.h”

. Add the following statement before Simulation::Run() as shown in
Figure 3.
AnimationInterface anim ("Animationl.xml");

AnimationInterface is responsible for creation of XML file and uses the
tracing infrastructure to track packets flow between nodes.

« LYY e

2 2 3 R332 3

Figure 1: Adding required statement to the script
42



Animating The Network

“SetConstantPosition” set the x-y coordinates of a node which is
stationary as shown in program 1,

anim.SetConstantPosition(p2pNodes.Get(0), 10.0, 10.0);

anim.SetConstantPosition(csmaNodes.Get(0), 20.0, 20.0);
anim.SetConstantPosition(csmaNodes.Get(1), 30.0, 30.0);
anim.SetConstantPosition(csmaNodes.Get(2), 40.0, 40.0);
anim.SetConstantPosition(csmaNodes.Get(3), 50.0, 50.0);

NetAnim uses Metadata to provide better statistics and filter, and some
brief information about the packets such as TCP sequence number or
source and destination IP address during packet animation. Add following
statement into Animationl. cc anim. Enable Packet Metadata (true);

Note : we shouldn't enable this feature when using Wimax links.

Save and run the script : Run the file without extension as in Figure 1.
$ cd ns-allinone-3.31

$ cd ns-3.31

$ ./waf --run scratch/Animation1

Activities ] Terminal v Thu 8:41AMe
user@user-Lenovo-G50-80: ~/Desktop/ns-allinone-3.31/ns-331

scratch
atch$ ./waf --run scratch/Animations

a ..
fwaf --run scrat€h/AnimationT

AnimationInterface N J £ Use'SetConstantPosition if it is stationary
ationInterface 3 Ve 1 y . Use SetConstantPo it is stationary
ationInterface hay y . Use SetConstantPo it is stationary

:4 Does not have a mob . Use SetConstan it if it is stationary

:0 Does not have a mobility model. Use“SetConstantPosition if it is stationary

:1 Does not have a@obility model. Wse SetConstantPosition if it is stationary

de:2 Does not have a mobility model."Use SetConstantPo: if it is stationary

i . Use SetConstantPosition if it is stationary

. Use SetConstantPosition if it is stationary

t sent 2048 bytes to 192s16.2.
server received 2048 byt «16,1.1 port 49153
008625 server sent 2048 bytes to 192.16.1.1 port 49153

13s client received 2648 bytes from 192.16.2.4 port 1224

1 port 49153
49153
s port 1224

Figure 2. Run the file by waf

To check Animationl.xml file is generated
/ns-allinone-3.31/ns-3.31$ Is
ns-allinone-3.31/ns-3.31% cd ..
/ns-allinone-3.31$ cd netanim-3.108

Open XML trace file, go to
/ns-allinone-3.3 1/netanim-3.108%./NetAnim
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Networking with Linux NetAnim window will open on screen.
Then goto Open menu -select ns-3.31 -Animation1.xml.

Network Topology :
192.16.1.0
n0 --------mmmm- nl n2 n3 n4
point-to-point | | |
LAN 192.16.2.0
Program :

#include "ns3/core-module.h"

#include "ns3/network-module.h"

#include "ns3/csma-module.h"

#include "ns3/internet-module.h"

#include "ns3/point-to-point-module.h"
#include "ns3/applications-module.h"
#include "ns3/ipv4-global-routing-helper.h"
#include "ns3/netanim-module.h"

using namespace ns3;
NS LOG_COMPONENT DEFINE ("AnimationExample");
int
main (int arge, char *argv[])
{
bool verbose = true;
uint32_t nCsma = 3;
//lunsigned integer32 bits
CommandLine cmd (__ FILE );

cmd.AddValue ("nCsma", "Number of \"extra\" CSMA nodes/devices",
nCsma);

cmd.AddValue ("verbose", "Tell echo applications to log if true",
verbose);

cmd.Parse (argc,argv);

if (verbose)

{
LogComponentEnable ("UdpEchoClientApplication",

LOG_LEVEL INFO);
LogComponentEnable ("UdpEchoServerApplication",
LOG_LEVEL INFO);

h
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nCsma=nCsma==0?1 :nCsma;

NodeContainer p2pNodes;
p2pNodes.Create (2);
/I n0 referred as p2pnodes.Get(0)
// nl can be referred as csmaNodes.Get(0) or p2pnodes.Get(1)

NodeContainer csmaNodes;
csmaNodes.Add (p2pNodes.Get (1)); // Make the first node
csmaNodes.Create (nCsma); //nCsma=3 already declared

PointToPointHelper pointToPoint;
pointToPoint.SetDeviceAttribute ("DataRate", StringValue ("5Mbps"));
pointToPoint.SetChannel Attribute ("Delay", StringValue ("2ms"));

NetDeviceContainer p2pDevices;
p2pDevices = pointToPoint.Install (p2pNodes);

CsmaHelper csma,;
csma.SetChannelAttribute ("DataRate", StringValue ("100Mbps"));
csma.SetChannelAttribute ("Delay", TimeValue (NanoSeconds (6560)));

NetDeviceContainer csmaDevices;
csmaDevices = csma.Install (csmaNodes);

InternetStackHelper stack;
stack.Install (p2pNodes.Get (0));

//'No need to install this -stack.Install(p2pNodes.Get(1));
stack.Install (csmaNodes);

/Ip2pNodes.Get(1) = csmaNodes.Get(0)
Ipv4AddressHelper address;
address.SetBase ("192.16.1.0", "255.255.255.0");
Ipv4InterfaceContainer p2plnterfaces;
p2pInterfaces = address.Assign (p2pDevices);

address.SetBase ("192.16.2.0", "255.255.255.0");
Ipv4InterfaceContainer csmalnterfaces;
csmalnterfaces = address.Assign (csmaDevices);

UdpEchoServerHelper echoServer (1224);

ApplicationContainer serverApps = echoServer.Install (csmaNodes.Get

(nCsma)); 45



Networking with Linux //Server is csmaNodes.Get(3)-n4
serverApps.Start (Seconds (1.0));
serverApps.Stop (Seconds (10.0));

UdpEchoClientHelper echoClient (csmalnterfaces.GetAddress (nCsma),
1224);

echoClient.SetAttribute ("MaxPackets", UintegerValue (2));
echoClient.SetAttribute ("Interval", TimeValue (Seconds (1.0)));
echoClient.SetAttribute ("PacketSize", UintegerValue (2048));

ApplicationContainer clientApps = echoClient.Install (p2pNodes.Get
(0));

//n0 is client

clientApps.Start (Seconds (2.0));
clientApps.Stop (Seconds (10.0));

Ipv4GlobalRoutingHelper::PopulateRoutingTables ();
pointToPoint.EnablePcapAll ("Animation1");
//pcap will be opened using either wireshark or tcpdump

csma.EnablePcap ("Animationl", csmaDevices.Get (1), true);
csma.EnablePcap ("Animationl", csmaDevices.Get (3), true);

AnimationInterface anim ("Animationl.xml");
anim.SetConstantPosition(p2pNodes.Get(0), 10.0, 10.0);
anim.SetConstantPosition(csmaNodes.Get(0), 20.0, 20.0);
anim.SetConstantPosition(csmaNodes.Get(1), 30.0, 30.0);
anim.SetConstantPosition(csmaNodes.Get(2), 40.0, 40.0);
anim.SetConstantPosition(csmaNodes.Get(3), 50.0, 50.0);

Simulator::Run ();
Simulator::Destroy ();
return 0;

}
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Outputs :

Activities

O 2 |l puserr 65535

&l Netanim ~

Animator  Stats  Packets

2 I
T
.
Playing

Activities

192.16.1.1
192.16.2.1 Y

00,455

0.0,91.0

Thu 8:57 AMe

NetAnim

47,0455
[ ]

4

192.16.1.2
1921623

127.0.0.1
47.091.0

192.16.2.4

4 oes' 5 T Nodesze(3 v | IP MAC T

94.0,0.0
192.16.22

94.0,45.5

94.0,91.0

Figure 3: Running a Network using GUI

[X] Netanim ~

. Animator | Stats  Packets

ﬁ € 2 || Pousert 65535 fost Cm— [slow  Sim time SE— 2 .00BY2HS)
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.
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0
=]
e
=4
o R
R’A = “L
X, 0.0,45.5 47.0,45.5
[ ]
= B
Vel ©
A
192.16.1.2
192:16.2.3
127.0.01
0.0,91.0 47.0,91.0
B Fiayving

Thu 8:57AMe

NetAnim

# w5 3 nesesue3 ~[[IP MAC T

192.16.2.4

94.0,0.0
192.16.2.2

94.0,45.5

94.091.0

Figure 4: Running a Network using GUI

Activities [ Netanim ~
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Tue 3:44PMe

NetAnim

IP-MAC M sim Time. -Font size 10 3 Nodes.
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None
0
1
2
3
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£00:00:00:00:01 00:00:00:00:00:00 MAC MAC 00:00:00:00:0004
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Figure 5: Statistic of a Network
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Actlvities [X] NetAnim ~ Thu 4:42PMe

NetAnim

Animator Stats Packets
® = 4 FromTime2 To Time|3.00542 show Nodes|0:1:2:3:4: = | show Graph
Tep | 'Udp | lpva | [Ipv6 | lcmp | | Wifi | Ethernet | |Ppp | Aodv | Olsr | | Arp Regex on meta data|.* Submit

Export Table

Fromid Told T Met*
2

2.0024
2.0084
2.0084
2.0084
2.0084
2.0084
2.0084
2.00842
2.00842
2.00842
2.00842
2.00843
2.00843
2.00843
2.00843
2.00856

2 3
¥ ¥

2.00856
2.00856
2.00856
2.01462
2.01462
2.01462

®
s
NS S A A UNBAUNWNS-BAWWNN ==

Figure 6: Meta information during simulation

3.3.2 Animate Three way handshake for TCP connection using
NetAnim

TCP stands for Transmission Control Protocol, which means it does
something to ensure that data is transmitted in a secure manner. Positive
Acknowledgement with Re-transmission is a feature of TCP that ensures
stable communication (PAR). The transport layer's Protocol Data Unit
(PDU) is referred to as a segment. Now, until it receives an
acknowledgement, a device implementing PAR will transmit the data unit.
The receiver discards the segment if the data unit received at the receiver's
end is damaged (it validates the data with the checksum functionality of
the transport layer that is used for Error Detection). As a result, the sender
must resend the data unit for which there is no affirmative
acknowledgement. As you can see from the above process, three segments
are exchanged between the sender (client) and receiver (server) in order to
establish a reliable TCP connection as shown in Figure 7.

Client Server
State changes to SYN
seq: 100
STN-ACK State changes to
seq: 200
ack: 101
ACK
State ch t seq: 101
ate changes to o,
State changes to

Figure 7 : Process of Three way handshake for TCP connection



Step 1 (SYN): The client wants to establish a connection with a server, Animating The Network
therefore it sends a segment with SYN (Synchronize Sequence Number),

which informs the server that the client is likely to begin communication

and with what sequence number it will begin segments.

Step 2 (ACK + SYN): With the SYN-ACK signal bits set, the server
answers to the client request.

The answer of the segment it received is denoted by ACK, and SYN
denotes the sequence number with which it is likely to begin the segments.

Step 3 (acknowledgement): Finally, the client confirms the server's
response, and the two create a secure connection via which they will begin
the real data transfer.

Network topology : 5 nodes in a star

n3 n3

nl--n0--n2

Program [3]:
#include <iostream>
#include <fstream>
#include <string>
#include <cassert>

#include "ns3/core-module.h"

#include "ns3/network-module.h"

#include "ns3/internet-module.h"

#include "ns3/point-to-point-module.h"
#include "ns3/applications-module.h"
#include "ns3/ipv4-global-routing-helper.h"
#include "ns3/netanim-module.h"

using namespace ns3;
NS LOG_COMPONENT _DEFINE ("TcpServer");

int
main (int arge, char *argv[])
{
// ' Users may find it convenient to turn on explicit debugging
// for selected modules; the below lines suggest how to do this

//LogComponentEnable ("TcpServer", LOG_LEVEL INFO); 49



Networking with Linux //LogComponentEnable ("TcpL4Protocol", LOG LEVEL ALL);
//LogComponentEnable ("TcpSocketlmpl", LOG LEVEL ALL);
//LogComponentEnable ("PacketSink", LOG LEVEL ALL);

/I 'Set up some default values for the simulation.

Config::SetDefault ("ns3::0OnOffApplication::PacketSize",
UintegerValue (250));

Config::SetDefault ("ns3::OnOffApplication::DataRate", StringValue
("5kb/s"));

uint32 t N =5; //number of nodes in the star

/I Allow the user to override any of the defaults and the above

// Config::SetDefault()s at run-time, via command-line arguments

CommandLine cmd;

cmd.AddValue ("nNodes", "Number of nodes to place in the star", N);

cmd.Parse (argc, argv);

// Here, we will create N nodes in a star.
NS LOG _INFO ("Create nodes.");
NodeContainer serverNode;
NodeContainer clientNodes;
serverNode.Create (1);
clientNodes.Create (N-1);
NodeContainer allNodes = NodeContainer (serverNode, clientNodes);

// Install network stacks on the nodes
InternetStackHelper internet;
internet.Install (allNodes);

//Collect an adjacency list of nodes for the p2p topology
std::vector<NodeContainer> nodeAdjacencyList (N-1);
for(uint32_t i=0; i<nodeAdjacencyList.size (); ++1)

{

nodeAdjacencyList[i] = NodeContainer (serverNode, clientNodes.Get
®);
h

//' We create the channels first without any IP addressing information

NS LOG _INFO ("Create channels.");

PointToPointHelper p2p;

p2p.SetDeviceAttribute ("DataRate", StringValue ("5Mbps"));
p2p.SetChannelAttribute ("Delay", StringValue ("2ms"));
std::vector<NetDeviceContainer> deviceAdjacencyList (N-1);
for(uint32_t i=0; i<deviceAdjacencyList.size (); ++1)

{
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deviceAdjacencyList[i] = p2p.Install (nodeAdjacencyList[i]); Animating The Network

}

// Later, we add IP addresses.
NS LOG INFO ("Assign IP Addresses.");
Ipv4AddressHelper ipv4;
std::vector<Ipv4InterfaceContainer> interfaceAdjacencyList (N-1);
for(uint32_t i=0; i<interfaceAdjacencyList.size (); ++1)
{
std::ostringstream subnet;
subnet<<"10.1."<<i+1<<".0";
ipv4.SetBase (subnet.str ().c_str (), "255.255.255.0");
interfaceAdjacencyList[i] = ipv4.Assign (deviceAdjacencyList[i]);
}

//Turn on global static routing

Ipv4GlobalRoutingHelper::PopulateRoutingTables ();

// Create a packet sink on the star "hub" to receive these packets
uint16_t port = 50000;

Address sinkLocalAddress (InetSocketAddress (Ipv4Address::GetAny
(), port));

PacketSinkHelper sinkHelper ("ns3::TcpSocketFactory",
sinkLocalAddress);

ApplicationContainer sinkApp = sinkHelper.Install (serverNode);
sinkApp.Start (Seconds (1.0));
sinkApp.Stop (Seconds (10.0));

/I Create the OnOff applications to send TCP to the server
OnOffHelper clientHelper ("ns3::TcpSocketFactory", Address ());

clientHelper.SetAttribute ("OnTime", StringValue
("ns3::ConstantRandomVariable[ Constant=1]"));

clientHelper.SetAttribute ("OffTime", StringValue
("ns3::ConstantRandomVariable[ Constant=0]"));

//mormally wouldn't need a loop here but the server IP address is different
//on each p2p subnet

ApplicationContainer clientApps;
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Networking with Linux for(uint32_t 1=0, i<clientNodes.GetN (), ++i)

{
AddressValue remoteAddress
(InetSocketAddress (interfaceAdjacencyList[i].GetAddress (0), port));
clientHelper.SetAttribute ("Remote", remoteAddress);
clientApps.Add (clientHelper.Install (clientNodes.Get (1)));
h
clientApps.Start (Seconds (1.0));
clientApps.Stop (Seconds (10.0));

//configure tracing
AsciiTraceHelper ascii;

p2p.EnableAsciiAll (ascii.CreateFileStream ("tcp-star-server.tr"));
p2p.EnablePcapAll ("tcp-star-server");

NS LOG_INFO ("Run Simulation.");
AnimationInterface anim ("Anim.xml");

anim.EnablePacketMetadata (true);

Simulator::Run ();
Simulator::Destroy ();
NS _LOG_INFO ("Done.");
return 0;

}
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Figure 10: Meta information during simulation
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0 5 1.00209  TCP 50000 > 49153 SYNJACK Seq=0 Ack=1
Win=65535

0 6 1.00209  TCP 50000 > 49153 SYNJACK Seq=0 Ack=1
Win=65535

0 7 1.00209  TCP 50000 > 49153 SYNJACK Seq=0 Ack=1
Win=65535

0 8 1.00209  TCP 50000 > 49153 SYNJACK Seq=0 Ack=1
Win=65535

1 0 1.00419  TCP 49153 > 50000 ACK Seq=1 Ack=1
Win=32768

2 0 1.00419  TCP 49153 > 50000 ACK Seq=1 Ack=1
Win=32768

3 0 1.00419  TCP 49153 > 50000 ACK Seq=1 Ack=1
Win=32768

4 0 1.00419  TCP 49153 > 50000 ACK Seq=1 Ack=1
Win=32768

5 0 1.00419  TCP 49153 > 50000 ACK Seq=1 Ack=1
Win=32768

6 0 1.00419  TCP 49153 > 50000 ACK Seq=1 Ack=1
Win=32768

7 0 1.00419  TCP 49153 > 50000 ACK Seq=1 Ack=1
Win=32768

8 0 1.00419  TCP 49153 > 50000 ACK Seq=1 Ack=1
Win=32768

1 0 1.4 TCP 49153 > 50000 ACK Seq=1 Ack=1 Win=32768
2 0 1.4 TCP 49153 > 50000 ACK Seq=1 Ack=1 Win=32768
3 0 1.4 TCP 49153 > 50000 ACK Seq=1 Ack=1 Win=32768
4 0 1.4 TCP 49153 > 50000 ACK Seq=1 Ack=1 Win=32768
5 0 1.4 TCP 49153 > 50000 ACK Seq=1 Ack=1 Win=32768
6 0 1.4 TCP 49153 > 50000 ACK Seq=1 Ack=1 Win=32768
7 0 1.4  TCP 49153 > 50000 ACK Seq=1 Ack=1 Win=32768
8 0 1.4 TCP 49153 > 50000 ACK Seq=1 Ack=1 Win=32768
0 1 1.40249  TCP 50000 > 49153 ACK Seq=1 Ack=251
Win=32768

0 2 1.40249  TCP 50000 > 49153 ACK Seq=1 Ack=251
Win=32768

0 3 1.40249  TCP 50000 > 49153 ACK Seq=1 Ack=251
Win=32768

0 4 1.40249  TCP 50000 > 49153 ACK Seq=1 Ack=251
Win=32768

0 5 1.40249  TCP 50000 > 49153 ACK Seq=1 Ack=251
Win=32768

0 6 1.40249  TCP 50000 > 49153 ACK Seq=1 Ack=251
Win=32768

0 7 1.40249  TCP 50000 > 49153 ACK Seq=1 Ack=251
Win=32768




0 8 140249 TCP 50000 > 49153 ACK Seq=1 Ack=251
Win=32768

1 0 1.8 TCP49153>50000 ACK Seq=251 Ack=1 Win=32768
2 0 1.8 TCP49153> 50000 ACK Seq=251 Ack=1 Win=32768
30 1.8 TCP49153> 50000 ACK Seq=251 Ack=1 Win=32768
4 0 1.8 TCP49153> 50000 ACK Seq=251 Ack=1 Win=32768
5 0 1.8 TCP49153> 50000 ACK Seq=251 Ack=1 Win=32768
6 0 1.8 TCP49153> 50000 ACK Seq=251 Ack=1 Win=32768
7 0 1.8 TCP49153> 50000 ACK Seq=251 Ack=1 Win=32768
8 0 1.8 TCP49153>50000 ACK Seq=251 Ack=1 Win=32768
0 1 200249 TCP 50000 > 49153 ACK Seq=1 Ack=501
Win=32768

0 2 200249 TCP 50000 > 49153 ACK Seq=1 Ack=501
Win=32768

0 3 200249 TCP 50000 > 49153 ACK Seq=1 Ack=501
Win=32768

0 4 200249 TCP 50000 > 49153 ACK Seq=1 Ack=501
Win=32768

0 5 200249 TCP 50000 > 49153 ACK Seq=1 Ack=501
Win=32768

0 6 200249 TCP 50000 > 49153 ACK Seq=1 Ack=501
Win=32768

0 7 200249 TCP 50000 > 49153 ACK Seq=1 Ack=501
Win=32768

0 8 200249 TCP 50000 > 49153 ACK Seq=1 Ack=501
Win=32768

Table 1 : Complete Export table from Figure 9 after simulation of
TCP 3 ways handshake

3.4 Summary

We can summarize that the NetAnim (GUI-based network simulator)
explains how to run a network using a GUI.

TCP 3-way handshake, also known as a three-way handshake or TCP 3-
way handshake, is a protocol for establishing a connection between a
server and a client in a TCP/IP network.

A client must initiate the conversation by requesting a communication
session with the server via the TCP handshake mechanism. The client
creates a connection with the server in the first phase. The server responds
to the client request with the SYN-ACK signal set in the second step. The
client acknowledges the Server's response in this final stage.

The connection between two independent endpoints is automatically
terminated via TCP.

Animating The Network
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3.5 References

1]
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3]
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3]

https://www.nsnam.org/doxygen/index.html
https://www.ijcseonline.org/pub paper/10-IJCSE-01425%20.pdf
https://www.nsnam.org/docs/release/3.18/doxygen/tcp-star-
server_8cc_source.html

Learning Network Programming with Java by Richard M.

TCP/IP Sockets in Java, Second Edition: Practical Guide for

Programmers (The Practical Guides) 2nd Edition by Kenneth L.
Calvert , Michael J.

3.6 Unit End Exercises

S B A ol o e

What is the difference between IP address and physical address?
What is the role of NetAnim in NS3 simulator?

What is the role of scratch folder in NS3 program simulation?
Give the difference between TCP and UDP protocol.

What is PORT?

Give the significance of TCP acknowledgments.

Explain the process of three-way handshaking protocol.

What is retransmission?
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Unit Structure

4.0
4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8
4.9
4.10
4.11
4.12
4.13
4.14
4.15
4.16
4.17
4.18
4.19
4.20
4.21
4.22
4.23
4.24
4.25
4.26
4.27

Wireshark

Wireshark for Windows

Wireshark for Mac

Wireshark for Linux

Data Packets on Wireshark

Capturing Data Packets on Wireshark
Analyzing Data Packets on Wireshark
Wireshark Filters

Wireshark Capture Filters

Wireshark Display Filters

Wireshark Colorization Options
Wireshark Command Line

Network Traffic Analysis Using Wireshark
Icmp Traffic Analysis

Https Traffic Analysis

Tcp Traffic Analysis

Analyze Syn Flood Attack

Analyze Dos Attacks

Capture and Analyze Data Packets Using Wireshark
Analyze the Captured Network Packets
View Network Statistics on Wireshark
Visualize Network Packets with Io Graphs
Basic Concepts of The Network Traffic
Wireshark Packet Sniffing

Wireshark Statistics

I/O Graphs

Facts About Wireshark

Wireshark Decryption

EXPERIMENTS TO BE EXECUTED

1

whn B~ W

Study the steps for installing Wireshark, the packet-sniffing tool for
performing Network analysis

Study of working with captured packets
Study of advanced Wireshark features
Study of security packet analysis

Study of Operating System Fingerprinting
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4.0 WIRESHARK

Wireshark is the world’s foremost and widely-used network protocol
analyzer. It lets us to know what’s happening on our network at a
microscopic level and is the de facto standard across many commercial
and non-profit enterprises, government agencies, and educational
institutions.

Wireshark has a rich feature set and includes the following:

J Deep inspection of hundreds of protocols

. Live capture and offline analysis

o Standard three-pane packet browser

. Multi-platform

. Captured network data can be browsed via a GUI, TTY-mode
TShark utility

o Powerful display filters

o Rich VoIP analysis

o Read/write many different capture file formats

o Capture files compressed with gzip can be decompressed on the fly

° Live data can be read from Ethernet, IEEE 802.11, PPP/HDLC,

ATM, Bluetooth, USB, Token Ring, Frame Relay, FDDI, and others
(depending on your platform)

. Decryption support for many protocols, including IPsec, ISAKMP,
Kerberos, SNMPv3, SSL/TLS, WEP, and WPA/WPA2

o Cloning rules can be applied to the packet list for quick intuitive
analysis

J Output can be exported to XML, PostScript, CSV or plain text

Wireshark is a packet sniffer and analysis tool. It captures network traffic
on the local network and stores that data for offline analysis. Wireshark
captures network traffic from Ethernet, Bluetooth, Wireless
(IEEE.802.11), Token Ring, Frame Relay connections, and more.

Ed. Note: A “packet” is a single message from any network protocol (i.e.,
TCP, DNS, etc.)

Ed. Note 2: LAN traffic is in broadcast mode, meaning a single computer
with Wireshark can see traffic between two other computers. If you want
to see traffic to an external site, you need to capture the packets on the
local computer.

Wireshark allows you to filter the log either before the capture starts or
during analysis, so you can narrow down and zero into what you are
looking for in the network trace. For example, you can set a filter to see
TCP traffic between two IP addresses. You can set it only to show you the
packets sent from one computer.



Download Wireshark Analyzing Network Traffic
Using Wire Shark

Check the official Wireshark Download page for the operating system you
need.

4.1 WIRESHARK FOR WINDOWS

Wireshark comes in two flavors for Windows, 32 bit and 64 bit and the
installation is simple.

4.2 WIRESHARK FOR MAC

Wireshark is available on Mac as Homebrew install.
Run this command at your terminal prompt:

/usr/bin/ruby -e "$(curl -fsSL
https://raw.githubusercontent.com/Homebrew/install/master/install)”

To install Wireshark run this command from the Terminal:
brew install wireshark

4.3 WIRESHARK FOR LINUX

Installing Wireshark on Linux can be a little different depending on the
Linux distribution. If you aren’t running one of the following distros,
please double-check the commands.

Ubuntu
From a terminal prompt, run these commands:

1. sudo apt-get install wireshark
2. sudo dpkg-reconfigure wireshark-common
3. sudo adduser SUSER wireshark

Those commands download the package, update the package, and add user
privileges to run Wireshark.

Red Hat Fedora
From a terminal prompt, run these commands:

1. sudo dnfinstall wireshark-qt
2. sudo usermod -a -G wireshark username

The first command installs the GUI and CLI version of Wireshark, and the
second adds permissions to use Wireshark.

Kali Linux

Wireshark is probably already installed! It’s part of the basic package.
Check your menu to verify. It’s under the menu option “Sniffing &
Spoofing.”
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4.4 DATA PACKETS ON WIRESHARK

Now that we have Wireshark installed let’s go over how to enable the
Wireshark packet sniffer and then analyze the network traffic.

4.5 CAPTURING DATA PACKETS ON WIRESHARK

When you open Wireshark, you see a screen that shows you a list of all of
the network connections you can monitor. You also have a capture filter
field, so you only capture the network traffic you want to see.

The Wireshark Network Analyzer e ® 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
‘.@D xco\to_,]"o'_-_"&:':,(
R [Apply a display filter .. <Ctrl-/> &3 -| Expression.. +
Welcome to Wireshark
Capture
using this filter [Enter a capture fite All interfaces shown -
7 -
ethl MW MM J
any MACA
Loopback: lo -
Learn
User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 2.6.1 (Git v2.6.1 packaged as 2.6.1-1)
7 Ready to load or capture No Packets Profile: Default

You can select one or more of the network interfaces using “shift left-
click.” Once you have the network interface selected, you can start the
capture, and there are several ways to do that.

Click the first button on the toolbar, titled “Start Capturing Packets.”

The Wireshark Network A
File Edit View Go Capture Analyze Statistics Telept

d 0 @ 0D X| G Q « » D

§
i{l S:a:iycaptu?n? packets fcoutrs

Welcome to Wireshark

Capture

You can select the menu item Capture -> Start.



The Wireshark Network Analyzer|
File Edit View Go Analyze Statistics Telephony ﬂ
Am 7@

| W [Apply a display filter
—_— 1.

@ Options... Ctri+K

4

Welcome to v{ Capture Filters...

Refresh Interfaces F5
Capture

...using this filter: ] |'E,".t¢_'r a capture filter

ethl |

Or you could use the keystroke Control — E.

During the capture, Wireshark will show you the packets that it captures in

real-time.
R |Apply & display filte Ct £33 - | Expression
No Time Source Destination Protocol  Length Info
f61.420302100 192.168.0.3 192.168.0.1 TCP 66 52060 ~ 445 [ACK)
§ 66.5595083800 Micrusof db:8b:06 Microsof db:8b:81 ARP 42 Who has 192.168.8.
16 66 5616858700 Microsof _d0:8b:01 Microsof db:8b:86 AR 42 192.168,8.1 15 at
11 83.533524000 feBS0::2c14:87e5:857. froz2::1:2 DHCPVO 164 Solicit XID: Oxcddy
12 54.54%422708 fe80::2c14:87e5:857. fro2::1:2 DHCPVE 164 Solicit XID: @xcddy
13 86.549400300 feB0::2c14:87e5:857. rre2::1:2 DHCPVE 164 Solicit xID: OxcdS
14 99 565378260 feB0::Z7cl4:8TeS:887 ffa2::1:2 DHCPVE 164 Salicit XID: oxcdd

Frame 1: 138 bytes on wire (1104 bits), 138 bytes captured (1164 bits) on interface §

Ethernet II, Src: Microsof d0:8b:06 (90:15:5d:00:8b.06), Dst: Microsof do:Eb:81 (09:15:5d:de:8y
Internet Protocol Version 4, Src: 192.168.0.3, Dst: 192.168.6.1

Transmission Control Protocol, Src Port: 52060, Dst Port: 445, Seq: 1, Ack: 1, Len: 72

NetBIOS Session Service

SHB2 (Server Message Block Protecol version 2)

06 1% 5d de 8b 91 66 15 5d dO &b 06 B8 68 45 90 ) ] E
06 Tc 59 ef 40 90 48 06 03 42 c@ a8 B0 83 cO ad U@ @ cB
\ a

06 01 cb Sc 01 bd a8 a7 ST 6b 18 al ac 33 86 14

Once you have captured all the packets you need, you use the same

buttons or menu options to stop the capture.

Best practice says that you should stop Wireshark packet capture before

you do analysis.

4.6 ANALYZING DATA PACKETS ON WIRESHARK

Wireshark shows three different panes for inspecting packet data. The
Packet List, the top pane, is a list of all the packets in the capture. When
you click on a packet, the other two panes change to show you the details

about the selected packet. Details about each column in the top pane:

. No.: This is the number order of the packet that got captured.

Bracket indicates that this packet is part of a conversation.

Analyzing Network Traffic
Using Wire Shark
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. Time: This column shows you how long after you started the
capture that this packet got captured.

° Source: Address of the system that sent the packet.

o Destination: Address of the destination of that packet.

° Protocol: Type of packet (TCP, DNS, DHCPv6, or ARP).
J Length: Length of the packet in bytes.

. Info: Information about the packet contents.

Packet Details, the middle pane, shows you as much readable information
about the packet as possible.

The bottom pane, Packet Bytes, displays the packet exactly as it got
captured in hexadecimal.

4.7 WIRESHARK FILTERS

One of the best features of Wireshark is the Wireshark Capture Filters and
Wireshark Display Filters. Filters allow you to view the capture the way
you need to see it so you can troubleshoot the issues at hand.

4.8 WIRESHARK CAPTURE FILTERS

Capture filters limit the captured packets by the filter. Meaning if the
packets don’t match the filter, Wireshark won’t save them. Here are some
examples of capture filters:

host IP-address: this filter limits the capture to traffic to and from the IP
address

net 192.168.0.0/24: this filter captures all traffic on the subnet.

dst host IP-address: capture packets sent to the specified host.

port 53: capture traffic on port 53 only.

port not 53 and not arp: capture all traffic except DNS and ARP traffic

4.9 WIRESHARK DISPLAY FILTERS

Wireshark Display Filters change the view of the capture during analysis.
After you have stopped the packet capture, you use display filters to
narrow down the packets in the Packet List so you can troubleshoot your
issue.

The most useful (in my experience) display filter is:

ip.stc==IP-address and ip.dst==IP-address

This filter shows you packets from one computer (ip.src) to another
(ip.dst). You can also use ip.addr to show you packets to and from that IP.
Here are some others:

tep.port eq 25: This filter will show you all traffic on port 25, which is
usually SMTP traffic.

icmp: This filter will show you only ICMP traffic in the capture, most
likely they are pings.



ip.addr !=IP_address: This filter shows you all traffic except the traffic to
or from the specified computer.

Analysts even build filters to detect specific attacks, like this filter to
detect the Sasser worm:

Is_ads.opnum==0x09
Additional Wireshark Features

Beyond the capture and filtering, there are several other features in
Wireshark that can make your life better.

4.10 WIRESHARK COLORIZATION OPTIONS

We can setup Wireshark so it colors your packets in the Packet List
according to the display filter, which allows you to emphasize the packets
you want to highlight. Check out some examples here.

Wireshark - Coloring Rules Default (<} 1

Name Filter

@ HSRP State Change hsrp.state != 8 && hsep,state 1=

B Spanning Tree Topology Change stp.type == Ox80

Il OSPF State Change
B ICMP errors

v ARP

v ICMP

B TCPRST

Il SCTP ABORT

[ TTL low or unexpected
M : ‘

v SMB

v HTTP

v IPX

v NCFRPC

+ - @

BHep Export..

Import..

ospf.msq != 1

icmp.type eqd | JIEmp.type eq 4

arp

icmp || icmpv6

tcpflagsreseteq 1

sctp.chunk.type eq ABORT

{lipdst== 224.0.0.0/4 && ip.t
ks s stat ; ¥

smb || nbss || nbns || nbipx || i
http || tcp.port == BO || http2
ipx || spx

deame

Double click to edit. Drag to move. Rufes are processed in order untd a match s found.

® Cancel v OK

Wireshark Promiscuous Mode

Wireshark only captures packets going to and from the computer where it
runs. By checking the box to run Wireshark in Promiscuous Mode in the
Capture Settings, you can capture most of the traffic on the LAN.

4.11 WIRESHARK COMMAND LINE

Wireshark does provide a Command Line Interface (CLI) if you operate a
system without a GUI. Best practice would be to use the CLI to capture
and save a log so you can review the log with the GUI.

Analyzing Network Traffic
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Wireshark Commands

° wireshark : run Wireshark in GUI mode

o wireshark —h : show available command line parameters for
Wireshark

o wireshark —a duration:300 —i ethl —w wireshark. : capture traffic on
the Ethernet interface 1 for 5 minutes. —a means automatically stop
the capture, -i specifics which interface to capture

Metrics and Statistics

Under the Statistics menu item, you will find a plethora of options to show
details about your capture.

*ethd e 0
File Edit View Go Capture Analyze m Telephony Wireless Tools Help
‘ [ O U "" ? ZJ ¢ Capture File Properties Ctri+Alt+Shift+C E[
- Resolved Addresses |
R | Apply a display filter ... <Ctri-/> ression...
Protocol Hierarchy } —
No. Time Source c ot Leng'
12890 15.180982700 192.168.0| Crvereauons 21
12891 15.180996000 152.3.102 Endpoints 42
12892 15.180994500 152.3.102 Pack h 14
12893 15.181093000 152.3.102| Facket Lengths 971
12894 15.181103800 152.3.102] /O Graph 97|
3 Service Response Time ’ 1 2
» Frame 1: 54 bytes on wire (432 interfa
» Ethernet II, Src: Microsof de:  DHCP (BOOTP) Statistics ! do:sb:
» Internet Protocol Version 4, S  ONC-RPC Programs
+ Transmission Control Protocol,| Ack: 1,
29West N
ANCP
g J BAChet
88 15 5d de 8b 86 60 15 E

Capture File Properties:

Wireshark - Capture File Properties - wireshark_eth0_201908191300.. © ©® ©

Details

Interfaces =

Interface Dropped Capture filter Link type Packet size

packets Limit

ethO 0 (0 %) none Ethernet 262144 bytes

Statistics

Measurement Captured Displayed Marked

Packets 12894 12894 (100.0%) —

Time span, s 15.181 15.181 _

Average pps 8493 849.3 _

Average packet 6086 6086 _—

size, B

Bytes 78476351 78476351 0

(100.0%)

Average bytes/s 5.169 k 5.169 k —

Average bits/s 41 ™M 41 ™M — =
Capture file comments




Wireshark 1/0 Graph:

Wireshark - 10 Graphs - wireshark_eth0._ 20190819130030..vr8xBb. pcapng eeeo

Wireshark IO Graphs: wireshark_eth0.20190819130030_vr8xBb.pcapng

2100 |

}
1750 -
I
§ 1400 !
R i
3 I
3 1050
3 f
- }
700 ¢
t
!
350 o
I
t
ok
0 25 5 15 10 125 15
Time (3)
Cick 1o snbact packet 45 0y = 155)
Enabled Graph Name  Display Filter  Color Style Y Axis Y Field SMA Period
v All packets . Uine Packets Nane

412 NETWORK TRAFFIC ANALYSIS USING
WIRESHARK

Network traffic analysis is the routine task of various job roles, such as
network administrator, network defenders, incident responders and others.

Capture filters with protocol header values

Wireshark comes with several capture and display filters. But a user can
create display filters using protocol header values as well. Use this
technique to analyze traffic efficiently.

protofoffset:size(optional)|=value
Following the above syntax, it is easy to create a dynamic capture filter,
where:

o proto = desired protocol

. offset = header value

J size = data length

. value = data you want to find

P Internet Protocol Version 4, Src: 74.125.130.104 (74

v 1 0 R
. / > Offset value

Checksum: 0x2623 [correct]

Identifier (BE): 29962 (0x750a)

Identifier (LE): 2677 (0x0a75)

Sequence number (BE): 0 (0x0000)

Sequence number (LE): 0 (0x0000)

Timestamp from icmp data: Jul 16, 2015 13:22:31.57

[Timestamp from icmp data (relative): 0.350050000
P Data (48 bytes)

0020 0a ©
0030

Figure 9 : ICMP reply
Position and Size

Figure 1 Source: resources.infosecinstitute.com
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Some instances are in the following table:

Filter Description

icmp[0] =0 ICMP request packets
icmp[0:1] =8 ICMP reply packets

tcp[13]1 =18 TCP SYN/ACK flag packets only
tcp[13] = 32 TCP URG flag set packets only

Analyzing endpoints

This feature comes in handy to determine the endpoint generating the
highest volume or abnormal traffic in the network. To analyze the
endpoints between two communication devices, do the following:

Capture traffic and select the packet whose endpoint you wish to check. ->
Click Statistics menu -> Select Endpoints.

The most traffic-intensive endpoint, as seen in the picture below, is
192.168.10.4.

Viresnark Dndpairts - oD

Ethernet-10 Pv4-11  IAv6 TCP.2370 UDP-19
* Packets  Bytes  TxPackets TxBytes  RxPackets ReBytes  Country  City (ASNumber  AS Organization
A 519 3

Limit to displayfitter Endpaint Types -

Close Help

ARP traffic analysis

Address resolution protocol (ARP) generally uses to find the MAC
address of the target machine. Let's try capturing and analyzing ARP
traffic.

First things first, know the target machine IP. In our case, it's going to be
the default gateway address.

kali@kali: ~
File Actions Edit View Help

:~$ sudo ip route | grep default
default via 192.168 dev wlan® proto dhcp metric 600

Find existing ARP cache -> Delete the existing one to understand the
demo -> Check ARP cache for verification.
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:~$ sudo arp -a

csp3.zte.com.cn.home (192.168.: . at 44:59:43:4c: .. °° [ether] on wlan®
:~$ sudo arp -d

arp: need host name
:~$ sudo arp -d csp3.zte.com.cn.home

:~$ sudo arp -a
zte.home (192.168.._...) at 4&4:59:43:4c. .. ... [ether] on wlane@

Start Wireshark data capturing, and ping the default gateway address ->
Now, let's analyze what happens after removing the ARP entry and
pinging a new IP address in the meantime.

Analyze an ARP Request
Using the 'arp’ filter, analyze the captured traffic in Wireshark.

Observe the packet request details from Ethernet and ARP; observe the
source and destination IP and sender MAC and IP address.

Monitor the victim's MAC address. Since the destination MAC address is
unavailable at the request packet stage, the victim's MAC address is zero,
and the destination IP is the local system IP address.

File Ecit View Go Capture Analyze Statistics Telephony Wireless Tools H

m e XC QemEF S

arp (X ~| Expressicn +

Protocol Length Info

R S

-

+ Frame 3034
~ Ethernet

red (336 01ts) on interface @
Ost: HonHaiPr 58:51:€9 (9c:d2:1e:53:51:9)

@ 7 addross Resolution Pratocal {arp). 28 bytes Packats: 1861 - Displayed: 4 {0,1%) Profile: Defaudt

Analyze an ARP Response

Observe the packet replay details from Ethernet and ARP; observe the
change in source and destination IP and MAC addresses.

The destination and source MAC address are switched in the response
packet.

Everything is similar as before, except the target MAC address, which was
all zeroes before. Now, that has turned into your MAC address.
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File Ecit View Go Capture Analyze Stalistcs Telephony Wireless Tools Helg
[ oRO] R [E Q dmm 2T =EQaqq
N ap B - Expression.. +

No. Time Source Dastinaticn Protocol Length info —
B34 74,143 44:54 ARP 42 who has
3 < ARP 4

42 who

3774 53.1 515 has 182.968.
3775 £3.181975587

a3p 42 192.169.18.2 1is &
4616 85.759793862 P 4Z who has 198Z.168
4617 B6.7618065328 AP a2 192.(!"1 14.1 )‘

. ’
» Frame 3A35:@ 42 hytes on wire {336 bits), 42 Dy‘hs (aptlrﬂﬂ (335 bits) on interface €
~ Ethernet 11, Src: HoaHaiPr 5! 51:F9 { Fa), Dst: 24:59:423:40:49:64 (44:509:42:2c:49:04)
» Destination: 44:59:43:4c:45:04 [44:59
+ Snurca: HonKaiPr SH:%:19 (9c:dZile:

Address Resojution Fro?nnnl (re

¥ )
Protocol type: IP\M (6x8500)
Hardware size: &
Protocel size: 4
Opcaca: reply (2)
Sender MAC address: HonHaiPr 58:51:79 (9c:d2:1e:58:51:19)
Sender IP address: 192.168,18.2
Target MAC address £9:43:4c:40:84 (44:59:43:4c:40:04)
Target IP address '192.150.10.1

4c 4% G4 9c d2 1e 58 51 19 b8 86 £ DyCLL xQ
C ¥ CU Al X

@ 7 Addrass Resalutan Pratocol {arp), 28 hytas Packets: 4437 - Displayed: 12 {0.3%)  Profile: Default

4.13 ICMP TRAFFIC ANALYSIS

ICMP is used for error alerting and monitoring to verify whether data
arrives in a timely basis at its desired destination.

To capture ICMP traffic, ping Google.com. Use the TCMP’ filter to see
ICMP traffic. Click the ICMP echo-request packet from the Wireshark
capture window and start observing the information.

In the request packet, the source IP is your (requestor) IP address.
Whereas the destination IP is that of Google. You can also analyze the
ICMP details like Checksum, Identifier Number, Sequence Number, etc.

an0 - 0O X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dmcemiiRGEG R e=

T & EQAQAUQAE

A [icmp B33 -] Expression... +
Time Source Destination Protocol Length info =
13 5.283148872 192.168.10.2 192.168.10.1 DNS 86 Standard query Oxaed3 PT
5 395722927 192. Standard query response
6 283138449 216.58. . reply
7.809036364 192.168.10.2 IcMP 98 Echo (ping) request 1id=
7.282082259  216.58.208.78 IcMP 98 Echo (ping) reply id=
8.0089743436 192.168.10.2 ICMP 98 Echo (ping) request 1id=
20 8.283274657 216.58.208.78 192.168.10.2 ICcMP 98 Echo (ping) reply id=
21 9.809257567 192.168.10.2 216.58.208.78 ICMP 98 Echo (ping) request 1d=
22 9.283654701 216.58.208.78 192.168.10.2 IcMp 98 Echo (ping) reply id= -
« »
~ Internet Control Message Protocol -
Type: 8 (Echo (ping) request)
Code: ©

Checksum: ©x@93T [correct]
[Checksum Status: Good]
Identirier (BE): 2806 (©Ox8aré)
Identifier (LE): 62986 (Oxf60a)
Sequence number (BE): 2 (8x8002)
Sequence number (LE): 512 (0x9200)
Response frame: 16
Timestamp Trom icmp data: Sep 11, 2021 84:10:45.000800008 UTC
[Timestamp from icmp data (relative): ©.747695327 seconds]
~ Data (48 bytes)
Data: 98680b0EOOGLEORO101112131415161718191a1blcidielf

[Length: 48] -

« »

44 59 43 4c 49 04 9c d2 1e 58 51 f9 @B 00 45 00 DycLl xQ E

6@ 54 Oc ©5 40 00 40 61 bb 70 cO a8 Ga 62 d8 3a T 0@ P :

do 4e 08 00 ©9 3f Oa T6 00 02 45 2c 3c 61 00 00 N ? E,.<a

060G 60 98 68 @b GO 6@ 6G 0@ 006 10 11 12 13 14 15 h

16 17 18 19 1a 1b 1c 1d 1e 1T 20 21 22 23 24 25 | 2%

26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32 33 34 35 &'()*+,- ./012345

36 37 67

) 7 wireshark_wla...vB2DIn.pcapng Packets: 96 - Displayed: 96 (100.0%) - Dropped: 0 (0.0%) Profile: Default
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In the response packet, observe the swapping of IPs between source and  Analyzing Network Traffic
destination. You can also compare both request and response details, as Using Wire Shark
they are similar.

*wian0 - 0 X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

e K O el g -  =E @@ a @ IFE

4 = ® EREG SkaEF S S AQQAE

A |icmp B30 - | Expression +
Time Source Destination Protocol Lengtf Info -

3 5.2831408872 192.168.10.2

4 5,305722927 192.168.10.1

5 6.0808624479 192 2
o -

192.168.10.1 DNS 86 Standard query Bxaed3 PT——

.168.10.2 DNS 155 Standard query response
216.58.208.78 ICMP 98 Echo (ping) request id=
= 0. TS " -

| |16 6,283136449 16 8 1 rep

17 7.009836364 192 ICMP 93 Echo (ping) request 1id=

18 7.282982259  216. IcMP 98 Echo (ping) reply 1d=

19 8.808974436 192 .1 ICMP 98 Echo (ping) request id=

20 8,283274657 216. ICMP 98 Echo (ping) reply 1d=

21 9.809257567 192, ICMP 98 Echo (ping) request 1id=

22 9.283654701  216. ICMP 98 Echo (ping) reply id= -

“ »

~ Internet Control Message Protocol -
Type: 0 (Echo (ping) reply)
Code: B

Checksum: 0x113f [correct]

[Checksum Status: Good]

Identifier (BE): 2806 (0xB8afé)

Identifier (LE): 62986 (0xr6oa)

Sequence number (BE): 2 (8x0002)

Sequence number (LE): 512 (0x9200)

[Request frame: 15]

Response time: 274.514 ms]

Timestamp from icmp data: Sep 11, 2021 084:10:45.000800008 UTC

[Timestamp from icmp data (relative): 1.022289297 seconds]
~ Data (48 bytes)

Data: 98680b0600GEEOGE101112131415161718191a1blcidielf. -

« ’

9c d2 ie 58 51 79 44 53 43 4c 49 04 68 69 45 00 XQ DY CLI E

00 54 00 90 @0 GO 39 01 Oe 76 d8 3a db 4e cO@ a8 T 9 v i:N

Ga 62 00 90 11 37 Ba 76 00 02 45 2c 3c 61 60 00 ? E.<a

060G 00 98 €68 @b G2 0@ GG 06 00 10 11 12 13 14 15 h

16 17 18 19 1a 1b ic 1d 1e 1r 20 21 22 23 24 25 ! TER

26 27 28 29 2a 2b 2c 2d 2e 2f 30 31 32333435 A&'()*+,- ./012345

36 37 67

) 7 wireshark_wla...VB2DIn.pcapng Packets: 96 - Displayed: 96 (100.0%) * Dropped: 0 (0.0%) Profile: Default

4.14 HTTPS TRAFFIC ANALYSIS

The Hypertext Transfer Application Layer Protocol (HTTP) utilizes the
internet to establish protocols whenever the HTTP client/server
transmits/receives HTTP requests.

Start a Wireshark capture -> Open a web browser -> Navigate to any
HTTPS-based website -> Stop the Wireshark capture.

Input ' ssl' in the filter box to monitor only HTTPS traffic -> Observe the
first TLS packet -> The destination IP would be the target IP (server).

tics  Tobey s Toels Hep

+ 0P Eosol

Ble EOt View Go Cooture Ansbyre

ADAG + RB@ 2 ¢
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To see more traffic of the target IP (destination IP), input the following
filter

Zativtics Tewphony Wiwiess Toels Help

» "+ »P E ool

D
1
3
1

4.15 TCP TRAFFIC ANALYSIS

A standard port scan takes advantage of the TCP three-way handshake.
The attacker sends the SYN packet to the target port. The port is
considered open when he gets SYN+ACK as a response, whereas the
arrival of RST shows the port is closed. After receiving SYN+ACK, the
hacker would send an ACK packet to establish a TCP connection.

Let's analyze a TCP network traffic using telnet on Google port 80.
Capture the Wireshark traffic while entering the telnet command.

kali@kali: ~
File Actions Edit View Help

kali@kali: ~ x kali@kali: ~ =

- [~
— o t¢ € www.Zoogle.com 8@
[sudo] passSword for kali:
Trying 216.58.207.100 ...
Connect@d to ww .google.com.
Escapel character is ""]1°'.

Analyze TCP SYN traffic

Input ‘tcp.port == 80’ to see only TCP traffic connected to the webserver
connection.

Observe the TCP [SYN] packet. Expand Ethernet and observe the
destination address that is the default gateway address; whereas, the
source is your own MAC address.



To check the IP details, observe Internet Protocol Version 4; in our case,
the destination IP is Googles' web server IP, and the source IP is the local
IP address.

To view TCP details, observe Transmission Control Protocol, like port
numbers. Monitor the flag values. SYN, which is enabled, shows the
initial section of the TCP three-way handshake.

Fle Edt View Go Capture Anstyre Statiy

ADAG +RBR aecr»n v »+»AEooo @l

Telphony Wiwiess Tools Help

R [tcs port <. 80

Analyze TCP SYN, ACK traffic

Take a look at the TCP [SYN, ACK] packet. Expand Ethernet and observe
the destination address now would be your own MAC address; whereas
the source is the default gateway address.

Monitor the acknowledgement code. It's worth noting that the number is
one relative ACK number. The real acknowledgement value is one higher
than the previous segment's identifier.

Monitor the flag values. [SYN, ACK], which is enabled, shows the second
section of the TCP three-way handshake.

Fle Bt Yiew 6o Cipture Asstyaoe Statistics Tolphtey VWesR Tools Heln
ADAC tRARB ac» - W Eooo @

R tcp.port == 80

Analyze TCP ACK traffic

Now consider the TCP [ACK] packet. Expand Ethernet and observe the
destination address that is the default gateway address; whereas the source
is your own MAC address. To view TCP details like port numbers, expand
Transmission Control Protocol.

Analyzing Network Traffic
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The enable ACK flag signals that the TCP three-way handshake has
reached the last phase. The client and server have started a TCP session.

File ESt Viow Ge Capbure Amsiyae Statist

ADAO 1 MBR a « »

g port <« 80

wy Weetess Tools Help

+» W E ool

4.16 ANALYZE SYN FLOOD ATTACK

SYN flood occurs when an attacker delivers a substantial amount of SYN
packets to a server using fake IPs, causing the server to respond with an
SYN+ACK and keep its ports partially open, expecting a response from an
invisible client.

By overwhelming a victim with SYN packets, an attacker can effectively
overrun the victim's resources. In this state, the victim fights with traffic,
which causes processor and memory usage to rise, eventually exhausting
the victim's resources.

Use the hping3 tool to flood the victim IP. Simultaneously, start capturing
the traffic on Wireshark. Input 'tcp.flags.syn == 1' in the filter box to view
SYN packets flood.

Pan Din Yiew Go Captwre Analyie Statstics Tulep
ADAO +MB@ a« 0

R vip Mg agn oo |

pary Wiless Took el
«+»» MWW oo B

e Protaced  Langth Wk
i L7 116,104, 090 v S RN AP [AYN] Sewe W)
] 34, 106.51,10 0 AT - b T

Notice a lot of SYN packets with no lag time.
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4.17 ANALYZE DOS ATTACKS

Analyze Denial of Service (DoS) attack via Wireshark. We will be using
the macof tool, the component of the Dsniff suit toolkit, and flooding a
surrounding device's switch with MAC addresses.

The image below shows IP address is generating requests to another
device with the same data size repeatedly. This sort of traffic shows a
standard network DoS attack.

s Telepho

i . Capture Ansivee Statist - Teots el
AdDMAC +ARB@ a¢cr»n«>»AEHocool

Fie Aens (S View e
.

nroet T 19 m ( w1 i),
IRtArnel Frototal Werslen 4. Bl 18I0, 10.4, Bets 30,1008, 8
1 - VoA

ol

For a DDoS attack, use the macof tool again to generate traffic. Observe
the fake source and destination IP addresses are sending many packets
with similar data sizes.

L] mPo

Fle E00 YView Go Caplure Ansire Simtistes Telephon

ADA® tMB@ac+n«>»MEooo@l
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Conclusion

Wireshark is an essential tool that numerous network administrators use
daily to analyze network traffic. In this section, we explored numerous
network traffic types like HTTPS, TCP, etc. and have seen few attacks
using Wireshark, like the DoS attack.

4.18 CAPTURE AND ANALYZE DATA PACKETS
USING WIRESHARK

One of the major functions of Wireshark is to capture data packets for
conducting detailed network analysis. There are majorly three important
steps:

. Get access to administrative privileges to start capturing the real-
time data directly the device

. Choose the right network interface to capture packet data
o Choose the right location within the network to capture packet data

After following the above steps, the Wireshark is ready to capture packets.
Usually, there are two capturing modes: promiscuous and monitor.
Promiscuous mode sets the network interface to capture only the packets
for which it’s assigned. Monitor mode is used by Unix/Linux systems and
sets the wireless interface to capture as much of the network as it can. The
data gathered while capturing packets is displayed in a human-readable
format, so it’s easier to grasp. As Wireshark breaks the captured packets
into a readable format, users can perform various other tasks such as select
filters to find precise information and color code the crucial information.
With Wireshark, administrators can also monitor multiple networks
simultaneously.

Usually, promiscuous mode is used by system administrators to get a
bird’s-eye view of the network packets transfer. On disabling this mode,
only a small snapshot of the network is provided, which isn’t enough to
conduct quality analysis. The promiscuous mode can easily be activated
by clicking on the capture options provided in the dialog box. However,
promiscuous mode isn’t available on every software or operating system.
Therefore, users need to cross confirm about software compatibility either
by visiting the Wireshark’s website or using the Device manager to check
the settings (in case you’re a Windows user).

4.19 ANALYZE THE CAPTURED NETWORK PACKETS

Once the network data is captured, the list of network packets is displayed
on the centralized management console or the dashboard. The screen
consists of three panes: packet list, packet bytes, and packet details.

Packet List

The packet list pane consists of browsable captured network packets based
on the timestamp to show exactly when the packet was captured, the



packet’s protocol name, the source and destination of the packet, and
support information.

Packet Details

Packet details pane provides information about the chosen packet. Users
can expand each section and apply filters to get information about specific
items.

Packet Bytes

Packet bytes pane consists of the internal data of the packet the user
selects. The data is displayed in a hexadecimal format by default.

HOW DOES WIRESHARK HELP IN MONITORING NETWORK
PERFORMANCE?

Once the network packets are captured, the next step is to monitor and
analyze them. Wireshark is a great tool to analyze and monitor the
organization’s active network. Before doing this, it’s important to close
down all the active applications on the network to reduce traffic, which
helps in giving a clear picture of the network.

4.20 VIEW NETWORK STATISTICS ON WIRESHARK

Statistical data is beneficial in providing in-depth information about your
network. To view those stats, click on the statistics drop-down menu
providing metrics ranging from timing and size to plotting graphs and
charts. Users can also apply a display filter to narrow down the list of
options and find out the relevant information. The drop-down statistics
menu displays the following metrics:

. Conversations: Displays the conversations of two endpoints like
two different IP addresses

. Endpoints: Displays the list of endpoints

o 10 Graphs: Displays all graphs

o Protocol Hierarchy: Displays the table of captured packets

J RTP_statistics: Help users to save RTP audio stream content to Au-
file

o Multicast Stream: Measures the speed of other components by
identifying the multicast streams

J TcpPduTime: The time taken to transmit data from Data Protocol
Unit

J VoIP_Calls: The number of VolIP calls received from live captures

J Service Response Time: The time taken by the network to respond
to a request

Analyzing Network Traffic
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4.21 VISUALIZE NETWORK PACKETS WITH 10O
GRAPHS

Data packets or the network traffic can be represented in a visual format
known as 10 graphs. Users can view 1O graphs by clicking on the statistics
menu and selecting the IP graph tab. Once the graph window opens, users
can view the data they wish for by configuring the graph settings
accordingly. Default settings, allows only one graph getting displayed at a
time. Activation of more graphs simultaneously can be done by simply
enabling them. Users can customize the graphs using filters and color
codes to find out the relevant information as needed. As the settings are
done, the graphs can be stored in a file format for future purposes as
required.

EXPAND WIRESHARK CAPABILITIES

Wireshark is a great packet sniffer, but it lacks as it comes to meet the
growing needs of network monitoring. Monitoring capabilities can be
improved using complementary tools such as SolarWinds® Response
Time Viewer for Wireshark, Show Traffic, Cloudshark, and
NetworkMiner. Outlined below are the features, capabilities, functions of
these tools, and how they help in enhancing the network monitoring
capabilities of Wireshark.

SolarWinds Network Performance Monitor

NPM Summary
All Nodes managed by NPM Hardware Health Overview
GROUPED BY REGION

& APAC
Nodes Count: 37

23 (g up §, Warning

Up 7 b Critical S, Undefined

High Errors & Discards Today
INTERFACES WITH ERAORS+DISCARDS GREATER THAN 10000 TOOAY

RECEIVE TRANSMIT TRANSMIT
DISCARDS ~ ERRORS DISCARDS

RECEIVE
ERRORS

@ FlowPoint Corporation

; 5,582,170,112 5,808,010
discards
errors

@ Foundry Networks, Inc.

64,088,776 78,073,384
Oerrors 0 discards
errors discards

PERM_APEST1 ® 100,061,432 2349
E5CBC0 ‘ errors discards

PERMTEXMDS9120- o ..
7576 e bemem DOE@TES errors

@  PHXNBUS 1000V o Fortchannelt 1,244,402
" - o discards

SolarWinds Network Performance Monitor (NPM) is a powerful network
monitoring software used to detect, diagnose, and resolve network issues
and outages. The tool is specially designed for advanced network
troubleshooting for on-premises, hybrid, and cloud services, and detects
issues with its hop-by-hop analysis. NPM is also capable of reducing
downtime resulting in improved operational efficiency, network
availability, and high-performing applications. It offers intuitive
dashboards, advanced alerting systems, custom reporting, packet analysis,
and more.



SolarWinds Response Time Viewer for Wireshark

MS SQL - Database

Selected applications: 0

A relotionol dotobose server produced by Microsoft.

Network Response Tim, Data Volume

Average: 1722 ms Aversge: 7.6 Kbps
Peak value: 2085 ms Totat 2695 K8
Application Response Time Transaction Volume

Average: 1787 ms Average trans. per min.: 58.7
Peak value: 2668 ms Totat 277

Show: All MSSQL HTTP Exchange CIFS Skype FTP SMTP
Applicati N k Resp Time Application Response Time Data Volume Transaction Volume
MS SQL 1722 ms 1787 ms 2635 K8 n

Export selected,

SolarWinds Response Time Viewer for Wireshark allows users to detect
and analyze Wireshark’s packet captures and troubleshoot network
performance outages in real-time and can perform multiple tasks such as
identify over 1200 applications, calculate their network response time,
display data and transaction value, critical path visualization with Netpath,
and wireless network monitoring and management. Evaluating these
parameters helps users determine network flaws and faults.

Cloudshark

Cloudshark is a platform designed to display network capture files directly
in the browser without the need for desktop applications or tools. Simply
upload, email, or link the captures files and get the results. It helps to
resolve network issues faster and flawlessly. Besides, it includes features
such as drag-and-drop capture files, drop-box-like activity, allows sharing
of links with co-workers, and offers advanced analysis.

He Edt View Higtory Bookmarks Moils Help

] # @ httoumwwcloudshark argicaptures/cieBbb6ag01d 11 R8E 02

k > httpy/jpacketife.n... | & v

‘ CloudShark v ApE @ Cloar - - Next

"o Tine Soarce Dest inat Lon Protocel info

D Frame 1 (84 bytes on wire, B4 bytes captured)
b Gisco HLC
b Internet Protocol, Src: 56.0.0.6 {S6.0.0.6), Dst: 224.0.0.5 (224.0.0.5)
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Sysdig

Sysdig is a powerful, cross-platform, and open-source flexible network
monitoring system designed specifically for Linux. It works with others
but with limited functionalities. Sysdig uses various monitoring and
troubleshooting tools for Linux system performance, such as:

. Strace (for discovering system calls)

J htop (for real-time process monitoring)

. iftop (for real-time bandwidth monitoring)

J netstat (for network connection monitoring)

. tcpdump (for raw network traffic monitoring)

. Isof (to know the process used to view the opened files)

Sysdig integrates all the tools mentioned above and offers them in a single
program. Users can easily capture, filter, save, modify, track, and examine
network traffic and the real behavior of Linux systems.

Sysdig features include:

o Orchestrator integrations
o Intuitive dashboards

o Cloud-platform integrations

. Application integrations

o Alerting and event management
J Vulnerability management

o Compliance/Audit report generation
o Topology maps

J Runtime error detection

. Capture files

. Single sign-on



https://sysdig.com/products/monitor/

Debooke

Debooke is one of the simplest and most powerful network monitoring
and traffic analyzer tools for macOS. It allows users to intercept and
monitor the network traffic of any device in the same subnet. It helps to
capture data network packet data from mobile, printer, Mac, TV. Features
of Debooke:

J Keep track of Wi-Fi bandwidth use and consumption

. Help with network monitoring and in-depth analysis

J Display the Wi-Fi clients and the APIs to which they’re associated
. Scan IP, LAN to keep track of all the active and connected devices

plutiog Ou own alfic oy (s Larget has been s

4.22 BASIC CONCEPTS OF THE NETWORK TRAFFIC

IP Addresses: It was designed for the devices to communicate with each
other on a local network or over the Internet. It is used for host or network
interface identification. It provides the location of the host and capacity of
establishing the path to the host in that network. Internet Protocol is the set
of predefined rules or terms under which the communication should be
conducted. The types of IP addresses are IPv4 and IPv6.

. IPv4 is a 32-bit address in which each group represents 8 bits
ranging from O to 255.

° IPv6 is a 128-bit address.

IP addresses are assigned to the host either dynamically or static IP
address. Most of the private users have dynamic IP address while business
users or servers have a static IP address. Dynamic address changes
whenever the device is connected to the Internet.

Computer Ports: The computer ports work in combination with the IP
address directing all outgoing and incoming packets to their proper places.
There are well-known ports to work with like FTP (File Transfer
Protocol), which has port no. 21, etc. All the ports have the purpose of
directing all packets in the predefined direction.

Analyzing Network Traffic
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Protocol: The Protocol is a set of predefined rules. They are considered as
the standardized way of communication. One of the most used protocol
is TCP/IP. It stands for Transmission Control Protocol/ Internet
Protocol.

OSI model: OSI model stands for Open System Interconnect. OSI
model has seven layers, namely, Application layer, Presentation layer,
Session layer, Transport layer, Network layer, Data link layer, and
the physical layer. OSI model gives a detail representation and
explanation of the transmission and reception of data through the layers.
OSI model supports both connectionless and connection-oriented
communication mode over the network layer. The OSI model was
developed by ISO (International Standard Organization).

Most used Filters in Wireshark

Whenever we type any commands in the filter command box, it
turns green if your command is correct. It turns red if it is incorrect or
the Wireshark does not recognize your command.

M Ethemet -
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Ao [IRREB 22T IS5 5 QQAQH

1 tep.analyss.fags BT ~) Expression

es on wire (432 bits), 54 bytes captured (432 bits) on interface 0
Ethernet II, Src: HewlettP_bd:3d:1d (18:60:24:bd:3d:1d), Dst: D-LinkIn db:f7:67 (74:da:da:db:f7:67)
Internet Protocol Version 4, Src: 192.168.1.9, Dst: 148.251.77.80

Transmission Control Protocol, Src Port: 61131, Dst Port: 89, Seq: 1, Ack: 2, Len: @

74 da da db 7 67 18 60 24 bd 3d 1d 08 80 45 00 t-- g .= - E
00 28 1f 6b 40 00 30 86 37 68 c0 a8 @1 @9 94 fb (k@ -~ 7h
4d 50 ee cb 0 50 90 e6 44 el bc f4 83 51 50 18 MP---P-- D
00 ff 00 af 00 00

o

Fig ()

M “Ethernet =
File Edit View Go Capture Analyz elephony  Wireless Tools  Help
aAm 2@ BRE ] e
(A Ti(arp or ns or icmp)] [X] Expressi
No. Time Source Destination Protocol  Length Info

22 1.458399 216.55.200.174 192.165.1.9 wp 60 443 » 49927 Len=16

23 1.460751 192.165.1.9 216.58.200.174 wp 70 49927 » 443 Len-28

25 2.150211 192.168.1.25 239.255.255.25@ SSDP 216 M-SEARCH * HTTP/1.1

26 2.845392 192.168.1.17 239.255.255.250 sSSP
27 3.126627 192.
28 3.334879 148.

Ack=1 Win=257 Len=0

74 da da db f7 67 18 60 24 bd 3d 1d 08 0 45 @0 t - g $.= E
©0 28 1f 6b 40 00 80 @6 37 68 O a8 01 09 94 fb - (-k§- - Th
4d 50 ee cb 00 50 90 €6 44 el bc f4 88 5150 10 MP---P-- D-- QP
o0 ff 00 af 00 0

Fig (6)
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No. Time Source Destination Protocol  Length Info
220953468 23.76.156.49 202.168.1429 Ter T L T e e D S e ot 1ot
e ey e ety o
SmEED e MarkUnmatcpacket | CuleM beay
26 20.363838 192.168.1.9 23.76.156.49 Ignore/Unignore Packet Ctri+D. =83 Ack=152 Win=65536 Len=0
7 oovies  23.76.456.49 12158100 e oy 152 Ackess win-2e212 Lenco
> Frame 24: 60 bytes on wire (480 bits), 60 ured (48 Time Shift.. Ctrl+ShifteT

> Ethernet II, Src: D-LinkIn_db:f7:67 (7. ), DSt Packet Comment. CtrleAlteC
> Internet Protocol Version 4, Src: 23.76.156.49, Dst: 192.168
> Transmission Control Protocol, Src Port: 89, Dst Port: 61789 Edit Resolved Name
Apply as Fiter >
Prepare 2 Fiter >
Conversation Fitter >
0000 18 6@ 24 bd 3d 1d 74 da da db f7 67 @8 00 45 60 5= Colorize Conversation L2
0910 00 28 51 62 40 @0 3c 06 78 9f 17 4c 9c 31 co a8  -(Q'@,  SCTP >
0920 @1 09 60 50 f1 5d 9c 22 od 32 5a of 1 2 50 10 > s G
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UDPStream  Ctrl+Alt+Shift+U
Copy >
TiSStream  CtrlsAltsShiftsS
Protocol Preferences o HTTP Stream  Ctrl+Alt+Shift+H
Decode As...
Show Packet in New Window.
Fig (7)
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File Edit View Go Captue Analyze Statistics Telephony Wireless Tools Help

BRERex>=FoE[Haqaan

Source Destination Protocol  Length Info

587 188.302184 192.168.1.9 23.200.239.129 TP 66 62556 > 80 [SYN] Seq=@ Win=64240 Len=0 MSS=146@ WS=256 SACK_PERM=1
588 188.310225  23.200.239.129 192.168.1.9 e 66 80 > 62556 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1469 SACK PERM=1 WS=128

> Frame 6: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

> Ethernet II, Src: HewlettP_bd:3d:1d (18: :3d:1d), Dst: Dell 24:9:35 (10:7d:1a:24:f9:35)
> Internet Protocol Version 4, Src: 192.16:
>

0000 10 7d 1a 24 79 35 18 60 24 bd 3d 1d 3 00 45 00
0010 08 34 38 66 40 00 80 06 3e Tf cO a8 @1 89 cO a8
0020 @1 05 4 57 le 00 a6 c5 fb ab 00 00 00 00 50 02
0030 fa o 3b 7 00 00 B 64 05 ba 61 03 03 08 01 61
0040 04 02

Fig (10)

Below is the list of filters used in Wireshark:

Filters Description

p,addr It is used to specify the IP address as the source or
Example-ip,addr—=10.0.10.142 the destination.
ip.sre

ip.dst

protocol This command filters based on the protocol. It
Example- dps or http requires the packet to be either dns protocol or http
‘Dns andhttp'is never used. protocol and will display the traffic based on this.
top.poxt It sets filter based on the specific port number.
Example: tep port=443

4. udp.port It is same as tgp poxt. Instead, ydp is used.

. Wireshark can flag TCP problems.
exampleis shownin fig(3).

610

For example, !(ayp or dns or icmp)

This is shown in fig (6).

Select any packet. Right-click on it and select Follow'
andthenselect' TCP stream.’ Shown in fig. (7).
top.contains the filter

For example-tgp contains Facebook

Or

udp.contains Facebook

For theresponses or the response code, youcantype
hitpresponse.code=200
tepflags.syn=1
isis shown in fig (10).
top.flagszeset

It is used to filter the list of protocols or applications,
in which we are not interested.

It is used if you want to work on a single connection
on a TCP conversation.

It is used to display the packets which contain such
words.

It will display all the http requests in the trace file.

This will display all the packets with the sync built-
intcp header setto 1.
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4.23 WIRESHARK PACKET SNIFFING

Wireshark is a packet sniffing program that administrators can use to
isolate and troubleshoot problems on the network. It can also be used to
capture sensitive data like usernames and passwords. It can also be used in
wrong way (hacking) to ease drop.

Packet sniffing is defined as the process to capture the packets of data
flowing across a computer network. The Packet sniffer is a device or
software used for the process of sniffing.

Below are the steps for packet sniffing:

J Open the Wireshark Application.

. Select the current interface. Here in this example, interface is
Ethernet that we would be using.

° The network traffic will be shown below, which will be continuous.
To stop or watch any particular packet, you can press the red button
below the menu bar.

& Capturing from Ethemnet
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

mio  BREses=TsEEaaan
(AT fit Ct [
No. Time Source Destination Protocol  Length Info
292 14.292031  fe80::3d37:c0cd:63a.. FFO2::1:2 DHCPVE 145 Solicit XID: Oxef2214 CID: 000100012478f05e588a5a4a43cd
| 2931432504 192.168.1.1 192.168.1.255 wop 62 2008 + 2008 Len=20
| 20414.327047  192.168.1.11 192.168.1.255 uop 62 2007 + 2007 Len=20
| 295 16.8m59  192.168.1.11 192.168.1.255 uop 62 2008 + 2008 Len=20
206 14.442756  192.168.1.11 192.168.1.255 wop 52 2007 + 2007 Len=20
| 29714522281  fes0::bddd:7b9a:dee.. f02::1:ffcd:a83c  ICHPVE 86 Neighbor Solicitation for fe80::75e0:e904:d2cd:a83c from 10:e7:c6:7asafde
L 20814.586603  192.168.1.11 192.168.1.255 vop 62 2088 + 2008 Len=20

Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits) on interface @

Ethernet II, Src: HewlettP_8d:41:2b (84:34:97:8d:41:2b), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Protocol Version 4, Src: 192.168.1.11, Dst: 192.168.1.255

User Datagram Protocol, Src Port: 2008, Dst Port: 2008

Data (20 bytes)

Ff ff ff ff ff ff 84 34 97 8d 41 2b @5 00 45 00 4 A+ E
00 30 ec e7 @0 00 80 11 c9 7a @ a3 01 @b c@ a8 ‘@ z
@1 ff @7 ds @7 d8 @0 1c @6 fe 42 43 20 31 35 44 BC 15D

45 53 4b 54 4f 50 2d 44 37 3@ 51 53 37 35 ESKTOP-D 70Q575

Apply the filter by the name 'http.' After the filter is applied, the screen
will look as:

& “Ethemet - X
Fie Edt View Go Cpture Anshze Ststitics Telephony Vireless Tools Help
mae RE Re=2=sF85EQaQQHE
B0 - Expression. +
Oestiaton Protocol_Length Info
@ 7 wireshark Ethernet_20130917102610_a17164.pcapng Packets: 392 - Displayed: 0 (0.0%) Profie: Default




The above screen is blank, i.e.; there is no network traffic as of now. Analyzing Network Traffic
Using Wire Shark

Open the browser. In this example, we have opened the 'Internet
Explorer.' You can choose any browser.

As soon as we open the browser, and type any address of the website, the
traffic will start showing, and exchange of the packets will also start. The
image for this is shown below:

r- =]
(g e =Saaqan
([[htn B 4| st = B =
. Tme Protocal  Length
2296 19.387959 ocsp s = O ® = (L
2313 19.412079 HTTP 200 o
2320 19.421923 ocsp 842 © https://www.javatpoint.com Tutorials List - J...
2341 19.432014 HTTP 294
2343 19.442814 ocsP 842 £ www
2750 23.909948 HTTP 639 .
2756 24.032022 HTTP 356 [ B
Frame 412: 290 bytes on wire (2320 bits), 290 bytes captured (2320 bits) on [
Ethernet II, Src: HewlettP_bd:3d:1d (18:6@:24:bd:3d:1d), Dst: D-LinkIn_db:f7| REA
Internet Protocol Version 4, Src: 192.168.1.9, Dst: 117.18.237.29 Bl KINGINEW MibtoailicachesiaraySoval
Transmission Control Protocol, Src Port: 64397, Dst Port: 86, Seq: 1, Ack: 1| projects. Watch LIVE TV
Hypertext Transfer Protocol 3 ]

My Feed ¢ Personalise | News Entertainment Sports - ideFesa §3%

74 da da db 7 67 18 60 24 bd 3d 1d 08 0 45 60t - g

0114 57 ac 40 00 50 06 7e 54 <0 28 01 09 75 12 - W@
ed 1d fb 8d €0 50 5c c4 16 61 61 cf 75 fd 56 18 P
€100 ed 39 60 00 47 45 54 20 2f 4d 46 45 77 54 -9 -GE T /MFEWT

7a 42 4e 4d 45 73 77 53 54 41 4a 42 67 55 72 44 ZBMHESwS TAIBGUrD
67 4d 43 47 67 55 41 42 42 54 42 4C 30 56 32 37  gHCGGUAB BTBLOV27

52 56 5a 37 4c 42 64 75 6f 6 25 32 46 6e 59 42  RVZ7LBdu omk2FnY8

34 35 53 50 55 45 77 51 55 35 5a 31 5a 4d 49 42 4SSPUEWQ USZIZHID

48 57 4d 79 73 25 32 42 67 68 55 4e 6f 5a 37 4f  HWys%28 ghUNoZ70

72 55 45 54 66 41 43 45 41 69 49 7a 56 4a 66 47 rUETFACE ALIzVIfG

10 5352 45 54 52 53 6C 67 70 48 65 75 56 49 25 33 SRETRSIg pHeuVI%3
2000 44 20 48 54 54 50 2f 31 2e 31 d 0a 43 6f Ge Ge D HTTP/1 .1--Conn
65 63 74 69 6f Ge 3a 20 4b 65 65 70 2d 41 6c 69  ection: Keep-Ali
20d0 76 65 0d 0a 41 63 63 65 70 74 3a 20 2a 2f 22 0d  ve -Acce pt: */*
0 @a 5573 6572 2d 41 67 65 6e 74 3a 20 4d 69 63  -User-Ag ent: Mic
70 72 6F 73 6f 66 74 2d 43 72 79 70 74 6f 41 50 49 rosoft-C ryptoAPT
2f 31 30 2¢ 30 0d 0a 48 6f 73 74 3a 20 6f 63 73 /10.0:H Ost: ocs

R nrNEE NN REan e Do more vith Microsoft Edge - the fast, new browser built [ e oo

ed ea for Windows 10.
@ 7 wireshark_Ethernet_20190917103353_207276.pcapng || Packets: 2784 - Displayed: 14 (0.5%) | Profile: Default
M Etrernet - >
RER &= Qaaan
W Tutorals List - Javatpoir X ‘ & SRR
No. Time Source Destnaton Protocol  Length Info ;
4384 36.800619 151.139.128.14 192.168.1.9 ocsp. 526 Response S - O o @ httpsy/wwwja B Y
4469 37.694621  192.168.1.9 117.18.237.29 HTTP 294 GET /MFEWTZBNMESWSTAIBGUFDEHCGRUABBTAVATY —~
4472 37703539 117.1. 192.168.1.9 ocsp 654 Response javanoint
4707 38092383 192.163.1.9 172.217.167.227 HTTP 291 GET /gts101/MFIWUDBOMEwS JAIBEUDEHCGRUA
4720 38.105043  172.217.167.227 192.168.1.9 ocsp 768 Response
6629 40.063582  192.168.1.9 117.18.237.29 HTTP 292 GET /MFEWTZBNMESWSTAJBRUrDgHCGRUABBTPIV) Cusiom Search [ a2 |
6630 40.071858  117.18.237.29 192.168.1.9 ocsp 842 Response
Frame 412: 290 bytes on wire (2320 bits), 290 bytes captured (2320 bits) on interface @ = e —— o

Ethernet II, Src: HewlettP_bd:3d:1d (18:60:24:bd:3d:1d), Dst: D-LinkIn_db:f7:67 (74:da:da:db:f7:67)
Internet Protocol Version 4, Src: 192.168.1.9, Dst: 117.18.237.29

Transmission Control Protocol, Src Port: 64397, Dst Port: 80, Seq: 1, Ack: 1, Len: 236

Hypertext Transfer Protocol |

CCNA Training in Noida - 100% Placement gua
india's #1 Cisco Training Lab in Noida with Real equipment for practicals
networkershome_com

74 da da db 7 67 18 60 24 bd 3d 1d 08 00 45 00 t g $.= ‘E

©1 14 57 ae 40 00 80 06 7e 54 c@ a8 @1 89 75 12 W@ ~T - ou
ed 1d fb 8d 0@ 50 Sc c4 16 @1 61 cf 75 fd 50 18 P\ auP

01 00 ed 39 00 00 47 45 54 20 2f 4d 46 45 77 54 9. -GE T /MFEWT .

7a 42 4e 4d 45 73 77 53 54 41 4a 42 67 55 72 44  zBNMEswS TAJBEUFD Javatpomt - The Best Portal to Learn Tec|

67 44 43 47 67 55 41 42 42 54 42 4c 30 56 32 37  gHCGEUAB BTBLOV27
5256 5a 37 4c 42 64 75 6f 6d 25 32 46 Ge 59 42  RVZ7LBu om¥%2FnYB

34 35 53 50 55 45 77 51 55 35 5a 31 5a 4d 49 42 4SSPUEwQ USZ1ZMIJ Job oriented java T point Industrial
48 57 4d 79 73 25 32 42 67 68 55 4e 6f Sa 37 4F  Hiys¥28 ghUNoZ70 training training

72 55 45 54 66 41 43 45 41 69 49 7a 56 4a 66 47  rUETFACE AiIzVITG

53 52 45 54 52 53 6¢ 67 70 48 65 75 56 49 25 33  SRETRSlg pHeuVI%3
44 20 48 54 54 50 2f 31 2e 31 0d @a 43 6f 6e 6e D HITP/1 .1 Conn

Do more with Microsoft Edge — the fast, new browser

65 63 74 69 6F 6e 32 20 4b 65 65 70 2d 41 6c 69  ection: Keep-Ali X
76 65 @d @a 41 63 63 65 7@ 74 3a 20 2a 2f 2a @d  ve Acce pt: */* built for Windows 10.
2 5573 65 72 24 41 67 65 Ge 74 3a 20 4d 69 63  User-Ag ent: Mic
72 6F 73 6f 66 74 24 43 72 79 7 74 6f 41 50 49 rosoft-C ryptoAPT Change my default
2f 31 30 2¢ 30 0d 0a 48 6f 73 74 3a 20 6f 63 73 /10.0 ‘H ost: ocs
76 2¢ 64 69 67 69 63 65 72 74 2¢ 63 6f 6d @d @a  p.digice rt.com Don't ask again il
ed 6a
<
@ 7 wireshark Ethemet 2019091710353 a07276.0caona | padkets: 6268 - Disolaved: 44 (0.7%) I profe: Defauit

The above process explained is called as packet sniffing.
Username and password sniffing

It is the process used to know the passwords and username for the
particular website. Let's take an example of gmail.com. Below are the
steps:

J Open the Wireshark and select the suitable interface.

o Open the browser and enter the web address. Here, we have entered
gmail.com, which is highly secured. Enter your email address and
the password. The image is shown below:

83



Networking with Linux

84

=] <

a cless Tools Hel B | ™1 Gmail- Free Storage and &n | G Gmail x
= aqaan
<~ = ¥ » & https;//accounts.google.com/signin/v2/s
Destraton Protocol  Length
192.165.1.255 uop.
192.165.1.255 uop. 62
192.165.1.255 uop. 62
192.165.1.255 uop. 62 G I
192.165.1.255 uop. 52 oogle
192.165.1.255 uop. 62
3325 53.383026  192.165.1.11 192.165.1.255 uop. 52 Welcome

> Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interf|
Ethernet II, Src: Giga-Byt S0:cfiec (e0:dS:Se:S@:cfiec), Dst: IPvamcast_16 ( @ riyak39es@gmail.com v
Internet Protocol Version 4, Src: 192.168.1.24, Dst: 224.0..22
Internet Group Management Protocol

[ Enter your password

R
01 00 5¢ 00 00 16 <0 d5 5 50 f ec 08 00 46 00~
9016 @@ 28 of 59 00 00 @1 62 73 a@ cO as @1 18 @ 00 Yy .
00 16 94 04 00 00 22 00 fb 01 60 00 00 01 02 00 - Forgot password? Next
22 00 00 0 66 06 fc 00 60
Do more with Microsoft Edge — the fast, new browser built . .
9 Change my default ~ Don'task again X
for Windows 10.
(YT p— Packets: 3341 - Diplayed: 3341 (100.0%) [T Profie: Defout

o Now, go to the Wireshark and on the filters block, enter 'frame

contains gmail.com.' Then you can see some traffic.

A “Ethemet = X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
) ERE Qe =T 8= Q Qe
([ Jframe contains gmail.com ] Expression... | +
. Time Source Destnaton Protocol  Length Info
| 12418 15.150631 192.168.1.9 216.58.196.197 TLSv1.2 252 Client Hello
| 142115.161114  192.168.1.9 216.58.196.197 Tisvi.2 252 Client Hello
| 1426 15.241733 216.58.196.197 192.168.1.9 TLSv1.2 1484 Server Hello
| 1431 15.251192 216.58.196.197 192.168.1.9 TLSV1.2 1484 Server Hello

> Frame 1418: 252 bytes on wire (2016 bits), 252 bytes captured (2016 bits) on interface 0

> Ethernet II, Src: HewlettP_bd:3d:1d (18:60:24:bd:3d:1d), Dst: D-LinkIn_db:f7:67 (74:da:da:db:f7:67)
> Internet Protocol Version 4, Src: 192.168.1.9, Dst: 216.58.196.197

> Transmission Control Protocol, Src Port: 51773, Dst Port: 443, Seq: 1, Ack: 1, Len: 198

> Transport Layer Security

db 7 67 18 60 24 bd 3d 1d 08 00 45 00
dd 40 20 80 06 3a 7b co as 01 09 d3 3a
3d 01 bb ae 1e ff c2 23 5f b7 eb 50 18
89 00 00 16 03 ©3 00 c1 01 00 00 bd 03
79 eb 92 6 8e ee 26 7c bl 9c 3d a4 26
86 54 6c 81 97 19 4a T8 da 41 ee 45 61
26 <0 2c €@ 2b <0 30 o 2f o 24 cO 23
27 c0 @a €0 09 <0 14 @ 13 00 9d 00 9C

#
©0 60 18 60 http/1. 1

03 02 01 60 ff 61 60 01

@ 7 wiresherk Ethemet_20190917114452_205692 pczprg || Packets: 3667 - Displayed: 4 0.1%)

| Profile: Default

o Right-click on the particular network and select 'Follow', and then
'"TCP Stream.' You can see that all the data is secured in the

encrypted form.

M “Ethemet M Wireshark - Follow TCP Stream (tcp.stream eq 35) - Ethernet -

<.5./.
gmail.com.

Source. Destnation

5 M X
h2. .

1417 15.159161  192.168.1.9 216.58.19 |.....081.0 ..U....US1.0...U.

1418 15.159631  192.168.1.9 216.58.19 | ..Google Trust Services1.0...U...

1422 15.166536  216.58.196.197 192.168.1 |GTS CA 1010..

1431 15.251192 216.58.196.197 192.168.1 |190823102919Z.

1432 15.251195  216.58.196.197 192.168.1 |19112116291976c1.0 e

Californial.o
Mountain Viewl.o

Frame 1418: 252 bytes on wire (2016 bits), 252 byt
Ethernet II, Src: HewlettP_bd:3d:1d (18:60:24:bd:3)

> Internet Protocol Version 4, Src: 192.168.1.9, Dst

> Transmission Control Protocol, Src Port: 51773, Ds|
Transport Layer Security

Google LLC1.6.

3.1]...06..R.g..X...NTZ?

T

.Ceo]._;0.9. 2.10
o .0

U.%..0
. +od

Xovo'

200 74 da da db 7 67 18 66 24 bd 3d 1d 8 00 45
210 @0 ee 60 dd 40 00 30 O
20 4 cS ca 3d 01 bb ae le
30 @4 00 32 89 00 00 16 63
040 @3 5d 82 79 eb 92 o6 3e
050 ef 65 17 86 54 6c 81 97
2d 00 00 26 @ 2c c0 2b
0 28 <o 27 <0 @a <0 09
030 0 3d 00 3c 00 35 00 2f 00 0a @1 00 00 6o 00
67
o
o
0
e

oooocto .+0d. .+
.crtel..u....o..  gmail.com..*.g:

- -http: //crl.pki.goog/6Ts101.crlo.
r.'Wk3..aw. .u.8. .hTK.....L.<
< X0Bp. .. "B ..75y..{.V...1.<.1.

©.GOE. MHP.V.vhx....8d".....°d...5....
DT D RN T St A

£0..2.K baN. Xohw..
4...2'0...[..S\(KIL..Uq..

00 0e 00 oc 00 00 09 PR
L.NO..30..2. .00

020 00 05 60 05 01 00 00
200 1d 00 17 00 15 00 0b

C..<l.

ec 02 68 .0L1 @...U....GlobalSign Root CA - R21.0.

mail.cond! ..U

+.

o
00 @8 68 74 74 70 2f 31 2e 31 00 17 00 00 00 18
o0

070 06 00 10 03 02 01 00 ff 01 00 o1 Packer 1432, 4 clentphes. & server pie. S . Cick o selec

Entre conversaton (3743 bytes) v Show and save dataas [ASCIT Stream [35 2]
P ==
@ 7 wireshark_Ethernet_20190917114452_a05692.pcapng Fiter Out This Stream Print Saveas... Back. Close Help

profi

In the arrow shown above, the 'show and save data as' has many choices.
These options are- ASCII, C Arrays, EBCDIC (Extended Binary



Coded Decimal Interchange Code), etc. EBCDIC is used in mainframe
and mid-range IBM computer operating systems.

4.24 WIRESHARK STATISTICS

The Wireshark provides a wide domain of statistics. They are listed below:

A e M Wireshark - Resolved Addresses - C:\Users\mahesh\AppData\Loca\Temp\wireshark_Ethemet 2019017150032_316804 pcapng 70X R -

# Resolved addresses found in C: Pt ocal\Temp\wi _Ethernet_20196917150032_a16804.pcapng A

# Comments 3 -] Bxpression...  +
M emd o) Bpression.. ¥

# lNo entries.
# Hosts
# 2 entries.

23.200.239.129 21488.dscd. akamai.net
23.200.239.144 21488.dscd. akamai.net

Fr 62 bytes on wire (a9 |5 Services

ame
Ethernet II, Src: HewlettP_8d
Internet Protocol Version 4,
User Datagram Protocol, Src Bl |anoto-rendezv  3715/tcp
Data (20 bytes) anoto-rendezv  3715/udp

i 1174/tcp
1174/udp

# 6073 entries.

4889/tcp
2348/tcp
2348/udp

nssocketport  3522/tcp
nssocketport  3522/udp
pads  7237/tep
brdptc  2155/tcp
brdptc  2155/udp
mtrace  33435/udp
hp-device-disc 3329/tcp
hp-device-disc 3329/udp

biap-mp 1962/udp

questdb2-nchr  5677/tcp

questdb2-Inchr  5677/udp

grubd  3136/tcp

grubd  3136/udp

cab-protocol  595/tcp v

o1 o [ [ shon = [ profe: et

O 7 wireshark Ethernet_2019091715(]

Fig (b)
- 8 x
M Wireshark - Protocol Hierarchy Statstics - Ethemet - o x
Bpresson +
No. Time Protocol N Percent Packets  Packets Percent Bytes Bytes Bits/s EndPackets EndBytes EndBits/s ~ ~
| 133862854779 |v Frame 1000 1357 1000 100892 13k 0 0 3
| 1337 62.854926| | v Ethemet 1000 1357 73 18998 2375 0 0 0
| 1338 62073502 Link Layer Discovery Protocol 01 1 00 % 05 1 4 s
| 1339 62.973564 ~ Intemet Protocol Version 6 21 2 10 n0 1 o 0 0
| 134 3007671 < User Datagram Protocal 20 7 02 2 270 0 0
| 1341 63.097877 Simple Service Discovery Protocol 15 2 83 o1s3 1144 21 13 14
| 1342 63213500 Link-local Multcast Name Resolution 01 2 00 5 2 “ s .
L e e aacea DHCPVG 03 4 03 @ a4 @ .
Frame 1: 62 byte Internet Control Message Protocol v6 01 1 00 u 3 1 2 3
Ethernet IT, Sr ~ Intemnet Protocol Version 4 o756 1325 %2 25628 339 0 0 0
Internet Protoc ~ User Datagram Protocol o14 1210 ) %20 1240 0 0
User Datagram Pr Simple Service Discovery Protocol 48 & 150 16457 2057 65 Tea57 207
Datag(2albyFSg NetBIOS Name Service 04 5 03 00 37 6 300 37
' NetBIOS Datagram Service 01 1 02 w5 0 0 0
' SMB (Server Message Block Protocol) 01 1 01 mouoo 0 0
' SMB MailSlot Protocol o1 1 00 3 3 0 3 0
Microsoft Windows Browser Protocol 01 1 00 3 4 1 3 4
o000 ¥ ff 1 TF Multcast Domain Name System 01 1 00 s s 1 s s
ol :‘; Link-local Multicast Name Resolution ol 2 00 “ s 2 u 5
el Domain Name System 01 2 02 w7 o 2 w0
Data 7 116 22 23308 2014 1163 a8 2014
~ Transmission Control Protocol 39 53 17 189 236 40 89 2
Transport Layer Security 06 s 04 a4 6 e o 6
~ Hypertect Transfer Protocol 01 2 02 m » 1 2 0
Line-based text data o1 1 00 % 3 1 % 3
Data 02 3 00 3 0 3 3 0
Interet Group Management Protocol 24 2 06 G e %2 YR
dress Resolution Protocal o 01 PR m 10 ]
o daply e
© 7 wireshark_Ethernet_20150917150032 316804 pcapng Packets: 1357 - Displayed: 1357 (100.0%) Profie: Default
Fig (c)
A Ethemet - 8 x
Fle Edt View Go Capture Anshze Statistics Telephony Wireless Tooks Help
® REes=FTsEEQaan
B - eoresson.. +
Souce Destnaton Protocsl _Length Info
[ aesaEn eces 255.255.255.25  DHCP 368 DHCP Request - Transaction ID exfi7cc2ed
191713259 0.0.0.0 255.255.255.255  DHCP 364 DHCP Request - Transaction ID exfi7cczed
~ Dynamic Host Configuration Protocol (Request) -
Hessage type: Boot Request (1)
Harduare type: Ethernet (ex01)
Hardware address length: 6
Hops: @
Transaction I0: Oxf17cczed
Seconds elapsed:
Bootp flags: 0x0000 (Unicast)
Client 17 address: 0.0.0.0
Client harduace address L]
@ 7 vessage type (dhep.tye), 1byte Packets: 1743  Dplayed: 2(0.1%) || profie: Defouit
Fig (d)

Analyzing Network Traffic

Using Wire Shark
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Networking with Linux Below is the list of statistics of Wireshark along with the description:

Capture  file
properties

It includes file, time, capture, interfaces (current
interface in use), and Statistics (measurements).

Resolved
addresses

This option includes all the types of the Top IP
addresses and DNS that were resolved in your
packet capture. It gives the idea of the different
accessed resources during the packet capture
process. It is shown in fig (b).

Protocol
hierarchy

It is named as the tree of all the protocols listed in
the capture process. The image is shown above in

fig (c).

Conversations

Each row of the list gives the statistical value of a
particular conversation.

Endpoints

It is defined as a logical endpoint of the separate
protocol traffic of the specified protocol layer.
For exampleO IP address will send and receive all
types of the packet to the particular [P addresses.

Packet lengths

It simply displays the characteristics of different
packets lengths determined in the network.

M Wireshark . Packet Lengths - Ethernet - o X

Topic / Item Count Average Minval Maxval Rate(ms) Percent Burstrate Burststart

v Packet Lengths 1357 8098 54 581 00212 100% 01300 18043
0-19 0 - - - -
20-39 0 - - - 0.0000
40-79 1244 6190 54 78 0.0194
80-159 2 10277 84 145 0.0003
160-319 55 20855 168 243 0.0009
320-639 36 53217 413 581 0.0006
640-1279 0 - -
1280-2559 0 - - - 0.0000
2560-5119 0 - - - 0.0000 -
5120 and greater 0 = - - 0.0000 0.00% -

18.043
4941
0.624
12702

Display filter: Enter a display fite =

Copy save as. Close.

I/O Graphs

It is the term used to display the graph of the
captured packets. You can also apply filters during
this process.
The process is explained below in detail.

Service
Response
Time

It is the type of information which is available for
many protocols. It is defined as the time it takes
between the request and the response time. The
protocol for which this service is available are:
AFP (Apple Filing Protocol)

CAMEL

DCE-RPC

DIAMETER

FC (Fiber Channel)

GTP (GPRS Tunneling Protocol)

H.225 RAS

LDAP (Lightweight Directory Access Protocol)
MEGACO

MGCP (Media Gateway Control Protocol)
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NCP (NetWare Core Protocol)

ONC-RPC

RADIUS

SCSI

SMB (Server Message Block Protocol)

SMB2 (Server Message Block Protocol version 2)

DHCP
(BOOTP)
Statistics

It is implemented as the option of BOOTP. DHCP
is client/server protocol, dynamically used to
assign IP addresses to a DHCP client. If DHCP
does not work, then some computer system uses
APIPA (Automatic Private IP Address) to assign
the IP addresses.

ONC-RPC
Programs

It stands for Open Network Computing- Remote
Procedure Call. It can use TCP and UDP as its
transport protocol. ONC-RPC cannot be applied
directly to filter in a capture process, but you can
use TCP or UDP to filter on that one. It is shown
in fig (d).

29West

It is defined as ULLM technology. It stands for
Ultra-Low Latency Messaging.

ANCP

It stands for Access Node Control Protocol. It is
an L2CP (Layer 2 Control Protocol) and a TCP
based one. It has its adjacency layer which decides
the messages exchange by the ANCP endpoints
with the use of 'Capabilities.'

BACnet

It was designed specially to meet the
communication needs of control systems and
building automation. It is used for applications
such as fire detecting systems, light control, etc. It
provides the structure to exchange information
despite the particular building service it performs.

Collectd

It 1s used to monitor the traffic on the specific
TCP port.

DNS

It stands for Domain Name Server, which gives a
detailed analysis of the DNS traffic. It provides
the list of the codes returned in DNS. You can
also view the errors through the traffic.

Flow-graph

It is a method to check connections between the
client and the server. It is an efficient way to
verify the connections between two endpoints. It
also assists us with troubleshooting capabilities.

HART-IP

It gives the detail for the response, request,
publishes, and error packets. It stands for
Highway Addressable Remote Transducer over IP
stats.

HPFEEDS

It determines the 'payload size per channel and
Opcodes.'

HTTP

It has four options:

Analyzing Network Traffic
Using Wire Shark
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o Packet counter (request types and response
codes)

o Requests (based on URL and the host)

o Load distribution (based on server address
and host)

o Request sequences (sequences the HTTP's
capture request as a tree)

HTTP2 It is the HTTP version 2.

Sametime It is used to analyze the slow network traffic when
the server and client have the sametime.

TCP  Stream | It is explained below in detail:

Graphs

UDP Multicast | Through this command, stream parameters and

Streams burst parameters can be set. It includes OSPF,
IGMP, and video streams.

F5 It includes the virtual server distribution and the
tmm distribution. It specifies the tcpdump
commands.

IPv4 Statistics | These options determine all addresses, destination
IPv6 Statistics | and ports, IP protocol types, and the source and
destination address.

4
R B ] & = & Wireshark- 10 Graphs - Ethernet - o X
(T ct | Expression. +
No. Source. Wireshark IO Graphs: Ethernet
273 24.570702  192.168.1.9
274 25.260961  192.163.1.10 1
275 25.906067  192.168.1.9 /
276 25.996724  172.217.163.1] ol /\
277 26.079446  192.168.1.21 / |
278 26.167164  192.168.1.24 [
279 26.445471  192.168.1.5 [
A [ L
Frame 1: 60 bytes o A | \
Ethernet II, Src: yt_50:c | | |
Address Resolution Protocol (re: /! \ | |
|
A [\ | |
[ \ l
/ J [
1 \ [ -
oy 4 [
/ / /o | |
/ \ / \/ \ / \ | \ =
FF FF 77 £F £ 7f c0 d5 e 5 s \ / N \ / \ | |
08 00 06 04 00 01 ¢0 d5 Se S \ / \ / \ | l
0 00 00 00 60 00 Co a8 o1 ol N/ \ |
/ N \ ~ ~
00 00 00 00 2 00 00 00 00 od . T -
0 g g 2 3 E] 2
Time ()
Display Fitter  Color style ¥ Avis ¥ Field SMA Period
Line Packets None
tep.analysisflags [l Bar Packets None
+ = m & Mouse @ drags O zooms Interval |1sec v [ Time of day O Logscale Reset
Save As copy | [Copy i Close Heb
@ 7 Ethemet: <ive capture in progress> T PaKETST 279 DISpiaYeaT 279 100U, Profile: Default

It shows the graph for the network traffic. The graph will look similar but
changes as per the traffic involved. There is a table below the figure,
which has some filters. Using the '+' sign, you can add more filters and use
'-sign you can remove the existing filters. You can also change the color.

For every particular filter, you can add a colored layer, which increases the
visibility of the graph.

The tick option under the 'Enabled,' displays the layer according to your
requirements.
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For example, we have applied the filter "TCP errors' and the

be viewed easily. The image is shown below:

mae R E Q & = & Wireshark: 10 Graphs - Ethernet - o X

315 32.472224

52.4.205.159

316 32.511574  52.4.205.159
317 32.551974  192.168.1.9

318 32.687953 52.4.205.159 m
319 32.711879 52.4.205.159
32032728650 192.168.1.9

321 32.897202 192.168.1.3

Frame 1: 60 bytes on wire (480 bi
Ethernet II, Src: Giga-Byt_50:cf:
Address Resolution Protocol (requ

Packets/1 sec

Wireshark IO Graphs: Ethernet

ff ff £f ff ff f e0 d5 Se S 8
@8 00 06 04 00 01 €0 d5 Se S
60 00 00 00 00 00 o a8 o1 ol
0 00 00 00 00 00 00 00 00 0d
0 L L n n L
o & 8 2 16 £ 2 B3 32
Time (5)
Qlick to select packer 117 (95 = 32).
Enabled Graph Name Display Filter Color Style ¥ Axis Y Field SMA Period
%] All packets [ ] Line Packets None
%] TCP errors tepaanalysisflags [l Bar Packets None
+| =] [m| @ Mouse @ drags O zooms. Interval [1sec v [ Time of day. O Log scale Reset
Save As. copy | [Copyfrom v [_close Heb
@ 7 Ethemet: <ive Vst 521 USRS S0t

changes can

=3 -] Bxpresson... | +

Profie: Default

If you click on the particular point on the graph, you can watch the
corresponding packet will be shown on the screen of the network traffic.
You can also apply a filter on the particular port.

Another category of the graph comes under the option "TCP Stream

graphs.'

It gives the visualization of the TCP sequence number with time.

Below are the steps to understand the TCP Stream graphs:

. Open the Wireshark. Click on the interface to watch the network

traffic.

o Apply the filter as 'tcp.’

. Click on the option 'Statistics 'on the menu bar and select "TCP
Stream graphs' and select 'Time sequence (tcptrace). You can also
choose other options in the "TCP Stream graphs' category depending
on your requirements. Now the screen will look as:

a V= J—
A Sequence Numbers (teptrace) for 192.168.1.9:57570 = 52.0.171.210:443 70X
CWe) RBRes=F 8= Eaq
(s Sequence Numbers (tcptrace) for 192.168.1.9:57570 — 52.0.171.210:443 b
No. Time Source Destination Ethernet r
4893 113.119224  192.168.1.9 52.0.171.210
4897 113.131121  192.168.1.9 52.0.171.210
4898 113.131358 192.168.1.9 52.0.171.210 750
4915 113.422796  52.0.171.210 192.168.1.9
4916 113.425048  52.0.171.210 192.168.1.9
4919 113.468113 192.168.1.9 52.0.171.210 50
| 5016 117.626630  192.163.1.9 52.139.250.253 1050
5019 117.713384  52.139.250.253 192.168.1.9 1
| 5021 117.757864  192.168.1.9 52.139.250.253
| 5082 120.265211  192.168.1.9 216.58.200.174
| 5683 120.275489  216.58.200.174 192.168.1.9 350
| 5084 120.275611  192.168.1.9 216.58.200.174 v
Capture Length: 54 bytes (432 bits) [+
[Frame is marked: False] 0
[Frame is ignored: False]
[Protocols in frame: eth:ethertype:ip:tcp] L L ' ' L s
[Coloring Rule Name: TCP] 0 Ed E] EJ 120 150
[Coloring Rule String: tcp] Time ()
Ethernet II, Src: HewlettP_bd:3d:1d (18:60:24:0d:3d:1d), DS| iioverover e graph for demi. — 13 pks, 1014 byces — 13 phcs, 525 byres
v Internet Protocol Version 4, Src: 192.168.1.9, Dst: 52.0.17
0100 .. < version: 4 Type Tme /Sequence (teptrace) - [ select sacks Stream Switch Drection
... @101 = Header Length: 20 bytes (5) @) ces @)= Reset
Differentiated Services Field: @xee (DSCP: CSo, ECN: Not]
Total Length: 40 Save As. Help
Identification: 0x6875 (26741)
> Flaps: Ax40AA. Don't fraement 1
74 da da db f7 67 18 60 24 bd 3d 1d 08 @0 45 0@ t g $=E
0010 00 28 68 75 40 00 80 @6 O d6 cO a8 01 @9 34 0@ - (hufl--- +-- -~ 4.
ab d2 e@ e2 01 bb 75 2d e6 26 de 9e 12 8f 50 10 - u- & P
@0 fd de 33 00 o0 3
@ 7 tdentifcation (p.i), 2bytes Packets: 7342 - Displayed: 384 (5.2%) Profie: Defaul
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Now, as you zoom on the graph, you will notice the points in detail. The
lines shown are the packets. The length along the Y-axis shows how big
the packet is. You can also see the green line going up and then comes at
the same level. This means that the data has been ACK (Acknowledged).
Here going up means that more data is being sent.

The data is being sent and then ACK, this is the proper use of the TCP.
The flat line here signifies that nothing is happening.

The green line above is called 'received window.' The gap between the
received window and the packet, defines how much space is in the

received buffer.

a
A Sequence Numbers (tptrace)for 192.168.1 57570  52.0.171.210:443 x
e REI]Re=d
e —— Sequence Numbers (tcptrace) for 192.168.1.9:57570 — 52.0.171.210:443 |- BT
- 1 Ethernet . -
4919 123.468113  192.168.1.
| 066 115 , s
5016 117.626630  192.168.1.9
so19 117.713384  52.139.250.253
So21 117.757864 _ 193.168.1.9 o ®
Sos2 120.265211 3 80
so83 120.275489  216.58.200.174
So84 120.275611  192.168.1.5
So87 120.384178 192.165.1.5
5096 120.715016  52.0.171.210
S097 12072809
5100 120770672 M
e g =
[ select sacxs Stream [o_[%] [swizh Drecton
Reset
Save A reo
9.._Don. B
010 00 82 68 76 40 00 80 06 70 7b co a8 61 09 34 60 < hv@- - {4 =
ab 42 <0 o2 01 bb 75 2d <6 26 de 9e 12 8F 50 18 - -u- & . ..p
00 fd 65 a5 00 00 17 03 03 00 55 00 00 00 00 00 < u
06171 cc fd 29 e1 04 3 735212 57 09 eb da  --q ) R N
@ 7 identfication (p.id), 2bytes. Packets: 31631 * Displayed: 1710 (5.4%) Profile: Defaull

4.26 FACTS ABOUT WIRESHARK

Below are the facts or points implemented in real life:

Adding a delta column: To add any column, below are the steps:

J On any of the column menu, right-click and choose 'Column

Preferences' and then select 'Column.'

J Click on the '+' sign, and add the column by name like delta-time
and under the '"Type' category, select the

displayed.

The screen will then look as:

delta time or delta time

o
dm 0 I mRB Rcs=FaEEHaaanm
(WTply 2 displa Cul-/> ) -] Expression. +
Source Destration Protocol  Length Info Deltatine ~
192.168.1.12 239.255.255.250 ssop 216 H-SEARCH * HTTP/1.1 6.215059 —
192.165.1.39 239.255.255.250 ssop 216 M-SEARCH = HTTP/1.1 ©.053265 m—
192.168.1.39 239.255.255.250 ssop 216 H-SEARCH * HTTP/1.1 0.696902
192.168.1.39 239.255.255.250 ssop 216 M-SEARCH = HTTP/1.1 0.827660)
192.165.1.6 239.255.255.250 ssop 175 H-SEARCH * HTTP/1.1 0.237567
192.168.1.6 239.255.255.250 ssop = HTTR/1.1 0.274235
192.168.1.5 239.255.255.250 P e.070722
192.165.1.6 239.255.255.250 0.259670
192.168.1.5 239.255.255.250 0.077377
192.165.1.9 5.45.55.137 eplayed Tile Tpe Fields Field 0.000075
192.168.1.9 5.45.58.137 0.000057
192.165.1.9 5.45.55.137 TAxDTqYoHgoTBEC-yY1o.. 0.038921
192.165.1.9 52.139.250.253 1.694657
192.165.1.9 52.139.250.253 ©0.040993
192.168.1.9 52.2.254.21 o.041502 v
< L >
Frame 138: 54 bytes on wire (432 bits), ion -
Ethernet I1 bd:3d:2d (18 e displayed ~
v b=y o8y O e Absolute date, a5 YYYY-MM-DD, and time
o100 4
ength: 20 bytes
Diffe ces Field: oxoo
T
1 oxoaca (2244)
Flags: 0x400, Don't fragrent
T
B
H ox00d2 [validation
[ status: Unverified
:192.368.1.9 S
73 da da db 7 67 16 60 24 bd 3d 1 < 2
010 00 25 05 c4 40 00 50 06 00 d2 cO a =
fa fd dd 61 61 bb 2 d8 d6 bS ae 5 | <
01 01 4a b 00 00
Concel vep | |
@ 7 identification (p.id), 2bytes fsplayed: 157 (100.0%) * Dropped: 0 (0.0%) Profile: Defaulf




Below the captured packets, the data you see in the square brackets is the
information that is not available in the packet itself. It is something that
Wireshark displays for your benefit. If you want to add anything from this
screen to the column area, you can right-click and select 'Apply as
column.' That option will be added to the capture screen.

The most important is:

3 Way-Handshake

When you are capturing your data, analyze the problem, you will get
the three-way handshake.

It contains good options like the TCP options.

From this, you can determine the shift time and figure out if you
have captured packets on the client-side or the server-side. There is a
little delay between SYN and SYN- ACK packet at server-side
while there is a more delay between the SYN and SYN-ACK at the
client-side. There is a delay at the server-side only between the
SYN-ACK and ACK. The SYN has to reach to the client. After the
three-way handshake, the data has to reach the server.

We can also notice the difference in the TCP options between the
SYN and SYN-ACK packets. The window scaling factor is also
essential, as shown below:

-9

Analyzing Network Traffic
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131 22.477915 5.45.58.137 192.168.1.9 TCP
137 26.193696 52.139.250.253 192.168.1.9 TLSv1.2

140 27.124576 52.2.254.21 192.168.1.9 TLSv1.2

[TCP Segment Len: 1460]

Sequence number: 155 (relative sequence number)

[Next sequence number: 1615 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

9181 .... = Header Length: 20 bytes (5)

Flags: @x@1@ (ACK)

Window size value: 17

[Calculated window size: 17]

[Window size scaling factor: -1 (unknown)]

Checksum: ©x2a95 [unverified]

Without three-way handshake, you cannot view the window scaling factor.

One sequence number means 1 byte of data. It also has an
importance of the TCP Stream Graphs which is already explained
above.

Under the TCP options, capture window, you can see the
information about the 'PSH byte' and 'Bytes in flight.' Right-click on
that and choose 'Apply as Column.' You can see both the columns
and data according to it. The image for this is shown below:
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M Wireshark - [u] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4n:e [[BREQRexs2=FISEQQAQE
(WTacply 2 er .. <Ctr EJ -] expresson...  +
Info Deltatine Bytesinfight  BytessentsicelastPSHfiag " A
216 -SEARCH * HTTP/1.1 0.025682 [
216 M-SEARCH * HTTP/1.1 0.108794
216 M-SEARCH * HTTP/1.1 0.057035
216 M-SEARCH * HTTP/1.1 0.309968
216 M-SEARCH * HTTP/1.1 1.000214 —
216 M-SEARCH * HTTP/1.1 0.087249 ]
216 M-SEARCH * HTTP/1.1 0.215059
216 M-SEARCH * HTTP/1.1 .653265
216 M-SEARCH * HTTP/1.1 0.696962
216 M-SEARCH * HTTP/1.1 0.827660
216 M-SEARCH * HTTP/1.1 0.070722
216 M-SEARCH * HTTP/1.1 0.077377
243 Host Announcement DESKTOP-KCBOTHD, Workstation, Server, NT Workstation 0.218968
243 Host Announcement ULTIMATE, Workstation, Server, SQL Server, NT Workstation, Potential Browser, Backup Brow.. 0.188805
356 GET /R/A3gKIDZhMTkw] QN 140T TgEEKgCTBEC- igoIBBC-yV1e.. 0.038921 302 302
636 HTTP/1.1 200 OK 0.107493 582 4962
1514 80 » 56711 [ACK] Seq=155 Ack=1 Win=17 Len=1460 [TCP segment of a reassembled PDU] 0.001290 1614 1450
1514 89 » 56711 [ACK] Seq=1615 Ack=1 Win=17 Len=1460 [TCP segment of a reassembled PDU] 0.000526 1450 2920
1514 80 » 56711 [ACK] Seq=3075 Ack=1 Win=17 Len=1460 [TCP segment of a reassembled PDU] .000000 2920 480 |,
< >
Source Port: 89 a
Destination Port: 56711
[Strean index: 3]
[TCP Segnent Len: 1460]
Sequence number: 3675 (relative sequence number)
[Next sequence number: 4535  (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
@101 .... = Header Length: 20 bytes (5)
Flags: xe10 (ACK) .
0020 01 09 00 50 [T 74 34 56 fb 62 13 b7 a1 50 10 - -PREtA Veb---P- ~
00 11 fb Of 00 00 22 @9 82 3d ff €7 88 ce d2 50 ++ee- =
47 61 b8 8b 09 63 31d3 6a @215 e2ef a5 78 d6 a--cl j
df €9 bl a0 cc 93 9b 26 2 f5 bc al @ 9f 45 a6 & J
@ 7 nectination Port (ten.detnar). 2 hutes Packets: 157 - Disnlavedt: 157 (100.0%) - Pronned: 0 (0.09) Profie: Nefail

In TCP Header, three-way handshake MSS (Maximum Header Size)
means that the maximum amount of data it can receive of TCP
payload. The image is shown below:

A *Ethernet
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

made RE ] & sz =2aaqan
[BE=S
No. Time Source Destination Protocol  Info

1 ©.000000 192.168.1.9 8.255.130.254 TCP 58804 » 80 [ACK] Seq=1 Ack=1 Win=255 Len=@

8 0.261939 151.139.105.52 192.168.1.9 TCP 80 - 58805 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=@ MSS=146@ SACK_PERM=1 i

9 0.262269 192.168.1.9 151.139.105.52 TCP 58805 » 80 [ACK] Seq=l Ack=1 Win=256 Len=0

10 ©.262972 192.168.1.9 151.139.105.52 HTTP GET /ctnca.crl HTTP/1.1

17 0.547116 151.139.105.52 192.168.1.9 TCP 80 - 58805 [ACK] Seq=1 Ack=203 Win=30720 Len=0

18 ©.548214 151.139.105.52 192.168.1.9 HTTP HTTP/1.1 304 Not Modified

19 ©.568759 192.168.1.9 151.139.105.52 HTTP GET /ca.crl HTTP/1.1

26 ©.854135 151.139.105.52 192.168.1.9 HTTP HTTP/1.1 3@4 Not Modified

27 0.869711 192.168.1.9 5.255.130.254 TCP 58806 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM=1

28 0.893888 192.168.1.9 151.139.105.52 TCP 58805 » 80 [ACK] Seq=402 Ack=421 Win=255 Len=0

29 0.942811 8.255.130.254 192.168.1.9 TCP 80 - 58806 [SYN, ACK] Seq=d Ack=1 Win=20200 Len=0 MSS=1460 SACK_PERM=1 i

3e ©.943035 192.168.1.9 8.255.130.254 TCP 58806 » 80 [ACK] Seq=1 Ack=1 Win=65536 Len=@

31 ©.943748 192.168.1.9 8.255.130.254 HTTP GET /msdownload/update/v3/static/trustedr/en/disallowedcertstl.cab?38deet

34 1.016695 5.255.130.254 192.168.1.9 TCP 80 » 58806 [ACK] Seq=1 Ack=288 Win=30336 Len=0

35 1.018488 8.255.130.254 192.168.1.9 HTTP HTTP/1.1 3@4 Not Modified

38 1.063528 192.168.1.9 TCP 58806 + 80 [ACK] Seq=288 Ack=352 Win=65280 Len=0

81 37282 85 88.95 TCP 80 » 58462 [ACK] Se 60 Le

80 - 58805 [FIN, ACK] Seq

Urgent pointer: @
v Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitted

TCP Option - Maximum segment size: 1460 bytes
TCP Option - No-Operation (NOP)

TCP Option - Window scale: 8 (multiply by 256)
TCP Option - No-Operation (NOP)

TCP Option - No-Operation (NOP)

TCP Option - SACK permitted

[Timestamps]

00 34 0a 69 40 00 80 06 a2 ac cO a3 O1 @9 08 ff 4-i@

82 fe e5 b6 @@ 5@ e@ fc cl 04 00 00 00 00 80 02
LEERER PRGN N N02 64 05 b4 @1 03 03 08 01 o

@ 7 100 Ontinne ftn antiane) 12 hutae

Parkate: RINAQ - Nisnlavar: 21 (4 59%)

MSS 1460 implies that this is per packet amount of data. This size
varies from packet to packet. Something like a router, firewall, etc.
will do MSS clamping because it knows what is going forward. It
checks the value greater than 8000 bytes and brings down it to an
appropriate level so that it can go across without fragmentation or
being dropped.

The data with the 0 is the ax coming back in the capture window.
You can notice that the data and ACK are different at each point. If
we are on the acknowledgment side, we know that we have to send
the ACK after two packets. A sender can send X amount of packets
depending on its congestion window. A sender can send packets at
once also. After the packets will go at the receiver and then the
acknowledgment comes back. The sender can send all packets



before the ACK reaches it. If the buffer has less space left, then the
sender has to send the packets according to space. The ACK arrives

on time, and if there is a delay in the ACK,

syncing will be delayed.

So above it's, just a perspective example explained.

4.27 WIRESHARK DECRYPTION

The decryption process is used for the data to
Below are the steps for the decryption process.

be in a readable format.

. Open the Wireshark and then select the particular interface as

explained above.

J Go to the 'Edit' option and select the "Preferences' option.

. A dialogue will appear as shown below

A 20 [IBREQ e sEEqaaqn
(WTevply a dplay fiter . <ci 3 -] Bpresson... +
No. M Wireshark . Preferences 7 X Deltatine Bytes| | A
51 Join group 224.0.0.251 for any sources / 0.001335
52 . | Join group 224.0.0.252 for any sources / . 0.027516
53 e (] Remember mai window size and placement Join group 239 0.005192
54 Font o Colors| Open flesin Join group 226.0.0.252 :or any sources o.005652  —
55 v O Join group 224.0.0.252 for any sources / - 0.027023
56 o T 0.002222
57 Ex:m @ This folder: Browse. 9000218
8 it Buttons Showwpto Join group 239.255.255.250 for any sources 0.010786
59 Nome Resuletion » [ Join group 239.255.255.250 for any source.. 0.046996
60 Join group 239.255.102.18 for any sources.. 0.005639
Protocols
61 RSAKeys recent fies Join group 224.0.8.252 for any sources / . 0.000002
) ot o Join group 239.255.255.250 for any source. 0.011667
6 vanead 0.033822
64 anee Display autocompletion for fiter text 0.000322
65 Wi tookar stye: TR Join group 224.0.0.252 for any sources / 0.002298
66 Join group 224.0.0.252 for any sources / - 0.005327
7 Longuage: |Use system settng v Join group 224.0.0.251 for any sources 0.085019
) Join group 239.255.255.250 for any source. 0.003179
69 Join group 224.0.0.252 for any sources / . 0.009310 .
<Hil T >
Frane 56: 62 |
v Ethernet II,
Destinatial | 5
Source: Hel
Type: Tpv4 Cancel Hep
Internet Prot
User Datagram Protocol, Src Port: 2008, Dst Port: 2008
Data (20 bytes)
FF FF FF £f 7 £ 84 34 97 5d 41 2b 03 00 45 00 4 oA E
00 30 7 ce 00 €0 80 11 be 73 cO a8 01 6b O a8 @
0020 01 ff 07 d8 07 dB 00 1c 06 fe 42 43 20 31 35 44 8C 150
0030 45 53 4b 54 4f 50 2d 44 37 30 51 53 37 35 ESKTOP-D 700575

@ 7 userDatagram rotocol (), Bbytes

Packets: 100 - Dispiayed: 1080 (100.0%) - Dropped: 0 (0.0%) Profie: Defauit

o Select the 'Protocol' option in the left column.

o From the drop-down list, select the '[EEE 802.11' option. Check the
box of decryption and click on the Edit option under it.

J A box will appear. Click on the option shown below:

a - B
® iEEeaan
Ctr 3 ) xpresson...  +
No. Time Source Destnation Protocal  Info Deltatine Bytes| A
51 2.158325 192.168.1.9 224.0.0.22 IGYPV3 Membership Report / Join group 224.0.0.251 for any sources / - 0.001335
52 2.185841 192.168.1.12 224.0.0.22 IGYV3 Pembership Report / Join group 224.0.0.252 for any sources / - 0.027516
53 2.191033 192.168.1.5 204.0.0.22 IGYPy3_Membership Report / Join group 239 0 for any sources 0.005192
54 2.196685 192.168.1 g WEP and WPA Decryption Keys 2 X 2 for any sources o.005652  ——
55 2.223708 192.168.1 . o o e e 0.027023
56 2.225930 192.168.1 0.002222
57 2.22648 192.168.| | <P Ky 0.000215
58 2236934 192.168.1) | (WeB 5.250 for any sources 0.010786
59 2.283930 192.168.1 | N P56 For any source! 0.046996
60 2.289569 192.168.1 2.18 for any sources.. 0.005639
61 2.289571 192.168.1 2 for any sources / - 0.000002
62 2.301238 192.168.1 5.250 for any source.. 0.011667
6 2.335060 192.168.1 0.033822
64 2.335382 192.168.1 0.000322
& 2.337680 192.168.1 2 for any sources / - 0.002298
6 2.343007 192.168.1 2 for any sources / .. e.005327 | |
& 2.428026 192.168.1 1 for any sources / - 0.085019
6 2.431205 192.168.1 5.250 for any source.. 0.003179
6 2.440515 192.168.1 2 for any sources / - 0.009310 J
s SO S
Frame 56: 62 bytes on wire (496 bits), 62 bytes captu
¥ Ethernet I1, Src: Hewlettp_8d:41:2b (34:34:97:8:41:2
ination: Broadcast (ff:ff:ff:fFfiff:
Source: HewlettP_8d:41:2b (84:34:97:3d:41:2b)
Type: IPv4 (0x0800) +[-][a A ¥ B
Internet Protocol Version 4, Src: 192.168.1.11, Dst:
User Datagram Protocol, Src Port: 2008, Dst Port: 200 o] [copyirom Cancel Heb
Data (20 bytes)
FF 7F FF £ Ff £f 84 34 97 8d 41 20 08 00 45 00 4 A
00 30 7 cc 00 00 80 11 be 73 cO a8 01 0b 0 23 0 s
0020 L FF 07 d 07 d8 00 1c @5 fe 42 43 20 31 35 44 8C 150
030 45 53 4b 54 4f 50 2d 44 37 30 51 53 37 35 ESKTOP-D 700575
B T 1ie b Dot ) Stee bt 4780 il 480 0 PN <m0 7 ot b

Analyzing Network Traffic
Using Wire Shark
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b=

10.

11.

12.

13.

14.

Select the option wpa-pwd and set the password accordingly.
The data will be decrypted.

But the above decryption process is only possible if there is a proper
handshake.
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VIDEO LINKS

How to Monitor Network packet details using Wireshark.
https://www.youtube.com/watch?v=Tq3CsHmDeNw.

Wireshark | 02 | Capture and analyse TCP and IP packets.
https://www.youtube.com/watch?v=AWERzjGEyRU

Wireshark | 03 | Simulate and analyse ICMP packets.
https://www.youtube.com/watch?v=rEtp2Cgkpno.
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https://www.varonis.com/blog/how-to-use-wireshark#:~:text=Wireshark%20is%20a%20packet%20sniffer,Frame%20Relay%20connections%2C%20and%20more
https://www.youtube.com/watch?v=Tq3CsHmDeNw
https://www.youtube.com/watch?v=AWERzjGEyRU
https://www.youtube.com/watch?v=rEtp2Cgkpno

10.

11.

12.

Monitor mode wireshark. Analyzing Network Traffic
https://www.youtube.com/watch?v=C9E 1 QPxktis. Using Wire Shark

How to Capture Packets with Wireshark.
https://www.youtube.com/watch?v=k6rx 1krSUAo.

Wireshark Packet Sniffing Usernames, Passwords, and Web Pages.
https://www.youtube.com/watch?v=r0l 54thSYU.

Learn Wireshark in 10 minutes - Wireshark Tutorial for Beginners.
https://www.youtube.com/watch?v=lb1Dw0elw0Q.

How to Install WireShark on Ubuntu 20.04.
https://www.youtube.com/watch?v=wVLcxgXwQPw.

Wireshark Interface Configuration.
https://www.youtube.com/watch?v=1wB3ku4TSLY.

Wireshark Tutorial - How to Capture Network Traffic.
https://www.youtube.com/watch?v=qAuu9gquivU.

Using Wireshark to Monitor Network Traffic.
https://www.youtube.com/watch?v=0Q0e_abvnMOo.

Network Traffic Analysis with Wireshark.
https://www.youtube.com/watch?v=nS8KweAV1g0.

QUIZ

framework made cracking of vulnerabilities easy like
point and click.

a) .Net

b) Metasploit
c) Zeus

d) Ettercap

Answer: b
Nmap is abbreviated as Network Mapper.

a) True
b) False

Answer: a

is a popular tool used for discovering networks as well
as in security auditing.

a) Ettercap
b) Metasploit
c) Nmap

d) Burp Suit

Answer: ¢
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Which of this Nmap do not check?

a) services different hosts are offering
b) on what OS they are running

c¢) what kind of firewall is in use

d) what type of antivirus is in use
Answer: d

Which of the following deals with network intrusion detection and
real-time traffic analysis?

a) John the Ripper
b) LOphtCrack

¢) Snort

d) Nessus
Answer: ¢

Wireshark is a tool.

a) network protocol analysis

b) network connection security

c) connection analysis

d) defending malicious packet-filtering
Answer: a

Which of the below-mentioned tool is used for Wi-Fi hacking?
a) Wireshark

b) Nessus

¢) Aircrack-ng

d) Snort

Answer: ¢

Aircrack-ng is used for

a) Firewall bypassing

b) Wi-Fi attacks

c) Packet filtering

d) System password cracking

Answer: b



10.

11.

12.

13.

14.

is a popular IP address and port scanner. Analyzing Network Traffic
. Using Wire Shark

a) Cain and Abel

b) Snort

¢) Angry IP Scanner

d) Ettercap

Answer: ¢

is a popular tool used for network analysis in
multiprotocol diverse network.

a) Snort

b) SuperScan
c¢) Burp Suit
d) EtterPeak
Answer: d

scans TCP ports and resolves different hostnames.

a) SuperScan
b) Snort
c) Ettercap
d) QualysGuard
Answer: a
1s a web application assessment security tool.

a) LC4
b) Weblnspect
c) Ettercap
d) QualysGuard
Answer: b
Which of the following attack-based checks WeblInspect cannot do?
a) cross-site scripting
b) directory traversal
) parameter injection
d) injecting shell code
Answer: d

is a password recovery and auditing tool.
a) LC3
b) LC4
c¢) Network Stumbler
d) Maltego

Answer: b 97
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15.

10.

LOphtCrack is formerly known as LC3.

a) True
b) False

Answer: b
SELF LEARNING

Wireshark relies on the WinPcap driver when running on a
Windows host.

A. True.
B. False
The TCP handshake consists of SYN, SYN/ACK, and ACK packets.
A. True
B. False

The Wireshark 10 Graph can be used to view the packets-per-second
rate of traffic.

A. True
B. False
The filter ip.addr == 10.10.10.10 can be used as a capture filter.
A. True
B. False

The promiscuous mode must be enabled when using Wireshark to
capture traffic between other hosts on a network.

A. True

B. False

Wireshark Capture Filters can be applied to saved trace files.
A. True

B. False

UDP is a connection-oriented transport protocol.
A. True

B. False

Wireshark was founded in 1990.

A. True

B. False

Originally it was named Ethereal.

A. True

B. False

Wireshark is written in C, C++.

A. True

B. False
ke ke ke ok ke ok ik



REAL TIME PROBLEM SOLVING

Unit Structure

5.0
5.1
52
53
5.4

NS3 Installation Process

EVALVID Installation Steps

Network Simulation

Procedure To Build The Simple Script In Ns3 Projects
Multi Path Tool

5.0 NS3 INSTALLATION PROCESS:

https://www.youtube.com/watch?v=NQUFgm?27FuE

5.1 EVALVID INSTALLATION STEPS

Guidelines To Install EVALID in NS3

STEP 1: FIRST OF ALL INSTALL THE NS3 INTO YOUR
SYSTEM

) gercom/evalvid-ns3... x

€ ) @ GitHub,In

US) https://github.com/gercom/evalvid-nk3/ 2 w e +y & O =
i This repositor Explore Features Enterprise Pricing —c] Sign In
[ 9" R
gercom / evalvid-ns3 Owateh 9 s 2 Yrork 3
NS3 Evalvid module by GERCOM http/www.gercom.ufpa.b
<) Code
18 2 branche 2 release 3
N e = ’ 0
[ V] masterv  evalvid-ns3 / +

adding initialised variables: m_port, m_numOfFrames into evalvid-serv...

) aphirak £8857b9a95 3
\

HTTPS

B README s ®

README.md ) & Download ZIP

5 QEANME md
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Networking with Linux STEP 2:NEXT DOWNLOAD EVALVID MODEL

Places

O recent ] "B wd - il il e
Desktop Documents Downloads evalvid-2.7 evalvid-2.7-lin ffmpegdir gpac

[ Desktop

D Documents a et il td wi w3 &)

< Downloads Music ns3 ns-allinone-3.23 openpana-0.2.4 Pictures Public Templates

dd Music r— -

@ pictures | [ -

= Videos Videos evalvid-2.7.tar.bzz  [EERCALEAL LA Examples openpana-0.2.4.tar.

@ Trash p 9

Devices.

New Volume
New Volume
New Volume
(a) Floppy Disk
Computer

L]

Network
@2 Browse Network
B3 connect to Server

“evalvid-ns3-master.zip” selected (546.5kB)

STEP 3: EXTRACT THE EVALVID-NS3-MASTER FILE

Places
O Recent il — il — ad — al
@ Home antenna a0dv applications bridge brite buildings click
[ Desktop
D) Documents e -] - -] - -] —
<+ Downloads config-store core csma csma-layout dsdv dsr energy
g3 Music
@ pictures il - - J—; -] o
= videos [ evalvid ] fd-net-device Flow-monitor internet lte mesh
@ Trash . ) ) )

Devices l -] —d ] - et
@ New volume - mobility mpi e network olsr openflow
New Volume =
Newvolume = - el - - - -
1) Floppy Disk point-to-point point-to-point- propagation sixlowpan spectrum stats tap-bridge
Computer layout

Network

L
i
‘R
i
i
1
i

R Browse Network
B connect to server

test topology-read virtual-net-device visualizer wifi

k

create-module.py wscript

£
3
@
%

“evalvid” selected (containing 9 items)

STEP 4: NEXT GO TO NS3 INSTALLATION LOCATION
CREATE DIRECTORY EVALID TO PASTE ./NS3/SRC
/EVALVID

Places
Orecet il wd e wd wul il wll
2 Home antenna aodv applications bridge brite buildings click
[ Desktop
D Documents el l et wd o ull watl
~ Downloads config-store core csma csma-layout dsdv dsr energy
dd Music
wd el wd ud wd ol wd
W Videos [ evalvid | fd-net-device flow-monitor internet Ir-wpan lte mesh
@ Trash

oevices el el el el el el
@ New Volume a mobility mpi netanim network nix-vector-routing olsr openflow
New Volume —
R | el l et ul el et
(&) Floppy Disk pointto-point point-to-point: pr spectrum stats tap-bridge
@ computer layout

P el ] d el l e et
@?Browse Network . X _—

test topology-read uan virtual-net-device visualizer wave wifi
8 connect to Server
aser "
‘ fron
inosr sasor
wimax create-module.py wscript

1 00 “evalvid” selected (containing 9 items)



Step 5:Build the evalid model help the commands are : Real Time Problem Solving
sudo ./waf configure —enable-examples
sudo ./waf build

networksimulation3@Evalvid-installation: ~/ns-allinone-3.23/ns-3.23
examples.desktop

- —allinone-3
networksimulation3@Evalvid-installation:~$ cd ns-allinone-3.23/
networksimulation3@Evalvid-installation:~/ns-allinone-3.23$ 1s
bake build.py netanim- 106 README
Blackhole-ns-3.23.patch constants.py -3.23 util.py
Blackhole-ns-3.23.patch~ constants.pyc b en-0.17.6 util.pyc
networksimulation3@Evalvid-installation:~/ns-allinone-3.23$ cd ns-3.23/
networksimulation3@Evalvid-installation:~/ns-allinone-3.23/ns-3.23$ 1s
AUTHORS LICENSE testpy.supp waf
bindings Makefile third-0-0.pcap waf.bat
blackhole.routes README third-0-1.pcap F-tool
blackhole.xml RELEASE_NOTES third-1-0.pcap wifi-wired-bridging-0-2.pcap
uil r h third-1-1.pcap wifi-wired-bridging-1-2.pcap
CHANGES . html sinkhole.routes wutils wscript

OC sinkkhole.xml utils.py wutils.py

= ples src utils.pyc wutils.pyc
lab-4.flowmon test.py VERSION
networksimulation3@Evalvid-installation:~/ns-allinone-3.23/ns-3.23$ ./waf,config
ure --enable-examplesf]

networksimulation3@Evalvid-installation: ~/ns-allinone-3.23/ns-3.23

GtkConfigStore

XmlIo

Threading Primitives

Real Time Simulator

File descriptor NetDevice
Tap FdNetDevice

Emulation FdNetDevice
PlanetLab FdNetDevice

Network Simulation Cradle

MPI Support
NS-3 OpenFlow Integration

SQlite stats data output

Tap Bridge

Pyviz visualizer

Use sudo to set suid bit
Build tests

Build examples

GNU Scientific Library (GSL)

networksimulation3@Evalvid-installation:~/ns-allinone-3.23/ns-3.23S$ I

-

networksimulation3@Evalvid-installation: ~/ns-allinone-3.23/ns-3.23

Python API Scanning Support
BRITE Integration

NS-3 Click Integration
GtkConfigStore

XmlIo

Threading Primitives

Real Time Simulator

File descriptor NetDevice
Tap FdNetDevice

Emulation FdNetDevice
PlanetLab FdNetDevice

Network Simulation Cradle
MPI Support

NS-3 OpenFlow Integration
SQlite stats data output

Tap Bridge

Pyviz visualizer

Use sudo to set suid bit
Build tests

Build examples

GNU Scientific Library (GSL)

networksimulation3@Evalvid-installation:~/ns-allinone-3.23/ns-3.23$ sudo I/waf build
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-

[2248/2259]

Modules built:

(no Python)
internet

mesh

netanim (no Python)
olsr

propagation

stats

topology-read
visualizer

wimax

aodv
buildings
csma

dsr
fd-net-device
1r-wpan

mobility
network
point-to-point
sixlowpan
tap-bridge

uan

wave

networksimulation3@Evalvid-installation: ~/ns-allinone-3.23/ns-3.23

applications
config-store
csma-layout

energy
flow-monitor

lte

mpi
nix-vector-routing
point-to-point-layout
spectrum

test (no Python)
virtual-net-device
wifi

Modules not built (see ns-3 tutorial for explanation):

brite

click

openflow

networksimulation3@Evalvid-installation:~/ns-allinone-3.23/ns-3.23% I

fHome ns-allinone-3.23

Places

O Recent ‘

examples

2 Home

[ Desktop

D bocuments

¥ Downloads

dd Music

@ Pictures

W Videos

(@ Trash
Devices

[® New volume

(@ New Volume

[® New Volume

[a) Floppy Disk

E| Computer

" » »

Network
@4 Browse Network
B Connect to Server

st_highway_cif.st

src evalvid

wd wd

helper model

def b
'

wscript

;
SR
.

highway_cif. mp4 LICENSE

R

SF zz

DME

README.md

5.2 NETWORK SIMULATION

Computer Network Simulation in the sense connection of two or more
computer system linked together for communication. Networking is the
practice of interfacing two or more computing devices with each other for
the purpose of sharing data. Computer networks are built with a
combination of hardware and software.

Types of computer network design:

J Peer-to-peer network model.
o Client/server model.



Common computer network topologies:

. Star.
. Mesh.
° Bus.

o Ring.

CLIENT

SERVER
NETWORK

Network
Printer

-~ Internet
Server

Switch

L&

" Firewall

Wireless
Access

Point( % ) »__,»'.‘_::-'-"‘""

Sample code for computer network simulation:

NS LOG INFO (“Create nodes.”);

NodeContainer nodes;

nodes.Create (2);

NS LOG _INFO (“Create channels.”);

PointToPointHelper pointToPoint;
pointToPoint.SetDeviceAttribute (“DataRate”, StringValue (“500Kbps™));
pointToPoint.SetChannel Attribute (“Delay”, StringValue (“5ms”));
NetDeviceContainer devices;

devices = pointToPoint.Install (nodes);

InternetStackHelper internet;

internet.Install (nodes);

NS LOG INFO (“Assign IP Addresses.”);

Ipv4AddressHelper ipv4;

ipv4.SetBase (“10.1.1.0”, ©“255.255.255.0”);
Ipv4InterfaceContainer i = ipv4.Assign (devices);

NS _LOG_INFO (“Create Applications.”);

uint16_t port =9; // well-known echo port number
BulkSendHelper source (“ns3::TcpSocketFactory”,
InetSocketAddress (i.GetAddress (1), port));

// Set the amount of data to send in bytes. Zero is unlimited.
source.SetAttribute (“MaxBytes”, UintegerValue (maxBytes));
ApplicationContainer sourceApps = source.Install (nodes.Get (0));

Real Time Problem Solving
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sourceApps.Start (Seconds (0.0));
sourceApps.Stop (Seconds (10.0));

5.3 PROCEDURE TO BUILD THE SIMPLE SCRIPT IN

NS3 PROJECTS:

Create the network topology which means node container Install the
internet stack

Establish the physical connection this means connect the nodes
together Assign IP address for each nodes present in network
Now start the application. For example like client and server

R R R R

O 10 64 100 12(
1 i L i A £ i~

Zoom: | 1.435 -~ Speed: 1.000 = Time: 13.700000 s Snapshot Simulate (F3)

> Advanced




5.4 MULTI PATH TOOL

Modeling of recurring event in ns3 project:

r: a packet was received by the net device

+: an enqueue operation occurred on the device queue

-: a dequeue operation occurred on the device dequeue

d: a packet was dropped, typically because the queue was full.

p={)

=500
=1000

1000 500 0 500 1000

| | A A | -
Zoom: 0.081 . Speed: lb.BBo = Time: 15.282000s Snapshot Simulate (F3)
¥ Advanced

Show transmissions Misc Settings

@ Allnodes 20.00 23
Selected node — —_—
Disabled Node Size Tx. Smooth Factor (s)

Real Time Problem Solving
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i T i 5 - i i

Zoam: | 0.640 speedt (D900 . Time: 431200005  Snapshot  Simulate (F)

» Advanced

Zoom: | 5.333 -~ Speed: 1.000 = Time: 27.300000 s Snapshot | Simulate (F3)
¥ Advanced
Show transmissions Misc Settings
@ Allnodes 0.42 0.5
Selected node { o
Disabled Node Size Tx. Smooth Factor (s)

TMAC PROTOCL



-

=20

=10

=60

=50

PO 0

N

0 40 60
100 A L ' A

100
A

Zoom: 1.486 . Speed: 1.000 < Time: 2.100000 s
¥ Advanced

Show transmissions Misc Settings

. All nodes 3.00 4.2
) Selected node - ——
Disabled Node Size Tx. Smooth Factor (s)

o ke e sk ke e

Snapshot

Simulate (F3)

Real Time Problem Solving
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NETANIM

Unit Structure

6

6.0
6.1
6.2
6.3
6.4
6.5

NETANIM

How to Install NETANIM In NS3
Run NETANIM IN NS3

Sniffing Http Traffic with Wireshark
References

MOOCS

Video Links

6.0 HOW TO INSTALL NETANIM IN NS3

Follow from Step 1 to Step 10 in order to create NS3 using
Simulation projects. Quick guide to create NS3 simulation. Reach
us, if you want an customize NetAnim in NS3 simulation projects
works for scholars.

Install the NS-3.26

Initially , install the NS-3.26 tool by using the ns-allinone-
3.26.tar.bz2 package. For make install use and execute the command
Jbuild.py

B
[}
B
=
-
:
| |
=
|
-

Open the terminal

Initially,Next open the terminal by press ctrl+alt+T buttons or search
from the installed software list.



ty B o) 139em &

Configure the package

Change the ns-allinone installation location in the terminal, using the
command cd ns-allinone-3.26/ns-3.26. And execute the command
sudo ./waf configure to binding the python

research@research-desktop: ~/ns-allinone-3.26/n5-3.26

ch-desktop:~/ns-allinone-3.2

Build the package

6/ns-3 o ./waf configurell

For build the configured package by using the sudo ./waf build
command in the ns-allinone-3.26/ns-3.26 . Package and view the

build packages.

research@research-desktop: ~/ns-allinone-3.26/ns-3.26

sQlite stats data output
Tap Bridge
p FdNetDevice
sts
ding Prinitives
udo to set suld bit

rch@research-desktop:-/ns-allinone

ZE Modules built:

. antenna aodv
bridge buildings
config-store

‘Il csma-layout
en

potnt-to-potnt-layout propagation
stats tap-bridge
s (topology-read traffic-control
virtual-net-device visualizer
fi wimax
=

3.26/ns-3.265 sudo ./waf

Lcations
ttive (no Python)

et-device
tnternet
lte
npi
nix-vector-routing
potnt-to-point
spectrun
test (no Python)
uan
wave
wsn (no Python)

BB | csearcheresearch-desktop:~/ns-allinone-3.26/ns-3.265 I

NETANIM
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Create a main file

Next create new main file in the scratch folder. The main file stored
with the file extension .cc. For example , the input file is stored as
Main.cc

next, execute the main file by using the command sudo ./waf —run
Main —vis

pyth

By
=
B
.
o1
A
=

Node 44
Mobility Model
Type: N
IPva Addresse
MAC Address:

400
1

Zoom: |0.222 . Speed: 1,000_)'

traffic-control net-device

BB 0 (0o python)

AR, research@research-desktop:-/ns-allinone-3.26/ns-3.265 sudo ./waf --ruf Main --vis

NetAnimator result change the location for get the netanimator result
by using the command cd /home/research/ns-allinone-3.26/netanim-
3.107

p: =/l 26/ns-3.26 x desktop: 17 .26/ns-3.26
research@research-desktopi=/ns-allinones3.26/ns-3.265 cd /home/research/ns-allinone-3.26/netanin-3.187

8
5
-
=,
[
[
[
=
=
=

Execute the command

Execute the command ./NetAnim,if the file NetAnim is not in
executable format, then convert into executable , by using the sudo
chmod +x NetAnim



research@research-deskt 6/ns-3.265 cd /home/research/ns-allinone-3.26/netanin-3.107
research@research-desktop: -allinone-3.26/netanin-3.1075 ./NetAninl]

%
e
y
E
=
=
[
[
A
=
=

Execution the xml file

Select the xml file , during the simulation execution the xml file is
auto generated.

Animator | Stats Packets.

NetAnim
S N [ P m—s S P, 4 (512 oy wAC T
— '
= >
= .
=) -
)Y - Lookin: | W/home/research/nsaalinone326/ns:326 = < ¥ A @el@ B [
- o, B computer [ bindings %] DlPdcpstats.txt B packet Loss_Ral
! 8 research | build | DlRlcStats.bxt 5, Packet_Loss_Rat
8 | doc = | DIRsrpSinrstats it Packet_Transmis
ﬁ |l examples DIRxPhystatsitxt Packet_Transmis
= |l scratch | DiTXPhyStatsitxt README
i src & watendyplt *| RELEASE_NOTES
M B i utits 1} Latency.png testpy
|l waf-tools 5| LICENSE = | testpy.supp
| §°¢ [eodvioutes 5| Makefile -~ Ulinterferencest
Y 1, DIMacstats.txt Network_Slice_Planaing.am! ISRV ST
- s
= WY e —:
- File name: | Network _Slice_Planning.xml _ Open |
= Files of type: | All Files (%) 2| Cancel
N
-

Simulation Process

During implementation of the xml file is auto generated. Play the
simulation by press the play button

»

Animator | Stats = Packets

O 2 |l pusen|65535 tont )

>
-
.

E)

&

~~ m iE s

DRI IEMINIDE o

Playing|

NETANIM
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10. NetAnim Result
By using the NetAnim, Play the simulation by press the play button

6.1 RUN NETANIM IN NS3

Follow from Step 1 to Step 9 in order to create NS3 using Simulation
projects.

System requirements

Step 1: For install the NS-3.26 , we need the following minimum
system requirements.

1) OS : ubuntu-14.04 LTS(32 bit)

2) RAM :minimum 2GB

3) Processor: 2.5 GHz and above

Step 2: Open the terminal and verify the installed package

Initially,Next open the terminal by press ctrl+alt+T buttons or search from
the installed software list.

research@research-desktop: ~

research@research-desktop:~$

npREERENINGD @



Step 3: Change the location NETANIM

Change the ns-allinone installation location in the terminal, using the
command cd ns-allinone-3.26/ns-3.26

Step 4: Execute the main file

For get the simulation , execute the main file by using the command sudo
Jwaf —run Mainfile —vis

on_EdgecComputing_ Served

Step 5: Simulation Nodes
Get the simulation window with the specified number of nodes
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Step 6: Perform the NetAnim process
Change the location for get the netanimator result , by using the command
cd /home/research/ns-allinone-3.26/netanim-3.107

Step 7: Execute NetAnim

by using the following command

cd /home/research/ns-allinone-3.26/netanim-3.107
execute the command ./NetAnim

DB BB ETNTD 9

Step 8: Simulation execution

Select the XML file, the XML file is one of the auto generated file. During
the simulation execution the file is generated.
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Step 9: Simulation window NETANIM

Get the simulation window and play the simulation. Play the simulation by
press the paly button in the simulation window

Animator = Stats Packets

a || Posere 65535 Povt o dow  Simtime emm— # Unes S . MNodesim 1 IP MAC T

¢ 0_ O

= 66)) u;uu er
%

&
=
i
",3
m }
=
~
A
A
=

! u;? ’ o Basd)suuon Uw
‘ %’o w000
N Edge \Sasver Edge_Server
a\l yser
“e » X 0 User  User 0& o
User User User o o
Playing|
WIRESHARK

6.2 SNIFFING HTTP TRAFFIC WITH WIRESHARK

Procedure :

1) Installing the Wire Shark Tool

2) http://www.wireshark.org/download.html

Capturing All Network Traffic With WireShark

J Click the Start button. In the Search box, type WIRE

J At the top of the menu, a Wireshark item appears. Right-click
Wireshark and click "Run as Administrator". If a User Account
Control box appears, allow the program to run.

-
[l The Wireshark Network Analyzer M

File Edit View Go (Capture Analyze Statistics Td:phony JTools Internals Help
Beuoaw c@xXRE AacsseT2EF acaan @ -

Filter: B Expression... Clear Apply

The World's Most Popular Network Protocol Analyzer

L Files |8
Interface List = Open
9 Live fist of the capture interfaces Open a previously captured file

(counts incoming packets)

. Open Recent:
Start capture on interface:

&/ gogob
g Intel(R) PRO/1000 MT Network Connection

C:\temp\images-login2.pcap (1018 KB)
C:\temp\images-login.pcap (1018 KB)

vmware-host\Shared Folders\Documents\pX12-12
a chture OPtions vmwa ared Folders ime n7-rdp-c
Start a capture with detailed options Vimware ared Folders\Docume in7-rdp-c
vmware-host\Shared Folders\Documents\cased-attacker.pcap [n
< m ’
g Ready to load or capture | No Packets | Profile: Default
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J In the upper left of the Wireshark window, click "Interface List".

o A list of network interfaces appears. Each interface has an IP
address and a count of Packets, as shown below.

’
@l Wireshark: Capture Interfaces =RIC
Description P Packets Packets/s Stoy
) gogob fe80:8¢cbf:9452:d7e:d26a 13 1 Aﬁtart/ QpnonsJ lQetailsJ

g Intel(R) PRO/1000 MT Network Connection fe80::5a7:33af:ed86:b39f 17 1 Start | | Options | | Details

]

° At first, all the IP addresses start with fe80: -- these are "Link- Local
[Pv6 Addresses", and they very useful.

o Find the network interface with the most rapidly increasing number
of packets--this is the interface that connects to the Internet. Click its
IP address.

° Wireshark will show the other addresses of this interface.

o After one or more clicks, you should see the IPv4 address of the
interface, which is four values separated by periods, as shown
below:

{ A

- Wireshark: Capture Interfaces @@lﬂ
Description P Packets Packets/s

Stop
@] gogob fe80:8cbf9452:dTe:d26a 170 0| start] | Qptions || Detas

i Intel(R) PRO/1000 MT Network Connection 192.168.119.154 246 0 Start | | Options ‘ Details ]

]

Click the Start button next to the interface that connects to the Internet.

You should see a lot of text scrolling by, as shown below on this page.
Each line in the upper pane summarizes one frame (or packet).

Find these columns in the Wireshark window:

= No Frame Number
= Time Time in seconds that the frame was captured
= Source Source address of the frame

= Destination Destination address of the frame

Protocol  Protocol of the frame

Info Other information



[l Intel(R) PRO/1000 MT Network Connection (2] B S

| File Edit View Go Capture Analyze Statistics Telephonl Tools Internals Help
Buoae cEXEL Aer0Ti ([@E acaan 0B % B
Filter: [ -] Expression... Clesr Apply

Time Source Destination Protocol Info
1 0.000000 192,168.119.154 192.168.119.2 NBNS Refresh NB SAM-DOMAIN2<1d>

No.

3 1.069186 vmware_e3:22:f1 Broadcast ARP who has 192.168.119.1547 Tell 192.168.119.2
4 1.069214 vmware_52:34:92 vmware_e3:22:f1 ARP 192.168.119.154 is at 00:0¢:29:52:34:
5 1.069376 64.86.88.116 192.168.119.154 UDP Source port: 3653 Destination por

9 4.914152 = : ARP who has 192.168.119.2? Tell 192.168.119.154
10 4.914299 : 5 ARP 192.168.119.2 is at 00:50:56:e3:22:f1

‘ m ’

# Frame 1: 110 bytes on wire (880 bits), 110 bytes captured (880 bits)

¥ Ethernet II, Src: vmware_52:34:92 (00:0c:29:52:34:92), Dst: vmware_e3:22:f1 (00:50:56:e3:22:f1)
# User Datagram Protocol, Src Port: 137 (137), Dst Port: 137 (137)

# NetBIOS Name Service

0000 00 50 56 e3 22 f1 00 Oc 29 52 34 92 08 00 45 00
0010 00 60 2d b0 00 00 80 11 00 00 cO a8 77 9a cO a8
0020 77 02 00 89 00 89 00 4c 70 4b 95 Oc 40 00 00 01
0030 00 00 00 00 00 O1 20 46 44 45 42 45 4de 43 4de 45

m

0040 45 45 SO 45 4e 45 42 45 4a 45 4f 44 43 43 41 43 EEPENEBE JEODCCAC -
NASA A1 A3 41 43 A1 43 4n NA_0A 200N A1_cn Ne 0n 20 ___acacaos
@ | File: “C:\Users\student\AppData\Local\Tem... | Packets: 580 Displayed: 580 Marked: 0 Dropped: 0 Profile: Default

Capturing The HTTP Traffic with wireshark

At the upper left of the Wireshark window, in the "Filter" bar, type
http

. In Wireshark, on the right side of the Filter bar, click Apply.
Wireshark now shows only HTTP packets, as shown below.

Capturing from ethO [Wireshark 1.12.6 (Git Rev Unknown from unknown)] e oo

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

e idima i xo Aa«» 053¢ BE @aaf @ME=s @

Filter: http Expression... Clear y Save
No. Time Source Destination Prot th Info

8 53.68459300 172.16.1.202 172.16.1.201 v ?

10 53.68976900 172.16.1.201 172.16.1.202 HTTP 1923 HTTP/1.1 200 OK (text/html)

12 53.73640600 172.16.1.202 172.16.1.201 HTTP 383 GET /teal_leaf.gif HTTP/1.1

13 $3.73688200 172.16.1.201 172.16.1.202 HTTP 573 HTTP/1.1 404 Not Found (text/html)
| .
» Frame 8: 485 bytes on wire (3880 bits), 485 bytes captured (3880 bits) on interface 0 Layer 1
» Ethernet II, Src: Vmware_41:d9:cb (00:0c:29:41:d9:cb), Dst: Vmware_6a:ae:33 (00:0c:29:6a:ae:33) Layer 2
» Internet Protocol Version 4, Src: 172.16.1.202 (172.16.1.202), Dst: 172.16.1.201 (172.16.1.201) Layer 3
» Transmssion Control Protocol, Src Port: 37446 (37446), Dst Port: 80 (80), Seq: 1, Ack: 1, Len: 419 Layer 4
|» Hypertext Transfer Protocol Layer 7

0000 00 Oc 29 6a ae 33 00 Oc 29 41 d9 cb 08 00 45 00
0010 01 d7 4c 01 40 00 40 06 91 6¢ ac 10 01 ca ac 10
0020 01 c9 92 46 00 SO 12 20 fe d6 f6 49 a9 4b 80 18
0030 00 1d Sd 7d 00 00 01 01 08 Oa 00 13 bS 2a 00 14
0040 1f 30 47 45 S4 20 2f 20 48 54 54 S0 2f 31 2e 31

@ *  etho: <live capture in progress> File: 1t Packets: 25 - Displayed: 4 (16.0%) Profile: Default

Understanding HTTP GET Packets

Find the packet with "Info" of "GET / HTTP/1.1", as highlighted in the
image above. This packet requests a Web page.

The next packet, with "Info" of "HTTP/1.1 200 OK...", is the response
from the Web server.

Following the TCP Stream

In Wireshark, click the packet with "Info" of "GET / HTTP/1.1", to
highlight it, as shown in the image above.

NETANIM
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Networking with Linux From the Wireshark menu bar, click Analyze, "Follow TCP Stream".

This is the most convenient way to examine HTTP traffic. The request is
shown in red, and the response is shown in blue, as shown below.

Follow TCP Stream (tcp.stream eq O) e e 0

Stream Content

GET / HTTP/1.1

Host: samsclass.info

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:31.0) Gecko/20100101 Firefox/31.0
Iceweasel/31.8.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/%;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

I1f-Modified-Since: Thu, 16 Jun 2016 14:57:11 GMT

I1f-None-Match: "“1426-5356673e8a234-gz1p"

Cache-Control: max-age=0

HTTP/1.1 200 OK

Date: Thu, 16 Jun 2016 16:23:16 GMT
Server: Apache/2.4.18 (Ubuntu)
Last-Modified: Thu, 16 Jun 2016 14:57:11 GMT
ETag: "1426-5356673e8a234-gz1p"
Accept-Ranges: bytes

Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 1518

Keep-Alive: timeout=S, max=100
Connection: Keep-Alive
Content-Type: text/html

Entire conversation (3100 bytes)

Find Save As Print AsCll EBCDIC Hex Dump C Arrays O Raw
Help Filter Out This Stream
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Networking with Linux Start Using Wireshark to Hack like a Pro.
https://www.udemy.com/course/start-using-wireshark-to-hack-like-a-pro/
Wireshark Tutorial - Get Wireshark Certification.
https://www.udemy.com/course/wireshark-tutorial/
The Complete Wireshark Course: Beginner to Network Admin!.
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6.5 VIDEO LINKS

External Tools for Network Simulator 3.
https://www.youtube.com/watch?v=XcRXb3NYd3I

ns-3 Network Simulator - Introduction Lecture.
https://www.youtube.com/watch?v=2W5mdzQrwXI

Comparison of TCP Protocols using NS3.
https://www.youtube.com/watch?v=I8jn4vKm5QA

Introduction to installation of network simulator 3 ns3.
https://www.youtube.com/watch?v=TSNwCPROYYA

NS3 NETWORK SIMULATOR. https://youtu.be/ImZyhzZmOwM
NS3 || Tutorial 1. https://www.youtube.com/watch?v=FLttSa45 MI

ns3 Network Simulator - Tips & Advice for beginners.
https://www.youtube.com/watch?v=IMC07d9FNr4

NS3 Introduction | NS3 Tutorial 2.
https://www.youtube.com/watch?v=1Zzd2tDox2E

Introduction to Network Simulator 3.
https://www.youtube.com/watch?v=80raQ3Vnvyl

The Complete Wireshark Course Beginner To Advanced.
https://www.youtube.com/watch?v=z0Y ohNOnWp4

The Complete Wireshark Course: Go from Beginner to Advanced!.
https://www.youtube.com/watch?v=vUdOxcRJgME

Learn Wireshark in 10 minutes - Wireshark Tutorial for Beginners.
https://www.youtube.com/watch?v=lb1Dw0elw0Q
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