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’) Al_l questiOnS are m_pu]& Total Marks: 75 0 ’\
ABAA:::/gm_%M V;'herever n \Cl)\
B bers ¢ he Sa‘me . uestion must be ec?ssa"}’ and state the assumptions made. Q)\
9D O et indicate marks wiiien together. N
¥ A% 1. \
"(gU;: ofnlfl?m-at:-f)led diagrams wherever necess \\(:
[on-programmable caleylat hecessary. A
ors 1s M /\’\
“Attempt any two of the followine: W
s lain with ; ing: A(\,
" Explain with example different a 10

‘Encrypt the message ‘Come Honf,ep EI?;:\TS iy Emp_lement security model. /\\/
~ j, Ceaser Cipher rrow’ using (\/V
Lo}

~ ii. Simple Col . "
& il P umnar Transposition Techniques with four columns. O \is 3,2,4,1

" Explain how attac i :
: | Ei s;: il E;f:tl;lcsltlse cookies to collect important informati
; S when the sender of a message encrypts the plain text

message into its corresponding cipher text

L

p L Atte:}f[)ft any two of the following: %YS 10
s List different types of cryptography algorith i
p. Explain the steps in various roundg of %A(\)SS A Explami«\l e
¢,  Explain subkey generation process’of blo t h it
i Explain double DES algorithm. ) a'go\%mm‘

Q
3. Attempt any two of the following: Q\(\’ 10
a. How is RSA is used in digital signatures? Explains
b, Explain the working of secure hash algorit -512,
¢. Explain the working of HMAC.
d. Explain Elipitic Curve Cryptograph@d ElGamal.

Cj
4, Attempt any two of the followi%:\/ 10
a.  Describe of the various fields .509v3 digital certificate.
b, How is digital certificate is verified? Explain.
¢. Why do we trust digital ce¥ ificate?
d. List and explain public\j’ cryptography standards.
5, Attempt any two ofithe following: 10
a.  Explain the handshiake protocol.
b. Explain the S@?e Electronic Transaction process.
¢. With neat didgram write the internal operations of 3-D secure protocol.
d.  List the different firewall configurations. Explain any two.
N
6. Atte \?anz two of the following: 10
2 HowWdoes clear text password work? What are the problems with it?
b. - Wite a short note on key distribution center.
¢. aExplain the working of how challenge/response tokens.
d&\\ What are the One-way authentication approaches? Explain any two.
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und of international data encrypti,

Attempt any three of thehfollowing: '
' ishing. .
Write a short note on phishing st

Explain subkey generation process A
the man-in-middle attack.

algorithm. .
Explain with a neat diagram

Why is a self-signed certificate needed? .~
Explain the working of how pretty good privacy. inii ity
How does certificate-based authentication work? Explan. i S o
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