
TYCS Ethical hacking Question Bank 

Sr. Question A B C D Answer

1 What is C stands for in CIA triad ? Common Confidentiality candidate calibre Confidentiality

2

Cross Site Request Forgery also known as _______ 

session riding or sea surf is an attack vector that tricks 

a web browser into executing an unwanted action in CSRF XSRF All of the above

None of the 

above XSRF

3

_________ are bad guys that operate on the opposite 

side of the law

Grey Hat 

hackers 

White Hat 

Hackers 

Black Hat 

hackers

Green hat 

Hackers

Black Hat 

hackers

4

_________ straddle the line between good and bad 

and are decided to reform and become the good side

Black Hat 

hackers

Grey Hat 

hackers

White Hat 

Hackers

Green hat 

Hackers

Grey Hat 

hackers

5 ____is based on a roling released model. oprating system redhat Kali Linux hacking Kali Linux

6

The process of gathering informatin about your target 

is called enumeration

information 

gathering hacking none of these enumeration

7

What is a potential cause of an incident that may 

result in harm of systems and organization ? Danger Threat Alert Risk Threat

8

_____replicates and executes itself, ususally doing 

damage to your computer in th process Trojan Horse Worm Virus Rabbit Virus

9

Vulnerabilities in the system can be identified before 

they get exploited by __________.

Grey Hat 

hackers 

Black Hat 

hackers

green hat 

hackers

white hat 

hackers 

Black Hat 

hackers

10

The increasing use of ________ has increased the risk 

of attacks on the information data of any company or 

buisness establishment.

Network 

Engineering 

Mechanical 

Engineering

Social 

Engineering

None of the 

above

Social 

Engineering
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11

_____ is a weakness which can be exploited by a 

Threat Weakness Vulnerability Virus Threat Vulnerability

12

An_____ is any attempt or tries to 

expose,alter,disable,destroy,steal or gain unauthorize 

access to or make unauthorized use of an asset Alter Asset Attack Attempt Attack

13 Full form of NDA

Non Disclosure 

Analysis

Non Direct 

Agreement 

Non Disclosure 

Agreement 

None of the 

above

Non Disclosure 

Agreement 

14

By signing a _______ , participants promise non to 

divulge or release information shared with them by 

the other people involved RMA NDA DA DNS NDA

15 keystroke logging also called as

keyboard 

capturing

keyboard 

playing keyboard use none of these

keyboard 

capturing

16

____ escalation requires the attackers to grant 

himself higher privileges north

horizontal 

previleges

vertical 

privileges south privileges

vertical 

privileges

17

Hackers use ___ to perform activities that are 

malicious and illegal Ip address internet router IP Spoofing IP Spoofing

18 SQL injection is also known as SQLs SQLO SQLI none of these SQLI

19

_________ is a web application security scanning 

tools offered by HP Qualys WebInspect Proxies MetaSploit WebInspect

20

______ is the process by which WebInspect will build 

the tree structure of the entire website by traversing 

every possible link on that site. Dragging Crawling Jumping 

None of the 

above Crawling 

21 ____ moves to machine to machine Worm Virus Trojan Threat Virus

22 _____ tends to leach onto network traffic Threat Virus Trojan Worm Worm
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23

 Pattern matching can be implemented using a simple 

tools like the Unix command _________ pip grep ipconfig

None of the 

above grep

24

A _________ contains the entire summary of testing 

performed along with its results. cache files report data report 

25

______sniffing is a utility which is being used since 

release of Enternet data packet system

None of the 

above packet 

26 Directory traversal is also known as long traversal path traversal

distance 

traversal none of these path traversal

27 the application log contain events that are logged by user program client hacker program

28 log files name and location information is stored in registry memory diary none of these registry

29

Netcat is a ____that uses a command line interface to 

open TCP port on a target system SQL Xss Pskill Trojan Trojan

30 Steganography is a process of ___the data execute explore hiding showing hiding
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