Sample Question Bank

Class : TYCS Sub : CF
Q.NO|QUESTION A B C D CORRECT
____isan unwanted activity and unwanted emails
1|that burdens on server. spam email servermsg servermail spam
____means stealing other's thought or things that Trademark Trademark
2|could be copyrighted. Copyrightthreat [copyduplicate |Counterfeiting |Trademark theft |Counterfeiting
In___ phase, it focuses on gathering information
3[for the goal of attack. preattack firstattack initialattack trackattack preattack
____isasoftware program used to determine the
4|TCP/UDP ports are available for particular system. |portscanner portfinder portgainer portdefiner portscanner
Hiding message in large file/image is reffered
5]as encryption decryption steganography |integrity steganography
6[In ___ phase result of the analysis are done. reporting collection examination analysis reporting
7|___is the first phase in forensic process. examination analysis reporting collection collection
In___ phase of forensic data is identified, labelled
8|and recorded, it gather physical evidence. collection examination analysis reporting collection
Leading questions and rapid fire questions are the [cross cross
9|partof ___ examination analysis duplication evidence examination
documentry testimonial
10|___ Is not a type of evidence. real evidence evidence evidence book evidence |book evidence
Server logs, email, database are comes under ___ |documentry documentry
11]evidence. evidence log evidence real evidence test evidence evidence
Order of Order on Off order Order of
12|00V stands for____ Volatility on of volatility  [Volatility Volatility Volatility




13 tool is used to monitor the processes. MonProc ProcMon ReadMon ProcessMonitor |ProcMon

14|__ tool makes enable to change password. chntpw chngpw pwchange changepw chntpw

15|__ is used to retrieve files from a digital camera. snart photorec recordpic picrecord photorec

16|___ tool forces memory dump. dump memfetch memdump memoryfetch memfetch
destroy sysytem /files on a mentioned date/time is

17|referred as__ logic bomb datebomb virusbomb destroybomb logic bomb
A file on a web server that enables the execution

18|of program on that serveris__ webshell fileshell sysdhell codeshell webshell

19|__ toolis used to capture RAM. RAMCapture RAMProcess RAMget RAMCat RAMCapture

20|___ toolis used to view TCP packets. TCPView tool TCPTool ViewTCP TCPget TCPView tool
___laws are approved by a city or town council or

21]by country commision by mayor or country judge. |[state law local. law federal law criminal law local law
owner , for destroying, altering or stealing

22|computer system. section 43 section 43/A section 66 section 64 A section 43
individual with dishonesty, fraudelity; punishment [imprisinment or |1 yrs imprisonment imprisinment or

23

can be

fine 500000 or

imprisonment

50000 rs fine

and 5000 rs fine

fine 500000 or




